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Binary prefixes /

Your notes
Binary prefixes
Whatis abinary prefix?
= Abinary prefixis a unit prefix used to indicate multiples of bytes in binary
= Considerthe word kilobyte, "kilo" is the prefix
= Bytes are the smallest unit of data that can be stored ina computer so there needs to be
away of expressing bytesinlarger multiples
Denary prefixes
= Acommon way of expressing multiples of bytes is to use denary prefixes:
Denary unit Equivalent size (bytes)
Tkilobyte (1KB) 1000
1megabyte (1MB) 1,000,000
1gigabyte (1GB) 1,000,000,000
1terabyte (1TB) 1,000,000,000,000
1petabyte (1PB) 1,000,000,000,000,000
= This systemrelies on the assumption that 1kilo =1000
= Thisassumptionis based onthe denary (base 10) number system
» E.g.al1GBharddrive canstore1x10° bytes
Binary prefixes
= However, computers use the binary (base 2) number system so the denary systemis
technically inaccurate when describing storage
= Tobe precise, expressing multiples of bytes is done using binary prefixes:
Binary unit Number of bytes (base 2) Equivalent size (base 10)
1kibibyte (1KiB) 210 1024
1mebibyte (1MiB) 220 1,048,576
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 2
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Your notes

1gibibyte (1GiB) 250 1,073,741,824 /’
Ttebibyte (1TiB) 240 1,099,511,627,776
1 pebibyte (1PiB) 250 1,125,899,906,842,624

= Notice the prefixes change depending on the system being used, e.g. kilo (denary) vs

kibi (binary)

Why does it matter?

= Theimportance of the system being used depends on how precise youneed to be

= |dentifying the total amount of memory (RAM) available to a computer must be
accurate (use binary prefixes)

= E.g.16 GiB RAM can store 16 x 230 bytes of data (17,179,869,184 bytes)

= whendescribing storage space, arough estimate is acceptable (use denary prefixes)

= E.g.a16 GB memory stick can store 16 x 10? bytes of data (16,000,000,000

bytes)
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Number systems 4

Your notes
Number bases
Whatis anumberbase?
= Anumberbaseisthe number of different digits or symbols a number systemuses to
represent values
= Eachplaceinanumberrepresents a power of the base, starting from the right
Denary
= Denaryis anumbersystem thatis made up of 10 digits (0-9)
= Denaryisreferredto as abase-10 number system
= Eachdigit has a weight factor of 10 raised to a power, the rightmost digitis 1s (10°), the
next digit to the left 10s (10" and so on
= Humans use the denary system for counting, measuring and performing maths
calculations
= Using combinations of the 10 digits we canrepresent any number
x10 x10 x10
LENENEN
THESE ARE 1000 | 100 | 10 1 MRISHSHREE
THE COLUMN 3 Py 1 0 NUMBER WE
HEADINGS 0" Mo AaTM WANT TO
USING 10" 3 2 6 8 RESPRESENT
= |nthisexample, (3x1000) +(2x100) + (6 x10) + (8 x1) = 3268
= Torepresent abiggernumberwe add more digits
Binary
= Binaryis anumber system thatis made up of two digits (1and 0)
= Binaryisreferredto as abase-2numbersystem
» Eachdigit has aweight factor of 2 raised to a power, the rightmost digit is 1s (2°), the
next digit to the left 2s (2') and so on
= Eachtime anew digitis added, the column value is multiplied by 2
= Using combinations of the 2 digits we canrepresent any number
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 4
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THESE ARE
THE COLUMN
HEADINGS

USING 2*

x2 x2 x2

8 4 2 1

2% | =230| 22 2%
1 1 0 0

In this example, Binary 1100 = (1x 8) + (1x4) =12

THIS IS THE
NUMBER WE
WANT TO

RESPRESENT

= Torepresent biggernumbers we add more binary digits (bits)

4

Your notes

32,768 | 16,384 | 8,192 | 4,096 | 2,048 | 1,024 | 512 (256 | 128 (64 |32 |16 | 8 | 4
215 214 213 212 21 210 29 28 27 26 | 25| 24| 23| 22
Hexadecimal

letters (A-F)

Hexadecimalis a number system that is made up of 16 digits, 10 numbers (0-9) and 6

10

1 12 13

14

15

Hexadecimalis referred to as a base-16 number system

= Eachdigit has a weight factor of 16 raised to a power, the rightmost digit is 1s (16°), the
next digit to the left 16s (16')

16s 1s
1 3
1x16 3x1 =19

=  Aquick comparison table demonstrates arelationship between hexadecimal and a

binary nibble

= One hexadecimal digit canrepresent four bits of binary data

Get more and ace your exams at savemyexams.com
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1 0001 1 /’
Your notes
2 0010 2
3 oo 3
4 0100 4
5 0101 5
6 o110 6
7 om 7
8 1000 8
9 1001 9
10 1010 A
1 1011 B
12 1100 (o
13 1101 D
14 1110 E
15 11 F
Binary to denary & denary to binary
= Binary numbers can be convertedinto denary and vice-versa
= Forexample the 8-bit binary number 01101001 can be converted into denary using the
following method:
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| 4

I [ I [ I |
BIT REPRESENATIONS [128 | 64 |32, 16 | 8 | 4 | 2 | 1 Yournotes
BINARYNUMBER‘OE’IE'IEOE'liOiOi’I
6442
32
8
+ 1
105
Binary to denary conversion
= Therefore the 8-bit binary number 01101001is 105 as a denary value
= Toconvert the denary number101to binary, we firstly write out binary number system
128 64 32 16 8 4 2 1
= Thenwe start at the left and look for the highest number thatis less than orequal to 101
andif so, place alinthat column
= Otherwise, place a Ointhe column
= 128 isbiggerthan101and therefore we place a O inthat column
= 64 issmallerthan101sowe place alinthat column
= 101-64=37
= Thisnow means we have 37 left to find
= 32issmallerthan 37 sowe place alinthat column
= 37-32=5
= Thisnow means we have 5 left to find
= 16isbiggerthan 5 and therefore we place a O inthat column
= 8isbiggerthan5 andtherefore we place a Ointhat column
= 4issmallerthan5sowe place alinthatcolumn
= 5-1=1
= Thisnow means we have 1left to find
= 2isbiggerthan1and therefore we place a O inthat column
= Tlisequaltothe numberwe have left so we place alinthat column
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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= 64+32+4+1=101 ,

= Therefore the denary number10Tin binary is 01100101 Your notes
128 64 32 16 8 4 2 1
0 1 1 0 0 1 0 1

Hexadecimal to denary & denary to hexadecimal

= To convert the denary number163 to hexadecimal, start by dividing the denary value by
16 and recording the whole times the number goesin and the remainder

= 163=16 =10 remainder 3

= |nhexadecimal the whole number = digit 1 and the remainder = digit 2
= Digit1=10(A)

= Digit2=3

= Denary163is A3in hexadecimal

= To convert the hexadecimal number79 to denary, start by multiplying the first
hexadecimal digit by 16

n 7816=112
= Adddigit 2 to the result
= 112+9=121

= Hexadecimal 79is121in denary

Binary to hexadecimal & hexadecimal to binary

= To convert the binary number10110111 to hexadecimal, first split the 8 bit numberinto 2
binary nibbles

8 4 2 1 8 4 2 1

= Foreachnibble, convert the binary toit’s denary value

s (1x8)+(1x2)+(1x1)=11(B)

= (Ix4)+(x2)+(1x1)=7

= Jointhem togetherto make a 2 digit hexadecimal number
= Binary10110111is B7 in hexadecimal

= To convert the hexadecimal number 5F to binary, first split the digits apart and convert
each to abinary nibble

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 8
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1 1 1 1 =15(F)

Jointhe 2 binary nibbles together to create an 8 bit binary number

128 64 32 16 8 4 2

.

Hexadecimal 5Fis 01011111 in binary

o

Worked Example
Convert the positive binary integer 1010 0010 into hexadecimal. [1]
Answer

= A2 [Tmark]

Binary Coded Decimal (BCD)
Whatis Binary Coded Decimal?

Binary coded decimalis a number system that uses 4 bit codes to represent each
denary digit (0-9)

BCD Denary digit
0000 0
0001 1
0010 2
00T 3
0100 4

1, SaveMyExams © 2026 Save My Exams, Ltd.
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0101 5 ,
Your notes
ono 6
om 7
1000 8
1001 9
= Torepresent the denary number2500in BCD format would be:
= 2500=001001010000 0000
= BCD canbe storedinacomputer as either half abyte (4 bits) or as two 4 bit codes
joined to from a byte (8 bits)
Four single bytes
0 0 0 0 0 0 1 0 =2
0 0 0 0 0 1 0 1 =5
0 0 0 0 0 0 0 0 =0
0 0 0 0 0 0 0 0 =0
Two bytes
(0] 0 1 0 0 1 0 1 =2,5
0] 0 0 0 0 0 0 0 =0,0
One's & two' I t
ne's WO S compiemen
Whatis one's complement?
= One'scomplementis a method of representing both positive and negative numbers
= Toturnapositive binary numberin to a negative the positive binary number is inverted
(O becomesTandlbecomes0)
0 1 0 0 1 0 0 0 =72
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 10
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1 0 1 1 0 1 1 1 =-72 ,

Your notes
= Theissue with one's complementis that it can have two representations for O (positive
and negative)
p
Examiner Tips and Tricks
Be careful not to confuse one’s complement with two’s complement. Inone’s
complement, youjustinvert the bits to get the negative version, you don’t treat the
MSB as negative like you would in two’s complement. That’s a different system!
\
- 1
Whatis two's complement?
= Two's complementis another method of representing both positive and negative
numbers
= Toturna positive binary numberinto a negative:
= Positive binary numberisinverted
= 'T"isadded to the right most bit
= Using two's complement the leftmost bit is designated the most significant bit (MSB)
= Torepresent negative numbers this bit must equal 1, turning the column value into a
negative
= Working with 8 bits, the 128 column becomes -128
-128 64 32 16 8 4 2 1
0 1 0 0 1 0 0 0 =72
invert
1 0 1 1 0 1 1 1
add1
1 +
result
1 0 1 1 1 0 0 0 =-72
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 1
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= 8bittwo's complement canrepresent values between 01111111 (+127) and 1000 0000 ,
(-128)
Your notes
= Analternative way of thinking about this is:
= Starting from the right, keep all the bits the same up to and including the first 1
= Flip therest of the digits
= 01011000 becomes...

= 10101000

Key reasons to use two's complement
= Consistency
= Youdon’tneed different rules for signed and unsigned numbers

= \Whetheryou're adding +37 and +58, or -37 and +58, or -37 and -58, the binary
addition processis the same

= Two’s complement works for any combination of positive and negative values
= Hardware simplicity
= CPUs are built to do simple binary addition
= Two’s complement means:
= The same adder circuit can handle everything
= No speciallogicis needed to detect signs or subtract manually
= |t still works, up to a point

= Aslongasthe sumdoesn't exceed the max value (+127 in 8-bit), you can add two
positive numbers with two’s complement without any issues

o

Worked Example
Convert the denary number 649 into Binary Coded Decimal (BCD) [1]
Answer

= 0110 0100 1001[1 mark]
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Binary arithmetic ,

Your notes
Binary addition
Whatis binary addition?
= Binary addition involves summing numbers in base-2, which uses only the digits O and 1
= |ike denary addition, start from the rightmost digit and move towards the left
= Carrying over occurs when the sum of a columnis greaterthan 1, passing the excess to
the nextleft column
Example addition
RULE A: 0+0=0
RULE B: O+1=1
RULE D:1+1+1=1 CARRY 1
RULE A AND B |
1
0010 (2) 0041 (3)
+1100 (12)  +0010 (2)
1110 (14) 0101 (5)
AND D
1
o411 (9)
+ 0110 (6)
1401 (15)
.
Worked Example
Add the following two binary integers using binary addition. Show your working. [2]
10011010+00101111
Answer
carry 1 1 1 1 1
1 0 0 1 1 0 1 0
+ 0 0 1 0 1 1 1 1
1 1 0 0 1 0 0 1
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 13
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= Imark forworking [T mark] ,
= Imark foranswer [1 mark]

Your notes
Overflow
Whatis an overflow?
= Overflow occurs when the sum of two binary numbers exceeds the given number of bits
= |nsigned number representations, the leftmost bit often serves as the sign bit; overflow
can flip this, incorrectly changing the sign of the result
= Overflow generally leads to incorrect or unpredictable results as the extra bits are
truncated or wrapped around
OVERFLOW
1M
11 (15)
+ 0010 (2)
10001 (17)
Binary subtraction
= To carry out subtraction, the number being subtracted is converted into its negative
equivalent using two's complement
= Thetwonumbers are then added together
Example
= 48-12
-128 64 32 16 8 4 2 1
0 0 1 1 0 0 0 0 =48
0 0 0 0 1 1 0 0 =12
find two's complement of -12
0 0 0 0 1 1 0 0 =12
invert
1 1 1 1 0 0 1 1
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 14
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add1 ,

Your notes

result

Add 48 and -12

-128 64 32 16 8 4 2 1

0 0 1 1 0 0 0] 0 |=48

1 1 1 1 0 1 0 0] =-12
carries

1 1 1 1

result

0 0 1 0 0 1 0] 0 |=36

= 48-12=36

= The additional overflow bitis ignored leaving aresult of 0010 0100, denary equivalent
of 36, which s the correct answer

= |ntwo's complement arithmetic, the overflow bit does not contribute to the actual
value of the operation but is more of a by-product of the method

1, SaveMyExams
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Uses of number systems 4
Your notes

Applications of Binary Coded Decimal
(BCD)

What are the uses of binary-coded decimal (BCD)?

Use Case Why BCD is used

Electronic calculators Keeps numbersin decimal format for easier display and
accuracy

Digital clocks and watches Time is naturally decimal (e.g. 12:45), so BCD makes
display logic simpler

Banking and financial systems | Avoids rounding errors when doing decimal
calculations, especially with money

Old digital systems / Simplertoimplement with hardware that displays digits
embedded systems individually

= Binary coded decimalis commonly usedin systems that need to display decimal
numbers clearly and accurately

= BCDisidealforapplications like digital clocks, calculators, and financial systems where
decimal precision matters

= Using BCD avoids rounding errors that can occurin binary-based arithmetic, especially
withmoney and time

= |t’sstillfoundin older orembedded systems where simple hardware-based decimal
outputis needed

Applications of hexadecimal

Why is hexadecimal used?
= |n Computer Science hexadecimalis often preferred when working with large values
= |ttakes fewer digits to represent a given value in hexadecimal thanin binary
= ]hexadecimal digit corresponds 4 bits and canrepresent 16 unique values (O-F)
= |tis beneficial to use hexadecimal over binary because:
= The more bits there are in abinary number, the harder it makes for a human to read

= Numbers with more bits are more prone to errors when being copied

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com
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= Examples of where hexadecimal canbe seen: /
= MAC addresses Your notes
= Colourcodes

= URLs
MAC addresses

= Atypical MAC address consists of 12 hexadecimal digits, equivalent to 48 digits in
binary

= AA:BB:CC:DD:EE:FF
= 10101010:10111011:11001100:11011101:11101110: 11111111

=  Writing down or performing calculations with 48 binary digits makes it very easy to
make a mistake

™ Command Prompt x 4+ | v

Ethernet adapter Ethernet 4:
Connection-specific DNS Suffix.: cable.virginm.net
Description : Realtek PCIe 2.5GbE Family Controller
Physical Address : 2C-FO0-7C-A7-98
DHCP Enabled

Autoconfiguration Enabled

Colour codes

= Atypicalhexadecimal colour code consists of 6 hexadecimal digits, equivalent to 24
digitsin binary

= H#66FF33(green)

= 01000010:11111111:001100T1

4 SaveMyExams © 2026 Save My Exams, Ltd. ~ Get more and ace your exams at savemyexams.com 17
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51.102.255 102.51.255 204.51.255 255.51.204
#3366FF #6633FF #CC33FF #FF33CC
51.204.255 0.61.245 0.46.184 255.51.102
#33CCFF #003DF5 #002EBB #FF3366
51.255.204 184.138.0 245.184.0 255.102.51
#33FFCC #BB88A00 #F5B800 #FF6633
51.255.102 102.255.51 204.255.51 255.204.51
#33FF66 #66FF33 #CCFF33 #FFCC33

s

Your notes

URL's

= AURL canonly contain standard characters (a-zand A-Z), numbers (0-9) and some
special symbols which is enough for basic web browsing

= |faURLneedstoinclude acharacter outside of this set, they are convertedinto a
hexadecimal code

= Hexadecimal codesincludedinaURL are prefixed with a % sign

© 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Character encoding /

Your notes

Character sets

Whatis acharacter set?

= Acharactersetis all the characters and symbols that can be represented by a
computer system

= Eachcharacteris given aunique binary code
= Charactersets are ordered logically, the code for ‘B’ is one more than the code for ‘A’

= Acharacterset provides a standard for computers to communicate and send/receive
information

= Without a character set, one system mightinterpret 01000001 differently from another

= The number of characters that can be represented is determined by the number of bits
used by the character set

= Two common character sets are:
= American Standard Code for Information Interchange (ASCII)

= Universal Character Encoding (UNICODE)

ASCII
Whatis ASCII?

ASCllis acharacter set and was an accepted standard forinformation interchange

= ASClluses7 bits, providing 27 unique codes (128) ora maximum of 128 characters it can
represent

= Thisisenoughtorepresent the letters, numbers, and symbols from a standard keyboard

= The sixth bit changes from1to O when comparing uppercase and lowercase
characters

= a0110 0001
= A01000001
= b01100010
= B0O1000010
= This made conversion between the two much easier

= This speeds up the overall usability of the character set
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Your notes

Letter ASCIllCode Binary Letter ASCIll Code Binary
a 097 01100001 A 065 01000001
b 098 01100010 B 066 01000010
c 099 01100011 C 067 01000011
d 100 01100100 D 068 01000100
e 101 01100101 E 069 01000101
f 102 01100110 F 070 01000110
g 103 01100111 G 071 01000111
h 104 01101000 H 072 01001000
i 105 01101001 | 073 01001001
| 106 01101010 J 074 01001010
k 107 01101011 K 075 01001011
L 108 01101100 L 076 01001100
m 109 01101101 M 077 01001101
n 110 01101110 N 078 01001110
o 111 01101111 0] 079 01001111
P 112 01110000 P 080 01010000
q 113 01110001 Q 081 01010001
r 114 01110010 R 082 01010010
s 115 01110011 S 083 01010011
t 116 01110100 T 084 01010100
u 117 01110101 v 085 01010101
v 118 01110110 \Y 086 01010110
w 119 01110111 W 087 01010111
X 120 01111000 X 088 01011000
4 121 01111001 Y 089 01011001
z 122 01111010 z 090 01011010

1, SaveMyExams
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= ASCllonly represents basic characters needed for English, limiting its use for other ,

languages

Extended ASCII

What is extended ASCII?

= Extended ASClluses an 8th bit, providing 256 unique codes (28 = 256) or a maximum of
256 charactersit canrepresent

Your notes

= Extended ASCIl provides essential characters such as mathematical operators and
more recent symbols such as ©

= This allows for non-English characters and for drawing characters to be included

UNICODE
Whatis UNICODE?

= UNICODE s a character set and was created as a solution to the limitations of ASCII

= UNICODE uses a minimum of 16 bits, providing 2' unique codes (65,536) or a minimum
of 65,536 charactersit canrepresent

= UNICODE canrepresent characters from all the major languages around the world

= UNICODE was designed to create a universal standard that covered alllanguages and

all writing systems

= The first 128 charactersin the UNICODE character set are the same as ASCI|

ASCIlvs UNICODE
ASCII UNICODE
Number of bits 7-bits 16-bits
Number of 128 characters 65,536 characters
characters
Uses Usedtorepresent charactersin Used torepresent characters
the Englishlanguage. across the world.
Benefits ltuses alotless storage space It canrepresent more characters
than UNICODE. than ASCII.
It can support allcommon
characters across the world.
It canrepresent special
characters such as emaoji's.
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Drawbacks It canonly represent 128 ltuses alotmore storage space ,
characters. than ASCII.
Your notes
It cannot store special characters
such as emaoji's.
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Contents

3 Bitmapimages
3 Vector graphics
3 Soundrepresentation
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Bitmap images /

Your notes

Bitmap encoding
Whatis abitmap?

= Abitmapimageis made up of squares called pixels
= Apixelisthe smallest element of a bitmapimage

= Eachpixelis stored as a binary code

= Binary codes are unique to the colourin each pixel

= Atypical example of a bitmap image is a photograph

Humidity sensor bitmap image

= The more colours and more detail in the image, the higher the quality of the image and
the more binary that needs to be stored

Image vs screenresolution
= Image resolutionis the total amount of pixels that make up a bitmap image

= Theimage resolutionis calculated by multiplying the height and width of the image (in
pixels)

= |Ingeneral, the higher the resolution the more detail in the image (higher quality)
= Screenresolutionrefers to the total amount of pixels horizontally in a display, such as:

= Computer monitors - 1440p means 1440 pixels horizontally compared to 4K which
is 3840 pixels (roughly 4 thousand)
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= TVs - HD (high definition) televisions have a screenresolution of 1080p, 1080 pixels ,
horizontally compared to newer 4K televisions with 3840 pixels

Your notes
= YouTube - The quality button allows a user to change the video playback resolution
from144p (144 pixels horizontally) up to 4K
= Another consideration of screenresolutionis the physical size of the of the display
= The number of pixels per square inch (PPI) is known as pixel density
= Pixel density can meanimages to need to be scaled up or down to fit, sometimes
causinglossin quality
p
Case Study
= Aconsumerpurchases anew 65" 4k television
= Thescreenresolutionis 3840 x 2160
= To calculate the pixel density of the screen we add together the squares of the
resolution
= (38402+21602)= (14745600 + 4 665 600) =19 411200
= Findthe square root (4/ 19411 200 = 4405.814)
= Divide by the screensize (4405.814 / 65 = 68)
= The television has a pixel density of 68 pixels perinch (PPI)
= Watching 4K content from a normal viewing distance means the image will
appear crisp and sharp
= However, if you sit too close, you may start to see:
= The pixel grid
= Aloss of fine detail
= Modernsmartphones have very high screen resolutions in much smaller screens
= This gives them a much higher PPI, often over 300 PPI
= This means they can be viewed up close without losing quality or seeing
pixelation
\
Colour/bitdepth
= Colourdepthisthe number of bits stored per pixel in a bitmap image
= The colourdepthis dependent onthe number of colours needed in the image
= |ngeneral, the higher the colour depth the more detail in the image (higher quality)
= |nablack & white image the colour depth would be 1, meaning 1bitis enough to create a
unique binary code for each colourin the image (1=white, O=black)
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Your notes

= |nanimage with a colour depth of 2, you would have 00, 01,10 & 11 available binary

codes, so 4 colours
= Ascolourdepthincreases, so does the amount of colours available in animage
= Colourdepthcanalsoreferto the number of colours that can be representedinan

image
= |tiscalculated using the formula:

= Colourdepth = 2" (where n = number of bits)
Colour/bit depth Number of colours Example
1bit 2'=1 B&W
2 bit 22=4 Icons/logos
4 bit 24=16 Early computer graphics
8 bit 28=256 GIFs, retro games
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24 bit (True colour)

22416777216

High-qualityimages

Calculating the size of a bitmap file

How do you calculate the size of a bitmap image?

= Estimating the size of a bitmap image can be carried out with the following formula:

= Resolution x colour/bit depth

Example

Image Files

(Resolution) x (Colour Depth)

Size of bitmap image =
Resolution 250,000 Resolution = width x height
Colourdepth 24 bits 24 bits = 3 bytes
250,000x24 = 6,000,000 bits
(bit to bytes) /8 750,000 bytes
(bytes to KiB) /1024 732 KiB
or or
(bytes to KB) /1000 750KB
250000x 3 = 750,000 bytes
(bytes to KiB) /1024 732KiB
or or
(bytes to KB) /1000 750 KB

= Whenbitmapimages are saved, a file header is created

= This contains:

= File type (.bmp or.jpg)

= Filesize

= Image resolution
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= Colourdepth ,

= Any type of compression if used Your notes

o

Worked Example

The following section of a bitmap image is 10 pixels wide and 5 pixels high. In this
example, each colourisrepresented by aletter, e.g. Ois orange.

The complete image canhave up to 256 colours

a) ldentify the smallest number of bits that can be used to represent each colourin the
complete bitmap image. [1]

b) Calculate an estimate for the file size of the section of the bitmap image shown,
giving your answer in bytes. Use your answer from part a and show your working. [2]

Answer

= 8[1mark]
= 10x5=50(pixels), 50 x 8(bits) =400 // 400 = 8(bits) = 50 [1 mark]
= 50 (bytes) [Tmark]

\

Image quality & file size

What is the relationship between image quality and
file size?

= Astheresolution and/or colour depthincreases, the bigger the size of the file
becomes onsecondary storage

= The higher the resolution, the more pixels are in the image, the more bits are stored
= The higher the colour depth, the more bits per pixel are stored
= Striking abalance between quality and file size is always a consideration

= Compression can be used on high quality images to help reduce the file size
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/ FILE SIZE Your notes

QUALITY
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Vector graphics 4

Your notes

Vector graphics

Whatis a vector graphic?

= Avectorgraphicis created from mathematical equations and points

Only the mathematics used to create the image are stored
= Forexample, to create a circle the data stored would be:

= Centre point (x, y coordinates)

= Radius

= Typicalexamples of vectorimages are logos and clipart

= Vectorimages are infinitely scalable

= |dealforsituations where the same image will be made bigger and smaller and aloss of
quality is unacceptable

= Forexample, the samelogo used onboth apenciland a billboard
= Avectorgraphic contains a drawinglist (included in the file header)
= Atypical drawinglist will contain:

= Commands used to create each objectin theimage

= Attributes that define the properties of each object

= Relative position of each object
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= Dimensions of the image are not defined, meaning scaling up does not resultin aloss of

quality

Bitmap vs vector

Feature Bitmap Images VectorImages
Made from Pixels (tiny coloured squares) Shapes andlines using maths
(vectors)

File size Larger (depends onresolution) Smaller (uses formulas, not pixels)

Scalability Loses quality whenresized Can beresized without losing
(pixelates) quality

Best for Photographs, detailedimages Logos, icons, text graphics

Editable with Paint software (e.g. Photoshop, | Drawing software (e.g. lllustrator,
GIMP) Inkscape)

Common file Jjpg, .png, .bmp, .gif .Svg, .ai, .eps

types

= When choosing to use a bitmap orvector basedimage, the following should be

considered:

= Doestheimage need to beresized?

= Doestheimage need tobe drawn to scale?

= Doestheimage needtolookreal?
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Sound representation 4

Your notes

Sound encoding

How is sound encoded in a computer system?

= Computersrepresent all datain binary, including sound that we record using a
microphone (input) or sound that we playback from a speaker (output)

= Forthistohappen, analogue sound must be sampled and stored

Analogue sound

= Soundwaves begin as analogue and for acomputer system to understand them they
must be convertedinto a digital form

= Measurements of the original sound wave are captured and stored as binary on
secondary storage

= This processis called Analogue to Digital conversion (A2D)

= The process begins by measuring the loudness (amplitude) of the analogue sound wave
atapointintime, thisis called sampling

= The higherthe amplitude, the louder the sound

= Eachmeasurement (sample) generates a value which can be representedin binary and
stored

= Using the samples, acomputeris able to create a digital version of the original analogue
wave

= Thedigital wave is stored on secondary storage and can be played back at any time by
reversing the process

= |nthis example, the grey line represents the digital wave that has been created by
taking samples of the original analogue wave
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= |norderforthe digital wave to look more like the analogue wave (black line) the /
sampling rate, sampling resolution and sample interval can be changed

Sampling rate vs sampling resolution Yournotes
Sampling rate

= The samplingrate is the amount of samples taken per second of the analogue wave

= Samples are taken for the duration of the sound

= The samplingrate is measured in Hertz (Hz)

= THertzis equal to 1sample of the sound wave

| TELEPHONE | | cD | | DVD |

| 16/22kHz | | 44kHz | | 48kHz |

= The samplerate of a typical audio CDis 44.1kHz (44,100 Hertz or 44,100 samples per
second), a sampling resolution of 16 bits and is recorded in stereo sound

= Using the graphic above to compare common sampling rates, the question, “Why does
telephone hold music sound so bad?” can now be answered

Sampling resolution
= Samplingresolutionis the number of bits used to represent each sound sample

= Samplingresolutionis closely related to the bit depth of a bitmap image, they measure
the same thingin different contexts
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4

Your notes
ANALOGUE
8BITS
16 BITS
= |Inthe example above, the higher the sample resolution, the closer to the original sound
wave the digital versionlooks
Impact of sampling settings
What are the impacts of sampling settings?
Factor Effect of playback quality Effect on file size
Samplingrate thigher = more detail, better thigher = more data, larger file
sound quality size
Sampling thigher = biggerrange, better thigher = more data persample,
resolution sound quality larger file size
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3 Compressiontechniques
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Compression 4

Your notes
Whatis compression?
= Compressionis reducing the the size of a file so that it takes up less space on
secondary storage
= There are scenarios where compression may be needed, such as:
= Maximise the amount of data you can store on a digital device such as a mobile
phone or tablet
= Minimise the transfer time of data being uploaded, downloaded or streamed
across anetwork such as the Internet
= Compression canbe achieved using two methods, lossy and lossless
Whatis lossy compression?
= |Lossy compressionis when dataislostin orderto reduce the size on secondary storage
= |Lossy compressionisirreversible
= | ossy can greatly reduce the size of a file but at the expense of losing quality
= Lossyisonly suitable for data where reducing quality is acceptable, for example
images, video and sound
= Inphotographs, lossy compression will try to group similar colours together, reducing
the amount of coloursin the image without compromising the overall quality of the
image
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com

Study copy distributed by EduResource ZA | eduresourcza.com

2


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

4

Your notes
ORIGINAL JPG
824KB
50% LOSSY COMPRESSION
76KB
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Your notes
80% LOSSY COMPRESSION
38KB
= |ntheimagesabove, lossy compressionis applied to a photograph and dramatically
reduces the file size
= Datahasbeenremoved and the overall quality has beenreduced, howeveritis
acceptable asitis difficult to visually see a difference
= |Lossy compressed photographs take up less storage space which means you can store
more and they are quicker to share across a network
Whatis lossless compression?
= |Lossless compressionis when datais encoded in order to reduce the size on secondary
storage
= | ossless compressionisreversible, the file can be returned to its original state
= |ossless canreduce the size of a file but not as dramatically as lossy
= | osslesscanbeusedonall databutis more suitable for data where aloss in quality is
unacceptable, forexample documents
= |nadocument, lossless compressionuses algorithms to analyse the contentslooking
for patterns and repetition
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Your notes

= Intheimage above, lossless compressionis automatically applied to document
formats such as DOCX and PDF with a different rate of success

= Whenyouopenalossless compressed document the decompression process
reverses the algorithms and returns the data back to its original state

= Lossless compressed documents take up less storage space which means you can
store more and they are quicker to share across a network
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Compression techniques

File compression
MPEG-3 (MP3) - Audio compression

= MP3uses audio compressiontoreduce file size

= Atypical music file can be reduced by up to 90% (e.g. 80 MB to 8 MB)

= MP3filesareusedon:
= MP3players
= Computers
= Smartphones
= Music canbe:
= Downloaded or streamed from the internet

= Converted fromaCD to MP3 format

= MP3 qualityisn’t as high as the original CD, butit’s good enough for most people

= MP3uses perceptual music shaping to remove sounds we don’t notice:

= Frequencies outside human hearingrange

= Quieter sounds that are masked by louderones
= This makes the file smaller without a big drop in quality
= MP3isalossyformat:

= Some original datais permanently lost

= Youcan’t get the original file back

MPEG-4 (MP4) - Multimedia file format

= MP4issimilarto MP3, but stores more than just audio
= |tcanstore:
= Music
= Videos
= Photos
= Animations
= Commonly used for streaming videos over the internet

= MP4 uses compression to keep file size small
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Images

Maintains high quality without noticeable loss to the viewer /

Your notes

Bitmap images can be compressed, the file size and quality are reduced

JPEG is the most common file format for bitmap images

The JPEG compression algorithm creates a new file, so the original file can nolonger be
used

Vector graphics can also be compressed but with limited success

Scalable vector graphics (.svg) use an XML text file which means that allows them to be
compressed.

Run-length encoding (RLE)

What is run-length encoding?

Run-length encoding (RLE) is a form of data compression that condenses identical
elements into a single value with a count

Textdata

For text data containing the string "AAAABBBCCDAA", the plain RLE encoding would be
"4A3B2C1D2A"

The string has:

four'A's (4A)
three 'B's (3B)
two 'C's(2C)
one 'D'(ID)

two 'A's (2A)

Torepresent thisin binary, the count is stored in a fixed size binary format (e.g. 7or 8
bits)

The characteris stored usingits ASCll value (7 bits)

The binary RLE representation of 4A would be 0000100 1000001

0000100 - binary for the count (4)

1000001 - binary for 'A' (65)

Images

Run-length encoding (RLE) uses frequency/data pairs to compress bitmap image data

Forexample, the following bitmap image with a bit depth of 1bit would have the
following binary bit pattern
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Bitmap

Bit pattern /

Your notes

o|lRr|Fr|O|JlO|O|O|O0C|O|OO|O|OC|O|O| O

POl |[O|lFRr|P|IFP|IFRP|IPRP|O|O|OC|O|O|O

P|lO|Rr|P|O|lO|O|O|Rr|OO|O|OC|FRL |~ |O

RlIlOlRr|O|lO|O|C|OC|R|O|R|FRL|O|O|K

R|lOlR,r|lO]J]O|O|O|O|»r|O|O|]O|O|O|O
r|lo|lr|lOJlOjlOoO|O|O|rr|O|O|F,|RLr|O|O
RrlOlR,r|lO|J]O|CO|O|O|R|O|R|O|O|R|F
RlOlRr|O]J]O|O|O|O|Rr|O|O|]O|O|O|O
r|lO|r|O|lO|O|O|O|Rr,r|OO|O|OC|rL|»r|O
R|IO|lRr|R|O(O|O|O0O|R|O|R|R|O|OC|F
RrlOo|lRr|O|R|RP|RPr|P|IP|OC|]O|]O|O|OC|O
o|lrRr|rR|O|»r|lO|O|r|O|O|O|]O|O|O|O
o|lo|lo|O|R|R|FLR|R|O|]O|O|]O|O|OC|O

= Using RLE we group pixel colours and can create frequency/data pairs as follows

= 30,11,20,11,20,11,50,11,30,11,10, 11, 60, 11

3x0

1x1 2x0 1x1 2x0 1x1
e N

0

1)

(0

VA /"'—"‘\)/‘\
0

)
1

0

1

0

1

o|lo o]

=
OD(H

Jo |o)
~=
0

0

ololo]o
0

= 3x0=23xwhite,1x1=1xblack

= Data pairs can carry over on to the next line, e.g. end of firstline and start of second line
is 5x O (5 x white)

= The original file would need to use 195 bits of storage space

= The RLE compressed file would need use 38 bits of storage space, a saving of 157 bits

(80%)

= Forimagesusing more than two colours, the RGB value for each colouris stored along

with the count

= Forexample, animage using the following four colours:
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Colour Red Green Blue ,
Your notes

Black 0 0] 0

White 255 255 255

Red 255 0 0

Green 0 255 0

= The datastored couldlooklike:

= 10000525500302550

Ten black pixels ((10) 0 O O) - count + RGB

= Fivered pixels ((5) 2550 O) - count + RGB

= Three green pixels ((3) 0 255 O) - count + RGB
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Network types

Purpose & benefits of networking

Whatis anetwork?

= Anetworkis two ormore interconnected devices (such as computers, printers, and

servers) designed to:
= shareresources
= exchange data

= communicate with each other

= The purpose of anetworkis to enable data and resource sharing, communication, and

collaboration

Advantages and disadvantages of networks

Advantages

Disadvantages

Devices (e.g. printers) can be shared,
reducing costs

Expensive setup - cabling and servers
cancostalot

Software licences for networks are cheaper
than forindividual computers

Difficult to manage - large networks
need skilled administration

Users can share files and data easily

If the server fails, the whole network can
be affected

Accesstoreliable, central data(e.g. froma
file server)

Malware or hacking can affect the entire
network

Files can be backed up centrally each day

Security risks increase if connectedto a
larger WAN

Users can communicate via email or
messaging

A network manager can control accessrights
andinternet usage

LANs & WANSs

Whatis alocal area network (LAN)?
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= Alocalareanetwork (LAN)is a network which has a small geographical area (under 1 mile) ,
= Allof the hardware is owned by the company/organisation/household using it Your notes

= LANswilluse unshielded twisted pair (UTP) cable, fibre optic cable or wireless
connections (Wi-Fi)

WIRELESS DEVICES

WIRELESS
ACCESS
POINT (WAP)

DESKTOP PC

DESKTOP PC

Advantages and disadvantages of LANs

Advantages Disadvantages

Allows centralised management of updates, If hardware fails, the network may not
backups and software installations function properly oreven at all
Cansecureits devices with the use of Networks are more prone to attacks

firewalls, antivirus software and other security | thanstandalone computers
features to prevent unauthorised access

Allows users on the network to share Access to data and peripherals can be
resources such as printers and other slow depending on network traffic
peripherals
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Allows the users of the network to collaborate | Require maintenance to ensure that
and share files and folders software is up to date, upgrades and
backups which canbe costly

Wireless Local Area Network (WLAN)

= Awirelesslocal areanetworkis alocal area network where devices connect to the

network wirelessly instead of using cables

= Extrahardware, wireless access points (WAPs) or hotspots are connected to the

network so that users can connect using Wi-Fi

Advantages and disadvantages of WLANs

Advantages

Disadvantages

Allows users to connect anywhere thatisin the range
of a Wireless Access Point (WAP) without the need
foradditional hardware or wiring.

Limited in their coverage and can
be further affected by walls and
otherstructures

Canbe usedin a variety of environments both
indoors and out making them highly fiexible

Bandwidth speeds canbecome
anissuein high traffic areas

Additional wireless access points can be added
relatively easily resulting in additional users being
able to use the network orincreased network
coverage

Interference from other devices
which can affect performance
and connectivity

Access to peripherals such as printers

Vulnerable to security threats
due to wireless signals being
intercepted

Wide Area Network (WAN)

= Awide area network (WAN)is a network which has alarge geographical area (over 1 mile)

= They are a collection of LANs joined together

= The computers onaWAN are connected viarouters

= The hardware used to connect the networks togetheris not all owned by the

company/organisation/household usingit.

= Forexample, telephone lines owned by telecommunication companies

= WANs will use fibre optic cable, telephone lines and satellite to connect the LANs

together
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Network models /

Your notes

Client-server & peer-to-peer

Whatis a client-server network?

= Aclient-server networkis when powerful and reliable ‘server’ computers control the
network and ‘serve’ the clients with services such as files, email, web access, etc

= Clients connect to the servers to access network services

= |nthis setup, the serverhosts, delivers and manages most of the resources and services
to be consumed by the clients

Benefits Drawbacks

Easier central management Single point of failure - if the server goes down,
services could be unavailable

Scalability: new clients canbe It can be expensive to set up and maintain - often
added easily need dedicated teams of people to maintain them

Higher reliability as resources
are managed centrally

= Aclient-servernetworkis typically used by larger organisations where centralised
controlis needed, and reliability and security are paramount
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Your notes
_
-__-/
FILE
SERVER
CLIENT \
——
___/
WEB
SERVER
CLIENT \
e
__/
EMAIL
SERVER
CLIENT
Client computers connected to different servers
When to use a client-server network
= The choice between client-server and peer-to-peer depends on the specific needs
and resources of the network in question
= Security, cost, ease of setup, and maintenance requirements should be considered
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Peer-to-peer j
= Thisis the simplest type of network Your notes

= Inthis setup, all computers in the network share equal responsibility, and thereis no
central server

= Allmachines have equal status

= Eachmachineis the responsibility of that machine’s userin terms of security, backup,
etc.

= Datais often spread around the network, with each userbeing responsible for their

data
Benefits Drawbacks
Easy to setup and less expensive than client- Lack of central control canlead to
serveras no administrative staff are needed security issues and vulnerabilities
No dependency on a central server Not suitable for large networks as it

canhave performance issues

Data can be shared directly between systems
without the need fora central server

= Apeer-to-peernetworkis typically used in home networks, by small businesses, or for
specific applications like file sharing
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Your notes
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Peer to peer network example setup

o

Worked Example

The Internet uses a client-server model.
Describe therole of clients and servers on the Internet [2]
Answer

= Web pages/files are saved on servers [1 mark]
= Clients sendrequests to the web servers [1 mark]
= Web servers process the requests [1 mark]

= _.andreturntheresults to the client [1 mark]
= theclientdisplays the results to the user [1 mark]

Thin-client & thick-client

Whatis a thin-client?

= Athinclientrelies on apermanent connection to a server to function

4 SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 9
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= Canbe hardware (a device) or software (an app or program)

= Depends onthe processing power of another computer or server

= Cannot function without being connected to a networked computer or server

= The servercanbe part of a LAN (local area network) ora WAN (wide area network)

= Examples of thin-clientsinclude:

= Cloud-based apps like Google Docs or Microsoft 365

= Remote desktop software (e.g. Chrome Remote Desktop, Citrix)

= Supermarket POS systems connected to a central server for prices, stock, and

payments

Thick-client

= Works independently without needing constant connectionto a server

= Canbe ahardware device or software installed on alocal machine

= Usesthe processing power of its own device to run applications

= May connectto anetwork forupdates or data sharing, but can function offline

= Examples of thick-clientsinclude:

Oftenused where performance, speed or offline accessisimportant

Installed software like Adobe Photoshop or Microsoft Word

Standalone games installed and played ona PC or console

= School or office PCs running full applications locally

= Laptops that canrunapplications without aninternet connection

Feature Thin-client Thick-client

Dependenceon | Needsapermanentconnection | Canworkindependently of a
server to aserverto function server

Processing Uses the server’s processing Usesits ownlocal processing
power power power

4

Your notes

Functionality Does not work without a Can function offline
when offline connection
Examples Google Docs, Microsoft 365, Microsoft Word, Adobe
Remote Desktop, supermarket Photoshop, standalone games,
POS systems schoollaptops
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Best for Centralised control, low-cost Performance, flexibility, offline ,
devices, shared environments access
Your notes
Network type Part of a LAN or WAN May connect to a network, but
notreliantonit
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Network topologies ,

Your notes
What s a network topology?

= Anetwork topology is the physical structure of the network
= |t defines how the network hardware will be arranged to create the network
= Topologiestounderstand for the exam are:

= Startopology

= Bustopology

= Meshtopology

= Hybrid topology

Bus
Whatis abus topology?

= Abustopologyis all devices connected by one single ‘bus’ cable, terminated at each
end

= The terminators stop the signal bouncing back and causing errors
= Abustopology works by each device:

= ‘Listening’ to electrical signals

= Checking data packets for their specific address

= Ignoring data packetsit doesnotrecognise

= Abustopology has beenreplaced by much more efficient network topologies such as
the star topology

TERMINATOR

%

SRS

TERMINATOR

® @

Bus topology - advantages vs disadvantages
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Advantages Disadvantages ,
Your notes
Easy and cheap to set up - only one cable | Low security - datais visible to all devices
isneeded
Does notrely on other network hardware | Slow data transfer - prone to data collisions
(e.g. central server or switch)
If the cable breaks, the whole network is
affected (central point of failure)
What s a star topology?
= Astartopology has a central switch which all other devices connect to
= Aswitchis anintelligent device which ensures that traffic only goes to the intended
device
= Astartopologyis commonly seenin most homes, businesses, organisations and
schools
= Traffic (packets) on a star topology is handled differently depending on the device
used as the centralnode
= Ahub will send traffic to all devices on the network, if the address in the packet
matches a device it willbe accepted, otherwiseitisignored
= Aswitch will only send traffic to devices on the network where the address in the
packetisamatch
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 13
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Startopology - advantages vs disadvantages

Advantages

Disadvantages

If one cable fails, the rest of the
network still works

The central switchis a single point of failure

A problem with one device (e.g. a
school computer) won't affect
others

If the switch stops working, all devices lose
connection to the network anditsresources

More reliable than other topologies
like bus orring

Canbe expensive to install due to the switch and
extra cabling (not mentioned but useful add-on)

Mesh

Whatis a mesh topology?

= Ameshtopology allows all computers to be connected to all other computers

= Thisisknown as a full mesh network topology

= | ANs can make use of mesh networks however, they are more commonly seenin|oT
devices such as wearable technology and smart home devices

= Traffic (packets) on a mesh topology can follow two different methods:

= Routing - devices are given routing logic (act like a router) to ensure packets are
sentto the correct device in the shortest route

= Flooding - all packets are sent to all devices using no routing logic, this canlead to

network flooding causing performance issues
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Mesh topology - advantages vs disadvantages ,

Advantages Disadvantages Yournotes

If one cable fails, the network stillworks | Requires lots of hardware, cables, and
- datacanuse an alternate route switches

Provides high fault tolerance - multiple | High costto setup due to the amount of
paths fordata to travel equipment needed

Very reliable - good for critical systems | Hard to scale - adding new devicesis more
complex thanin a startopology

A partial mesh topology is often used as amore
practical and cost-effective alternative

Hybrid
What s a hybrid topology?

= Ahybrid topology is a mix of two of more different network topologies
= Forexample, bus & star, star & mesh etc

= Atypicaluse of a hybrid topology would be when there is a need to join different
networks together

= |magine alarge education trust takes over three schools: School A, School B, and
School C.

= School A uses abus topology to connect classroom computers with a simple
shared cable

= School B uses a star topology to link all devices to a central switchin the ITroom

= School C uses amesh topology to make sure every building (e.g. science block,
library) stays connected, evenif one cable fails

= Whenthe trust wants to connect all three schools into a single network, it uses a hybrid
topology

= This allows:
= Eachschoolto keepits own existing setup (bus, star, ormesh)
= The schools to be linked together efficiently

= Easy expansion, such as adding a new school oradmin office without changing
everything

= The network to be more flexible and reliable, using the strengths of each topology
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Hybrid topology - advantages vs disadvantages j’

Advantages Disadvantages Yournotes
Combines the strengths of multiple Complex to design - needs careful
topologies (e.qg. reliability of mesh, simplicity planning to combine different
of bus) topologies
Flexible - different parts of the network can Expensive - more hardware and
be optimised for different needs maintenance may be needed
Scalable - new segments (e.g. anew site or Troubleshooting can be harder -
building) can be added without changing the different parts use different systems and
whole setup rules
Reliable - failuresin one part don’t necessarily
affect the rest of the network
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Cloud computing ,

Your notes

Cloud computing

Whatis cloud computing?

= Cloud computingis when software, services or files are hosted entirely on remote
servers

= Accessed through the internet
= The two most common cloud computing examples are:
= Cloud storage

= Cloud software

—————
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Cloud storage

= Cloud storage islong-term storage of data that resides in aremote location
= Accessible only via the Internet (WAN)

= Dataisstored onremote serversin data centres

= Storageisusually on HDDs (magnetic) butincreasingly SSDs (solid state)

= Examplesinclude: Google Drive, Dropbox, OneDrive
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Cloud software ,

= Cloud software is hosted and managed remotely Your notes
= Theuseraccesses the software online (on demand)
= The providerhandles:
= Maintenance
= Upgrades
= Security
= Typically paid forvia a monthly fee or yearly subscription

= Examplesinclude: Google Docs, Microsoft 365, Adobe Creative Cloud

o

Worked Example

A company uses cloud computing.
Define cloud computing. [1]
Answer

= Accessing a service/files/software on aremote server [1 mark]

i3enefits and drawbacks of cloud
computing

Cloud storage

Benefits Drawbacks

Accessibility - access files from Needs areliable internet connection - slow
anywhere with aninternet connection orno connection can stop access to files
Easy to share and collaborate with Canbe expensive - especially forlarge
others amounts of data orlong-termuse

Works on any device withinternet Ongoing costs - oftenrequires a monthly or
access annual subscription

Scalability - storage canbeincreased or | May need to pay for extra data transfer
decreased asneeded (upload/download limits)
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Reliability - datais backed up across
multiple servers

Security risks - data sent over the internet
could beintercepted

Security features - encryption, multi-
factorauthentication

Less control - provider manages security, but
you're stillresponsible for protecting user
data

No need to buy expensive storage
hardware

No need to hire specialist IT staff -
supportis handled by the provider

Eco-friendly - centralised data centres
are more efficient than millions of local
servers

Cloud software

Benefits

Drawbacks

Accessible anywhere - use the software
on any device with aninternet connection

Needs internet access - won’t work properly
offline

Noinstallation needed - runs through a
browser orapp

Performance depends oninternet speed -
slow connections can affect usability

Automatic updates - provider handles all
software updates and patches

Ongoing costs - usually requires a monthly or
yearly subscription

Maintenance is handled - no need for
specialist IT staff to manage or fix the
software

Data privacy concerns - your datais stored
onthe provider’s servers

Scalable - easy to upgrade or
downgrade your software plan

Less control - provider decides when
updates or changes are made

Security included - providers manage
security features like firewalls and
encryption

Legal responsibility - you're still responsible
forhow personal datais stored, evenifit’s
hosted

Oftenworks across multiple devices -
laptops, tablets, phones

Some features may be limited compared to
full versionsinstalled onalocal device
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Public & private clouds

What is the difference between a public and a private

cloud?
Type Public Cloud Private Cloud
Ownership | Serversare owned and managed | Servers are owned and managed by
by a third-party provider the company itself
Access Services are shared with other Access isrestricted to that company
organisations or users ororganisation
Examples | Google Drive, Microsoft 365, Company intranet, internal company
Dropbox cloudservers
Cost Cheaper - shared infrastructure More expensive - company pays for
reduces cost hardware, maintenance, and staff
Control Less control over dataand More control - company managesits
security settings own data and security
Security Relies on provider’s security Can apply custom security policies
measures and have full oversight
p

o

Answer

Public

Private

1, SaveMyExams

Worked Example

ITmark each from:

© 2026 Save My Exams, Ltd.

Give two benefits and one drawback of using cloud computing. [3]

= Computing services offered by 3rd party provider over the public Internet [1
mark]

= Publicis open/available to anyone with the appropriate
equipment/software/credentials [1 mark]

= Computing services offered either over the Internet or a private internal network
[Tmark]
= Only available to select users not the general public [1 mark]
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= Privateis adedicated/bespoke system only accessible for/from the organisation ,

[Trmark]
Your notes

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 21

Study copy distributed by EduResource ZA | eduresourcza.com


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

Transmission media /

Your notes
Wired vs wireless
Whatis a wired network?
= Awired networkis a network where physical cables are used to join devices together
and transmit data
= Computers canbe connected to networks using many different types of wires to
transmit data
= The mostcommon types of cablesin a wired network are:
= Ethernet
= Fibre optic
= Copper
Advantages & disadvantages of wired networks
Advantages Disadvantages
Speed - Fast data transfer Portability - Can't move easily, locationis limited
by physical cable
Security - Better physical security Cost - Need more cables to add anew device
Range - High (up to 100m), less Safety - Cables can be trip hazards, need
susceptible tointerference routing along walls, under floors
What s awireless network?
= Awireless networkis a network where connections are made using radio waves to
transmit data through the air
= The most common types of wireless connections are:
= Wi-Fi
= Bluetooth
Whatis Wi-Fi?
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Your notes

= Wireless fidelity (Wi-Fi)is acommon standard for wireless networks

= Wi-Fiiscommonin most homes and offices to connect devices such aslaptops, tablets

& smart phones

= Using Wi-Fi, devices communicate with a wireless access point (WAP), whichcanbe a

standalone device orbu

What is Bluetooth?

iltinto a router or switch

£3 Bluetooth

= Bluetoothis another common standard for wireless networks

= Bluetoothis commonin most homes and offices to connect devices such as
headphones, controllers, keyboards & mice

= Bluetoothisusedtypically fora direct connection between two devices

Advantages and

disadvantages of wireless networks

Advantages

Disadvantages

Portability - Easy to move a
locationis only limited by ra

round, Speed - Slower data transfer than wired
nge
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Cost - Less expensive to setup and add Security - Less secure than wired ,
new devices Your notes
Compatibility - Most devices are Range - Relies on signal strength to the WAP,
manufactured with a builtin wireless signals can be obstructed (up to 90m)
adapter
Types of media
What is transmission media?
= Transmission mediais the type of cable used in wired connections
= Wired connections offer a higher bandwidth than wireless connections
= The main options for transmission media are:
= Twisted pair
= Coaxial
= Fibre-optic
Twisted pair
= Carries electrical signals between devices on alocal area network (LAN)
= Commonin offices and homes to connect devices such a desktop computers &
servers
= Allow duplex communication
= Slower transfer rate compared to coaxial and fibre-optic
= Cansuffer from externalinterference (electromagnetic radiation)
= Lowcost
Coaxial
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= Used in telecommunication to transmit voice signals, forming the traditional landline ,

phone network
Your notes
= Adaptedto deliver network traffic on a wide area network (WAN) making the internet

possible
= Degrades over time which limits their range compared to fibre optic
= Suffers frominterference which can disrupt data quality

= Transmits data at a much slower rate, and has a much lower bandwidth compared to
fibre optic

Fibre optic
= Useslight to transmit data on a wide area network (WAN)
= Transmits data at high speed and has a higher bandwidth compared to copper cables

= Does not suffer from interference which makes them the most secure option to send
sensitive data

= Cancoveralongdistance without any degradation, they can span cities and countries
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Your notes

Quick comparison
Feature Twisted pair Coaxial cable Fibre optic
Used for LAN connectionsin Voice signals High-speed WANSs,
homes/offices (telecoms), early internetinfrastructure
WAN/internet
Data transfer Electrical signals Electrical signals Light signals
method
Speed Slower than coaxial Slower than fibre Fastest
and fibre
Bandwidth Low to medium Lower than fibre Highest
Signal Moderate Degradesovertime | Minimal degradation -
degradation works overlong
distances
Interference Proneto Also suffers from Nointerference -
electromagnetic interference more secure
interference
Communication | Allows duplex Supports duplex Full duplex
communication (but lower quality)
Cost Cheap Medium cost Expensive
Typical use Desktop PCs, Traditional phone Moderninternet
printers, serversin lines, early internet backbones, long-
LANs connections distance data
transmission
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com

Study copy distributed by EduResource ZA | eduresourcza.com

26


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

Network hardware ,

Your notes
Hub
= Ahubisanetworking device whichis used to connect multiple devices in a network
= Hubsare "dumb" devices that pass on anything received on one connection to all other
connections
= Because alldatais sent to all devices, it canlead to network inefficiencies and security
issues
= Hubs allow multiple other devices to be connected to them
I @ l | HuB | ) |
= Hubs are generally much cheaper than switches, but:
= Whenahubreceives a data packet, it will broadcast it to every device on the
network
= This creates two potentialissues:
= Astheinformationis being broadcast to every device, it willmake unnecessary
traffic, especially if there are alarge number of devices
= Aseverydevice willreceive the data packet, security may be a concern
Switch
= Anetwork switchis a networking device that connects devices on a computer network
and uses packet switching to receive, process and forward data to the destination
device
= Unlike a hub, a switch only sends data to the device it was intended for, which improves
network efficiency
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— Your notes

g

= Thisis done by each switch having alookup table

Port Mac address

1 DF-42-B2-11-4D-E3

2 11-14-F2-1D-C3-Cé

3 00-4B-17-7C-A2-C9

= \Whenaswitchreceives a data packet, it examines the destination MAC address and
looks up that address inits lookup table

= Onceithasfoundthe matching MAC address, it will then forward the data packet to the
corresponding port

Server

= Aserveris apowerful computerthat provides services orresources to other devices on
anetwork (called clients)

= Canmanage and store files, host websites, control access to printers, orrun
applications

= Oftenkeptindedicated rooms or data centres due to theirimportance and high uptime
requirements
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= Designed to handle multiple requests at once and stay on 24/7 ,

= Servers usually run specialist operating systems (e.g. Windows Server, Linux) Your notes

= Canbe partof aLAN (local server) oraccessed remotely over a WAN (cloud server)

Examplesinclude: file server, print server, web server, mail server

Network Interface Card (NIC)

= Historically a card inserted into a slot on the motherboard but now more likely to be
builtinto the motherboard, that enables a device to connect to a network

= NICs have abuilt-in ethernet port and can be connected to a network via an ethernet

cable

= |tprovides a dedicated, full-time connection to a network, converting the computer's
datainto a network-friendly format

= Every NIC has a unique identifier called a MAC address, used to identify the device on

the network

= The primary function of aNIC is to send and receive data packets between the
computer or device and the network

@ [0S AHKHE

\

1
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i

Wireless Network Interface Card (WNIC)

= Allows adevice to connect to a wireless network (Wi-Fi)

= Oftenbuiltinto the motherboard of modern laptops, tablets, and smartphones

= Usesradio waves to send andreceive data to/from a wireless router or access point

= Provides a dedicated connection to the network, without needing physical cables

1, SaveMyExams
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= Supports standard wireless protocols like Wi-Fi4, 5, or 6 depending on the model ,
= Hasaunigue MAC address used to identify the device on the network Your notes

= Converts the device’s datainto a wireless signal suitable for network transmission

Wireless Access Point (WAP)

= Allows wireless devices to connect to a wired network

= Actslike abridge between the wired and wireless parts of a network

= Commonly foundin homes, schools, and offices as part of a Wi-Fisetup

= Oftenbuiltinto wireless routers, but can also be a separate device inlarger networks

= Usesradio signals to send and receive data from wireless devices (e.g. laptops, phones)
= Extendstherange of the wireless network, especially inlarge buildings

= Supports communication using standard Wi-Fi protocols (e.g. 802.T1ac, 802.11ax)

Bridge
= Connects two separate network segments together
= Oftenusedtojointwo LANs so they act as one larger network
= Operates at the datalink layer (Layer 2) of the OSI model
= Canfilter traffic by checking MAC addresses to decide if data should cross the bridge
= Helpsreduce network traffic by only forwarding necessary data

= Commonly usedinolder ormore complex network setups

Repeater
= Usedtoboostorregenerate signalsin a network
= Helps extend the range of a wired or wireless signal

= Receives aweak signal and retransmits it at full strength
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= Usedwhendataneeds to travellong distances without losing quality ,
= Oftenusedin Wi-Firange extenders to improve coverage in large buildings Your notes

= Operates at the physical layer (Layer 1) of the OSImodel

Router

Whatis therole of arouter?

= Arouteris anetwork hardware device that routes data from alocal area network (LAN) to
another network connection - it joins two networks together

= Routers analyse data packets and determine the best path for the packet toreachits
destination

= The header containsinformation about the packet
= The payloadis the actual data being sent

= ThelP address of both the senderandintended recipientis storedin the header of
the data packet

= Therouter can often feature additional functionalities such as wireless networking,
built-in firewalls for enhanced security, and network switch capabilities

= Arouterbeingusedto connectaLAN to a WAN will have a public IP address, which has
beenassignedtoit by anInternet Service Provider

= |tisthispublic IP address that otherrouters use to identify and direct packets to the
network

NETWORK B m NETWORK C

_________

NETWORK D

-~

HOW PACKETS - _
TRAVEL FROM | 77777
HERE TO THERE.

Multiple networks connected by routers, represented by the blue circular objects

= |fthe data packetis cominginto the LAN, the router will send the data packet to the
specific device withinits LAN that the packet is meant for
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= |fthe packetis being sent from a device within the LAN, it will read the header of the ,
packet to determine the intended destination IP address

Your notes
= |tmight have to travel through several routers before it gets to its destination
= Eachpassfromroutertorouteris called ahop
= |twillthen forward the packet toits destination
= Thenetwork access device or ‘home hub’ usedin your home network will have a router
builtinto it
Step Description
1 Arouterreceivesincoming data packets from one network and analyses the
packet headerto determine the destination IP address
2 Itthenlooks up the IP addressin arouting table (routing table of known networks)
to determine the next network where the packet should be sent
3 The router then forwards the packet to the appropriate network or device
= Everyrouterrepeats this process the data packet passes through untilitreachesits
destination
= |nadditiontorouting data between networks, routers can also perform other functions
suchas:
= Assigning IP addresses to devices within the LAN
= Filtering incoming traffic based on certain criteria, such as IP address, port
number, or protocol type
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Ethernet

Ethernet
What is Ethernet?

s

Your notes

= Ethernetis aprotocol that controls

= Wiring
= Datatransmission

= Dataencapsulation

= Awired networking standard usedin a Local Area Networks (LANs)

= Dataistransmittedinfra

mes

Uses CSMA/CD to help detect and avoid data collisions

Ethernet frames

= Datais transmitted across the network in structured units called frames

= Eachframe typically includes:

= Preamble - Aseque
devices

nce of bits used to synchronise communication between

= Destination MAC Address - The unique ID of the device the datais being sent to

= Source MAC Address - The unique ID of the device sending the data

= EtherType /Length

- Indicates the type of data or the size of the payload

= Payload - The actual databeing sent (e.g. aweb page, file, ormessage)
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= FCS (Frame Check Sequence) - Used for error detection to check if data arrived ,
correctly

CSMA/CD Your notes
Whatis CSMA/CD?

CSMA/CDis a protocol used to detect and prevent collisions in a bus topology
Stands for Carrier Sense Multiple Access with Collision Detection

Devices check if the channelis free before sending data

If the channel is busy, the device waits

If the channelis free, the device transmits the data

Since all devices share the same cable, two can send data at the same time, causing a
collision

When a collision happens:

= Devicesdetectit

= Ajamming signal is sent to alert otherdevices
= Bothdevices stop transmitting

= Eachdevice waits forarandom amount of time, then tries again

o

Worked Example

Ethernetuses Carrier Sense Multiple Access/Collision Detection (CSMA/CD).
Describe CSMA/CD. [4]

Answer

Tmark per point to max 4

= Aworkstation/node (wishing to transmit) listens to the communication channel 1
mark]

= the datais only sentwhen the channelis free [1mark]
= Asthereis more than one computer connected to the same transmission medium
[Tmark]

= two workstations can start to transmit at the same time, causing a collision [1
mark]
= |facollisionhappens, the workstations send a jamming signal to abort
transmission [1 mark]

= andeachwaits arandom amount of time before attempting to resend 1
mark]

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com

Study copy distributed by EduResource ZA | eduresourcza.com

34


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

Bit streaming

Bit streaming

What s bit streaming?

= Bit streamingis the continuous flow of data (bits) sent over the internet or a network

= Commonly used forreal-time services like video, audio, or live broadcasts

= Dataissentinsmall chunks so it can be played back immediately

= Reducesthe needto download the entire file before use

= Bit streaming can be categorised into two types:

= Real-time

= On-demand

Real-time vs on-demand

gaming, video calls

Feature Real-time streaming On-demand streaming

Whatisit? Watching something live as it Watching something whenever you
happens choose

Examples Live sports, live news, online Netflix, YouTube, Amazon Prime

Timing Streamed and watched atthe | Youchoose whento watch

same time
Delays Needslow delay to feellive Can handle small delays thanks to
(latency) buffering
Internet Needs a strong and steady Can adjust quality based on your
needed connection connection (adaptive bitrate)
Playback Usually no pause or rewind You can pause, rewind, or skip as
controls during live events needed

Factors affecting bit streaming

What factors can affect bit streaming?

= There are two main factors to consider when using bit streaming, they are:
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= Bitrate

= Broadband speeds
Bitrate

4

Your notes

= Bitrateis the amount of data able to be transmitted in a specified unit of time (usually

seconds)

= Streaming platforms will adjust bit rates based on network performance

Feature

Higher bit rate

Lower bitrate

Quality

Allows for higher quality
content (HD / 4K)

Lower quality - more pixelation or
blurriness

Visual & audio

Sharper and clearer

May look blurry, especially during fast

clarity images and sound movement
Bandwidth Uses more network Uses less bandwidth
usage bandwidth
Buffering May require alarger Smaller buffer can be enough, but more
buffer to maintain quality | frequent buffering likely on poor
connections
Broadband speeds

= Broadband speeds affects how well data can be streamed

= Fasterspeeds = better quality and smoother playback

Aspect High-speed broadband Slow/restricted broadband
Network Handles higher bit rates Can’t support high bit rates
capacity

Allows multiple devices to Limited bandwidth affects overall

stream smoothly network performance

Supports HD/4K quality May force streams to use lower

resolution

User Smoother streaming with Frequent buffering and interruptions
experience minimal buffering

Clear visuals and audio Pixelation and lower sound quality
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Ideal forreal-time content (e.g. | Struggles withlive orinteractive ,

aming, video calls) services
9 9 Your notes
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The Internet /

Your notes

Internet vs WWW

Whatis the Internet?

The Internetis a global network of networks (Interconnected Network)
The Internetis the most well-known Wide Area Network (WAN)

The Internetis the infrastructure used to provide connectivity to the World Wide Web
(WWW)

Uses protocols like TCP/IP to transfer data between devices and networks

What is the World Wide Web (WWW)?

The world wide web, or simply the web, is a collection of websites and web pages that
are accessed using the Internet

It was created in 1989 by Tim Berners-Lee, who envisioned it as a way to share and
accessinformation on a global scale

The web consists of interconnected documents and multimedia files that are stored on
web servers around the world

Web pages are accessed using a web browser, which communicates with web
servers to retrieve and display the content

Uses protocols like HTTP and HTTPS to request and deliver web content

Internet hardware

Modem

Modem stands for modulator-demodulator

Converts digital signals from a computerinto analogue signals to send over telephone
orcablelines

Also converts analogue signals back into digital so the computer can understand them
Allows devices to connect to the internet through technologies like:

= DSL

= Cable

= Dial-up

Used to send and receive data overlong distances via traditional communicationlines

Public Switched Telephone Network (PSTN)
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= Developedsoon after the invention of the telephone in the late 1800s ,

= Originally built to handle voice communication over copper wires

= Asthe demand for otherforms of communication grew, the PSTN was adapted to

enable internet access

= Usedtoconnect computers/devices and LANs between towns and cities

= Traditional copper telephone lines are being slowly replaced with fibre optic cables

= Fibre gives access to higher bandwidth and faster data transfer speeds

Dedicatedlines

= Dedicatedlines(e.g. T1, T3, and fibre-optic) provide exclusive, high-speed
connections between two points

= Unlike the PSTN, these connections are always active and not shared with otherusers

= Fasterand morereliable

= |deal forbusinesses and organisations needing consistent, high-bandwidth

internet

= Betterforactivities like video conferencing, cloud computing, and large file

transfers
Connection type Speed
TlLine Up to1.54 Mbps
T3 Line Up to 45 Mbps
Fibre-Optic Speedsin the gigabits
Cellular networks

= Provide wireless communication for mobile phones and other portable devices

= The networkis made up of cells, each served by a cell tower (base station)

= Devicesconnect to the nearest tower to send and receive signals

= Asausermoves, their device automatically switches to the next closest tower

(handover)

= Usedforvoice calls, text messaging, and mobile data (internet access)

= Support different generations of mobile technology:

= 2G - Basic calls and texts

= 3G - Mobileinternetandvideo calling
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= 4G - Fastinternet browsing and streaming ,

= 5G - Veryhigh-speedinternet, low latency (great for gaming and real-time apps) Your notes
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IP addressing 4

Your notes
IP addressing
Whatis anIP address?
= AnIP (Internet Protocol) address is a unique identifier given to devices which
communicate over the Internet (WAN)
= |P addresses are dynamic, they can change
= |Paddresses make it possible to deliver data to the right device
= Adevice connecting to anetwork will be given an IP address, if it moves to a different
network then the IP address will change
IPv4
= Internet Protocolversion 4isrepresented as 4 blocks of denary numbers between O
and 255, separated by full stops
= Eachblockis one byte (8 bits), each addressis 4 bytes (32 bits)
12.123.225.32
L J L v J L v J L J
8 BITS 8 BITS 8 BITS 3 BITS
(MBYTE) (1BYTE) (MBYTE) (IBYTE)
32BITS=4BYTES
= |Pv4 provides over 4 billion unique addresses (232), however, with over 7 billion people
and countless devices per person, a solution was needed
IPvé
= Internet Protocolversion 6 isrepresented as 8 blocks of 4 hexadecimal digits,
separated by colons
= Eachblockis2bytes (16 bits), each addressis 16 bytes (128 bits)
2001:0DB8:3333:4444:5555:6666://77:83888
16 BITS:16 BITS:16 BITS:16 BIT S:16 BITS:16 BITS:16 BITS:16 BITS
128 BITS
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= |Pvé could provide over one billion unique addresses for every person on the planet ,
(2128)

Your notes
Subnetting
= Subnettingis the process of dividing alarger network into smaller, more manageable
parts, called subnets (short for sub-networks)
= Eachsubnet works like a mini-network within the main network, allowing devices to
communicate more efficiently
= Benefits of subnettinginclude:
= Reduces network traffic - less datais broadcast across the whole network
= Improves speed and performance - data stays withinits local subnet
= Increases security - limits access so not all devices canreach all parts of the
network
= Easier to manage and maintain - changes can be made to one subnet without
affecting the rest
= Improves organisation - helps group devices by department or function
= |t'scommonly usedinlarger networks, like schools or businesses, to reduce traffic,
keep datalocal, and make management easier
Public vs private IP addresses
= PublicIP addresses are assigned to devices that need a constant connection to the
internet
= Examples:
= Web servers
= Email servers
= Globally unique - no two devices can have the same public IP
= Allows devices to be directly accessed from anywhere on the internet
= Private IP addresses are assigned to devices on a Local Area Network (LAN) by a router
= Notroutable on the internet - improves network security
= Usedforitemsinahome oroffice, such as:
= Laptops
= Phones
= Printers
= Allowsinternal communication without exposing devices to the public internet
Static vs dynamic IP addresses
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Static IP addresses are fixed IP addresses that do not change
Assigned to devices that need a consistent address
Commonly used for:

= Websites

= Remote access services

= Email or file servers

No management required once set

Allows reliable access from anywhere on the network orinternet

Dynamic IP addresses are temporarily assigned when a device connects to the network

Comes from a pool of available IP addresses

Managed automatically by a DHCP server (Dynamic Host Configuration Protocol)

Ideal for devices where a fixed address isn't needed

= e.g.laptops, smartphones, or guest devices

o

Worked Example

Computers ontheInternet have IP addresses.
Describe the format of an IP address. [3]
Answer

IPv4

= Fourgroups of denary or hexadecimal digits [1 mark]
= Numbersbetween O and 255/0 and FF [1 mark]
= Eachisstoredinlbyte /8 bits [ mark]
= The whole numberis storedin 32 bits / 4 bytes [1 mark]
= Separated by full stops [1 mark]
= Correct example [1 mark]
OR

IPvé

= Eight groups of (Hexadecimal) digits [1 mark]

= Numbersbetween O and FFFF [1 mark]

= Eachisstoredin2 bytes/16 bits [1 mark]

= Thewhole numberis storedin128 bits /16 bytes [1 mark]
= Separated by colons [T mark]

= The firstinstance of multiple groups of zero can be replaced by a double colon [1

mark]
= Correct example [1 mark]

4
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Locating resources on the World Wide Web /

URL

WhatisaURL?

= A Uniform Resource Locator (URL) is a unique identifier for a web page, known as the
website address

Your notes

= |tistext-basedto makeit easiertoremember

= Auserenters aURLinto aweb browserto view aweb page

= Anexample of aURLis:

= https://www.savemyexams.com/a-level/computer-science/

= AURL cantypically be splitinto three parts:

= Protocol

= Domain name

= Web page/file name

= Using the example about the URL would be split as follows:

Protocol

https

Communication method to transfer data
between client and server

Domain name

www.savemyexams.com

Name of the server where theresourceis
located

Web page/file
name

/a-level/computer-
science/

Location of the file orresources on the
server

DNS

What is the Domain Name System (DNS)?

= The DNSislike the Internet’s phone book

= |t translates domain names (like www.google.com)into IP addresses (like 142.250.180.68)

= Computersuse IP addresses to find and connect to servers

= Whenyoutype a URLinto your browser:

= DNS finds the matching IP address

= Your device connects to that server toload the website
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= Without DNS, users would have to remember the IP address of every website they visit
= Whenadomainisregistered orits serverIP address changes, the DNS must be updated

= Thisupdateis called DNS propagation, and it may take some time to spread across

the internet

What happens when you type a URL into aweb browser?

1. Theuserenters a URL into the address bar of the web browser

2.The browser checksits cache to seeiif it already knows the IP address for the website

3.lf not found, it sends the domain name to a DNS server, which stores anindex of domain

names and their matching IP addresses

4.1f the DNS server finds the IP address, it sends it back to the web browser
5.1fitdoes not find the IP address, it passes the request on to a higher-level DNS server

6. This may involve contacting:

= Aroot server, which points to the correct Top-Level Domain (TLD) server (e.g.

.com, .org),

= The TLD server, which points to the authoritative DNS server for the domain

7.The authoritative DNS server responds with the correct IP address

8. The web browser then sends arequest to the web server at that IP address

9. The web server processes the request and sends back the website’s data (such as
HTML, images, CSS, and JavaScript)

10. Finally, the web browser renders the content and displays the website to the user

ﬁ*\

YOUR
COMPUTER

—[E

DNS
RESOLVER

ROOT
SERVER

TLD
SERVER

AUTHORITATIVE
DNS SERVER

DNS
RECORDS

WEB
SERVER

o
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Worked Example ,

Complete the following paragraph that describes the sequence of eventswhen a Your notes
userrequests a page from a website.

1. The userenters the Uniform Resource Locator (URL) into the address bar of the

2.The domain name is taken from the URL and sent to a Domain Name Service
(DNS). ThiS StOreS ..vvviiiiiiiiviiiee e of domain names and their
matching IP addresses.

3.Ifit finds the domain name, it sends the IP address to the

Answer

1. Web browser [1mark]
2.Anindex/alist/a table [1mark]
3. Web browser [1mark]

4. Ahigher-level DNS [1mark]
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System components
Your notes
Whatis aninput device?
= |nput devices are hardware components that allow users to interact with a computer
system
= They enable the user to input data or commands into the system, which the computer
then processes to produce output
Types of input devices
Name of Description
device
Keyboard The most commoninput device. It allows users to input text and
commands by pressing keys
Mouse Allows users to navigate the computer screen, click onitems, and
perform other functions
Touchscreen Found on smartphones, tablets, and some computers, touchscreens
allow users tointeract with the device by touching the screen
Microphone Captures audio input, which can be used for voice commands,
recording audio, orvideo conferencing
Webcam Captures video input, often used forvideo conferencing orrecording
videos
Scanner Digitises physical documents orimages, converting theminto a format
that the computer can process
Game Used primarily for video games, these devices allow users to control
Controller game characters and interact with the gaming environment
Graphics Allows artists and designers to draw or sketch directly onto a computer.
Tablet It's particularly useful for graphic design, 3D modelling, and other visual
creative tasks
Biometric These devices, such as fingerprint scanners or facial recognition
Devices systems, are used for security purposes to verify a user's identity
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Barcode Scans barcodes, typically used in retail and inventory management ,
Reader

Your notes
Joystick Oftenused for computer games, especially flight simulators. It allows

the user to control movement more fluidly than with a keyboard or
mouse

What is an output device?

= Qutput devices are hardware components that receive information from a computer
system and present it to the userin a comprehensible form

= They enable the computerto communicate the results of processed data or

commands

Types of output devices

Name of device Description

Monitor Thisis the most common output device. It displays visual output
from the computer, including text, images, and videos

Printer Produces a hard copy of digital documents orimages. There are
various types of printers, including inkjet, laser, and 3D printers

Speakers Output audio from the computer, such as music, sound effects,
orvoice

Headphones Similar to speakers, headphones output audio directly to the
user, providing a more personal and potentially immersive
experience

Projector Projects the computer's display onto a large screen or wall, useful
for presentations or movie viewing

Braille Display This specialised device outputs information in Braille, allowing
visually impaired users to read text from the computer

Plotter Used for printing large, high-quality diagrams and designs, often
used in engineering or architecture

Virtual Reality (VR) Provides animmersive visual and audio output, primarily used for

Headset gaming and virtual simulations

Computer- In manufacturing orrobotics, computers often output commands

Controlled Machinery | directly to machinery to control their operation

© 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 3
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Choosing the right device /
Whenrecommending a device for a specific situation, consider the following factors: Your notes
= UserNeeds

= What tasks will the user be performing? A graphic designer might need a graphics
tablet, while a data entry clerk might need a keyboard with a number pad

= User Skills

= |stheusercomfortable with the device? A touch screen might be more intuitive for
some users, while others might prefera mouse and keyboard

= Environment

= Where will the device be used? A wireless mouse might be suitable fora clutter-free
office, while a wired mouse might be better fora public computerlab to prevent
theft

= Cost

= Higher-end devices often have more features but are also more expensive.
Consider the budget and whether the extra features are worth the cost

Primary memory

What is primary memory?
= Primary memory is memory directly accessible by the CPU
= Hasmuch fasteraccess times than secondary storage
= This speeds up operations like the Fetch-Execute Cycle
= Storesdataandinstructions the CPU needs while the computeris on and running
= Acts as short-term, working memory
= Foundincomponents like:
= RAM (Random Access Memory) - directly connected to the CPU
= Cache and Registers - builtinto the CPU for even fasteraccess
= Becauseit’sfast,it’s also more expensive, so we use less of it
= Example:RAM=16-32 GB
= Secondary storage (like HDDs) =1-2 TB or more

= View more detailedinformation on the different types of memory

Secondary storage

What is secondary storage?
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= Secondary storage provides permanent data storage ,
= Hardware components that retain digital data within a computer system Your notes

= They provide a means of storing, accessing, and retrieving data, which caninclude
software applications, documents, images, videos, and more

= There are 3 types of storage:

= Magnetic
= Optical
= Solid state
Type of Description Benefits Drawbacks
storage
Magnetic Store data by High storage capacity; Slowerread/write
(e.g.,Hard magnetising relatively low cost per speeds compared to
Disk Drives, particlesona gigabyte; suitable for othertypes;
Magnetic disk ortape long-term storage and susceptible to physical
Tape Drives) backup damage; moving parts
canwear out overtime
Optical(e.g., | Storedatausing | Durable andrelatively Lower storage
CDs, DVDs, alasertoburn immune to environmental | capacity comparedto
Blu-ray Discs) | pitsintothe conditions; easy to othertypes; slower
surface of the transport; suitable for read/write speeds; can
disc distributing software, be easily scratched or
music, or movies damaged
Solid state Store datainflash | Fastread/write speeds; Higher cost per
(e.g., Solid- memory cells no moving parts, so less gigabyte; flash
State Drives, likely to fail due to physical | memory cells canwear
USB Flash shock; silent operation out afteracertain
Drives) number of write cycles

Here are some of the devices commonly used for storage:

Name of Type of Typical Affordability | Portability | Durability
device device storage
capacity
Hard Disk Magnetic | 500GB - Low costper | Low Moderate
Drive (HDD) 2TB GB (especially (susceptible
(consumer- forinternal todamage
grade) HDDs) from shocks
orfallsdue to
moving parts)
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Solid-State Flash 120GB - 4TB | High costper | High High(no
Drive (SSD) (consumer- | GB (especially moving parts,
grade) forexternal less
SSDs) susceptible to
physical
shock)
USB Flash Flash 8GB - Moderate Very High Moderate
Drive 256GB costperGB (smalland (can
(common lightweight) | withstand
sizes) casual
handling, but
canbelostor
damaged if
not cared for)
CD/DVD/BIlu- | Optical CD:700MB, | Lowcostper | High(thin Low (canbe
ray Disc DVD:4.7GB | disc and scratched or
- 9GB, Blu- lightweight) | damaged
ray: 25GB - easily)
50GB

Choosing the right storage device

Whenrecommending a storage device for a specific situation, consider the following

factors:

= Storage needs

= How much data does the userneed to store? Auserwith large amounts of data
might need a high-capacity HDD, while a user who only needs to store afew
documents might be fine with a USB flash drive

= Performance needs

= Doestheuserneedfastaccesstotheirdata? An SSD might be best for tasks that
require high-speed data access, like video editing or gaming

= Portability

= Doestheuserneedto transport the data? USB flash drives and external HDDs or
SSDs are portable and can be used to transfer data between different computers

= Cost

= Higher-capacity and faster storage devices are generally more expensive

= Considertheuser'sbudget and whether their storage and performance needs

justify the extra cost
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Embedded systems 4

Your notes

Embedded systems

Whatis an embedded system?

= Anembedded systemis a computer system which is used to perform a dedicated
function, inside alarger mechanical unit

= Examples of embedded systemsinclude
= Heating thermostats
= Hospital equipment
= Washing machines
= Dishwashers
= Coffee machines
= Satellite navigation systems
= Factory equipment
= Security systems

= Trafficlights

17°¢
=0
oOoOod

Benefits and drawbacks of embedded systems

Benefits Drawbacks
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Small and compact - easy to fitinto
dedicated devices

Limited functionality - only performs
specific tasks

Low power consumption - efficient and
cost-effective

Hard to upgrade or repair - often built into

the device

Fast andreliable - designed for quick,
repetitive tasks

Limited memory and processing power

Cheaper to produce - uses minimal
hardware

Not flexible - can’t easily be reprogrammed

for othertasks

Works inreal-time - ideal for time-
sensitive operations (e.g. alarms)

May be less secure - limited protection if
connected to other systems

o

Worked Example

Answer

mark]

1, SaveMyExams

© 2026 Save My Exams, Ltd.

Acarhas several features. One feature is alane detection system. This system
monitors the lines on either side of the lane. If the car gets too close to oneline, the
system automatically moves the caraway from the line.

Explain why the lane detection systemis an example of an embedded system. [2]

= Thelane detection systemis builtinto /integrated into the car [1 mark]
= Thelane detection system only performs one task [1mark]
= Thelane detection systemis not easily changed/updated by the carowner[1

Study copy distributed by EduResource ZA | eduresourcza.com
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Hardware devices

Input devices

and convertsitinto an
input command

Device Principal operations Additional information
Microphone = Converts sound waves = Allows userstorecordvoice orsend
into electrical signals audiointo acomputer
= Dynamic microphones - good for
loud environments (e.g. concerts)
= Condenser microphones - more
sensitive and accurate, used in studios
Touchscreen | = Detectsauser'stouch = Capacitive - responds to electrical

charge from your finger (usedin
smartphones, tablets)

= Resistive - responds to pressure
(usedin ATMs, tills)

= Firstusedin ATMs andinformation
kiosks, now usedin smartphones,
tablets, laptops, smart displays

= Popularfordirect, easyinteraction
and improved accessibility

Output devices

Device Principal operations Additional information
Laser = |aserbeamdrawsthe = Toner sticks to the drum - toner
printer image of thepageontoa powderis attracted to charged
photosensitive drum, areas matching text/image shape
changingits electric charge
= Fusing - paper passes through hot
= Toneristransferred from rollers, melting toner onto paper so
drumto paper itdoesn't smudge
3D printer = Builds objectslayerby layer = Handles complex shapes traditional
from the bottomup methods can’t make easily
= Usesvarious materials such = FDM - melts plastic and buildsin
as thermoplastics, resins, layers, SLA - useslightto harden
and metals liquid resin
1, SaveMyExams © 2026 Save My Exams, Ltd.
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= Allows high customisation = Usedinhealthcare (prosthetics), ,

and rapid prototyping automotive/aerospace (custom
parts) Your notes

= Canbeslow forlarge/detailed
objects, some methods need costly
specialist materials

Speakers = Convertelectrical signals = Range from basic laptop speakers
into sound waves to high-end multi-driverhome
theatre systems

= Foundinphones, laptops, studios,
smart devices, home theatres

= |mproved with digital sound
processing and miniaturised
components

= Support voice commands, calls,
and multimedia playback

Virtual = Creates afullyimmersive = Useshead tracking, motion sensors,
reality 360° digital environment and stereoscopic displays for 3D
headset vision
= |etsuserslookaroundand
interact with the virtual = Uses - gaming, education/training,
world architecture/design,

medical/therapy

= Challenges - expensive hardware,
possible eye strain or motion
sickness, time-intensive content

creation
Storage devices
Device Principal operations Additional information
1’ SaveMyExams © 2026 Save My Exams, Ltd. ~ Get more and ace your exams at savemyexams.com 10
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Magnetic hard ]
disk

Multiple metal platters coated
with magnetic material store
data as magnetisediron
particles (Osands)

Platters spin at high speed
(typically 5400-7200 RPM)

Dataread/writtenusing
electromagnets

= Platters dividedinto
concentric tracks and
wedge-shaped sectors,
forming track sectors

= Read/write arm, controlled
by an actuator, positions the
head over the correct track
sector

= Reliable but mechanical -
canbe slowerand more
prone to damage than SSDs

READ HEAD-

S

MAGNETIC LAYER

00 (604 000
€00 (000 000

DISK READ-AND-WRITE
HEAD FLOATING ON A E
_|CUSHION OF AR =

ALUMINIUM PLATE 1 BIT

0

L DISK READ—AND
—WRITE HEADS

1, SaveMyExams
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Solid state
(flash) memory

Storesdataincells using
transistors that act as switches

Uses NAND or NOR gates to
control flow of electrons

Writing: high voltage pushes
electrons onto floating gate

Fasterand more durable than
magnetic drives

Common examples: SSDs,
USB flash drives

Each cell contains a control
gate (controls current)and a
floating gate (stores charge)

Erasing: reverse highvoltage
pulls electrons off floating
gate

No moving parts - better
shockresistance

Control gate

Oxide layer

Floating gate
I Oxide layer

— 0000000 ' 00000000000000000000

Optical disc
reader/writer

Uses alasertoread and/or
write data on optical discs

Writing: laser burns pits and
lands onto the disc surface

Arm moves the laser across
the disc

Blu-rays store the most, CDs
the least

Examples: CD, DVD, Blu-ray

Reading: laser scans surface;
changesinrefiection
indicate Osand1s

CD-R =write once, CD-
RW/DVD-RW =rewriteable

Slower than magnetic/solid-
state storage but good for
archival

PIT »

0001000000001000010000100000000010000000100000001000

o

1, SaveMyExams
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Amagnetic hard diskis used to store data on the computer. Describe the principal ,
operations of amagnetic hard disk [5]

Your notes
Answer

= The hard disk has (one or more) platter/plate/disk [T mark]

= Eachsurface of the platter/diskis capable of being magnetised [1 mark]

= The surface of the platter/diskis divided into concentric tracks / circles [1 mark]

= Thedisks arerotated (at high-speed) [1mark]

= (Eachsurface of the disk) has aread/write head mounted on an arm (positioned
justabove the surface) [1 mark]

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 13
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Memory types

RAMvs ROM

Whatis RAM?

4

Your notes

= RAM(Random Access Memory)is primary storage thatis directly connected to the CPU
and holds the data and instructions that are currently in use

= RAMisvolatile which means the contents of RAM are lost when the power is turned off

= Forthe CPUto access the dataandinstructions they must be copied from secondary

storage

= RAMisvery fast working memory, much faster than secondary storage

= RAMisread/write which means data canbe read from and written to

= |Incomparisonto ROM, it has a muchlarger capacity

Whatis ROM?

= ROM (Read Only Memory) is primary storage that holds the firstinstructions a computer
needs to start up (Bootstrap)

= ROM contains the BIOS (Basic Input Output System)

= ROMis a smallmemory chip located on the computers motherboard

= ROMis fast memory, much faster than secondary storage but slower than RAM

= ROMisnon-volatile which means the contents of ROM are not lost when the poweris

turned off

= ROMisread only which means data can only be read from

= |ncomparisonto RAM, it has a much smaller capacity

Differences between RAM & ROM

Feature RAM ROM
Speed Very fast Fast (slower than RAM)
Capacity Gigabytes (GB) Megabytes (MB)
Stores Programs and datainuse Bootstrap (start-up instructions)
Read/Write Read & write Read only
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Volatile/Non-volatile Volatile

Non-volatile /

Your notes

SRAMvs DRAM
Whatis SRAM?

= SRAM(Static RAM)is a form of RAM that keeps data as long as poweris on

= SRAMis made from flip-flops so there is no need for constant refreshing

= SRAMisusedinplaceswhere speedis more important than storage size

= Anexample of where SRAMisusediis:

= Cache memory, where quick access to datais mostimportant

= Very fast - faster than DRAM

= Usesless power, good forlow-power devices

= Expensive to make

= Takes up more space - lower storage capacity compared to DRAM

Whatis DRAM?

= DRAM (Dynamic RAM)is a form of RAM that stores each bitin a tiny capacitor

= DRAM needs constant refreshing to keep the data

= DRAMiscommonly used as:

= Main memory (RAM), where larger amounts of cheaper storage is required

= Cheaper to produce than SRAM

= Higher capacity - can fit more memory inless space

= Slowerthan SRAM, needs time to refresh data

= Uses more power, especially during refreshing cycles

PROM vs EPROM vs EEPROM
Whatis PROM, EPROM & EEPROM?

= PROM, EPROM and EEPROM are all types of ROM that are programmed and
reprogrammed in different ways

= Eachtype has a specific applicationin difference devices

Feature PROM

EPROM EEPROM

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com
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Canbe
reprogrammed?

No - programmed
onceonly

Yes - canbe erased
andrewritten

Yes - canbe erased
and rewritten

Erased using

Cannot be erased

UV light

Electric voltage

Must be removed
from device?

No

Yes - must be
removed from the
device

No - canbe erasedin
place

o

Answer

1, SaveMyExams

Worked Example

A computerhas hardware and software.

© 2026 Save My Exams, Ltd.

The hardware includes different types of memory.

Complete the description of computer memory. [5]

Erased all at Not applicable Yes - entire chipis No - specific parts
once? erased can be erased
Commonuse Permanent firmware | Reprogrammable Flash memory, BIOS
chip development chips
Examples Remote controls, Arcade machines BIOS chipsin
basic calculators, (older models) computers, Smart
early model washing cards, remote key
machines Early games fobs, flash memory
consoles like USB sticks and
SSDs
p

Random Access Memory (RAM) and Read Only Memory (ROM) are both examples of
......................................................................... memory.

Oneitemthatis StorediNRAMIS ....cccoiviieii et .One
itemthatis StorediNn ROMIS .coooviiiiiice e .RAMcanbe
either Static RAM (SRAM) or Dynamic RAM (DRAM).

SRAM USes transistors arrangEA @S ..........cccviiiiiiiiieiii i .
DRAM uses transistors and

Random Access Memory (RAM) and Read Only Memory (ROM) are both examples of
primary memory.

Oneitemthatis storedin RAM is currently running software/data/part of the OS.

Oneitemthatis storedin ROMis the start-up/boot-up instructions/BIOS.

Study copy distributed by EduResource ZA | eduresourcza.com
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RAM can be either Static RAM (SRAM) or Dynamic RAM (DRAM). ,
SRAMuses transistors arranged as flip-flops. Your notes

DRAM uses transistors and capacitors.
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Monitoring & control /

Your notes
Monitoring vs control
Monitoring systems
= Amonitoring systemis used to collect data continuously through observation
= |tworks by passively gathering data
= |tdoes notinteract with or change the environment
= The system does not take action based on the data collected
= Designed for high accuracy using precise sensors and measurements
= Examples of monitoring systemsinclude:
= Weather stations
= Patient monitoring in hospitals
Weather stations
= Collect datalike temperature, wind speed, humidity, and rainfall
= Used by meteorologists to observe and predict weather patterns
= Datais collected24/7 but the system does not react or change anything
Patient monitoring
= Tracks heartrate, oxygenlevels, and blood pressure in real-time
= Alerts medical staff if readings go outside safe ranges
= The systemitself just records and displays data, it doesn’t directly treat the patient
Control systems
= Acontrol systemis used to automatically manage or adjust a process based on data
collected from sensors
= |tworks by monitoring input, then taking actionif certain conditions are met
= Unlike monitoring systems, control systems do interact with the environment
= They are designed to keep systems stable, safe, or working efficiently without human
input
= Examples of control systems include:
= Central heating system
= Automaticirrigation system
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Central heating system ,
= Monitors room temperature using a thermostat Your notes
= |f the temperature drops below the set level, the boiler is switched on
= Oncethetargettemperatureisreached, the system turns the heating off automatically

= The system constantly checks and adjusts to maintain the desired temperature

Automaticirrigation system

= Monitors soil moisture levels in farmland or gardens
= |[f moisture drops too low, it activates sprinklers to water the plants
= Once the soilreaches the correctlevel, the system turns off the water supply

= Ensures plants are watered efficiently without wasting resources

o

Examiner Tips and Tricks

= Actuators are output devicesin a control system that carry out actions based on
data from sensors
= Examplesinclude motors, heaters, valves, and pumps

L
Use of sensors

What are sensors?
= Sensors are input devices

= They measure a physical property of their environment such as light levels,
temperature ormovement

= Sensors can be used for both monitoring and control systems

= Aprocesswhere outputs are recycled and used as inputs, creating a continuous cycle
is called a feedback loop

Sensor type What it measures Typicaluse

Acoustic Sound levels To detect changesin soundlevels of
industrial machinery

To monitor noise pollution

In security system to detect suspicious
sounds

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 19
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Your notes

Accelerometer | Accelerationrate, tilt, Detecting sudden changesinvehicle
vibration movement and deploy safety features if
needed
In mobile phones to detect orientation of
the device
Flow Rate of gas, liquid or Detect changesin the flow through pipesin
powder flow water system
Gas Presenceofagase.g. Detectlevels of gasin confined spaces
carbon monoxide
Detect gaslevels when fixing gas leaks
Humidity Levels of watervapour Monitor humidity in greenhouses
Infra-red Detectingmotionora Security systems detecting intruders who
heat source break the beam
Measures heat radiation of objects - used
by emergency services to detect people
Level Liquidlevels Detectslevels of petrolin a car tank
Detect levels of waterin a water tank
Detectadropinwaterlevels due to aleak
Light Lightlevels Automatically switching onlights wheniit
gets dark (street lights, headlights)
Magnetic field | Presence and strength Anti-lock braking system
Monitoring rotating machinery such as
turbines
Moisture Presence and levels of Monitoring moisture in the soil
moisture
Monitoring dampness in buildings
pH Acidity or alkaline Monitoring soil to ensure optimum growing
conditions
Monitor ph levels in chemical processes
Pressure Gas, liquid or physical Monitoring tyre pressure
pressure
Monitoring pressure in pipes during the
manufacturing process
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Proximity Distance

Monitoring the position of objects in
robotics

Usedin safety systems to prevent objects
from colliding

Temperature Temperature in Celsius, Used to maintain temperature in swimming

Fahrenheit or Kelvin pools

Used to control temperature in chemical
processes

Feedbackloops
Whatis a feedbackloop?

Afeedbackloopis when a control system usesits output to influence its next input
Allows the system to automatically adjust and stay within set conditions

Feedback allows the system to check if it’s working as expected

The output affects the next input, helping the system make adjustments

This means the system can automatically respond to changes inits environment
Helps the system stay within set limits or target values (e.g. temperature, moisture)

Makes the system more accurate and efficient without needing human control

Example: Central heating system

The system uses a thermostat to monitor the room temperature
If the room gets too cold, the system turns the heating on
Once theroomreaches the set temperature, the system turns the heating off
This process uses feedback:
= The output (room temperature) affects the input (whether heatingis needed)

Feedback ensures the system automatically adjusts to keep the room at the right
temperature

No need for manual control as the system self-corrects using feedback

4

Your notes
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Cambridge (CIE) AS e
Computer Science

Logic Gates & Logic Circuits

Contents

3 Logic gates
3 Logic construction
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Logic gates /

Your notes
Logic gates
Whatis alogic gate?
= Alogic gateis a visual way of representing a Boolean expression
= Thelogic gates coveredin this course are:
= AND
= OR
= NOT
= XOR
= NAND
= NOR
AND
Expression Circuit symbol Function
operator
(AANDB) Returns TRUE only if both inputs are
- TRUE
TRUE AND TRUE = TRUE
Otherwise = FALSE
OR
Expression operator | Circuit symbol Function
(AORB) Returns TRUE if eitherinput is TRUE
TRUE ORFALSE = TRUE
FALSE ORFALSE = FALSE
NOT
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 2
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Expression operator Circuit symbol Function ,
Your notes
(NOTA) Reverses the input value
NOTTRUE = FALSE
NOT FALSE = TRUE
XOR (exclusive OR)
Expression Circuit symbol Function
operator
(AXORB) Returns TRUE if eitherinput is TRUE but
NOT both
TRUE ORFALSE = TRUE
FALSE OR FALSE = FALSE
TRUE ORTRUE = FALSE
NAND (not and)
Expression Circuit symbol Function
operator
(ANAND B) Returns TRUE if either or
bothinputs are FALSE
TRUE ORFALSE = TRUE
FALSE ORFALSE = TRUE
TRUE ORTRUE = FALSE
NOR (not OR)
Expression Circuit symbol Function
operator
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 3
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(ANORB) Returns TRUE if both ,
input FALSE
nputsare Your notes
TRUE ORFALSE = FALSE
FALSE OR FALSE = TRUE
TRUE OR TRUE = FALSE
Whatis a truth table?
= Atruthtableis atoolusedinlogic and computer science to visualise the results of
Boolean expressions
= Theyrepresent all possible inputs and the associated outputs for a given Boolean
expression
AND
Circuit symbol Truth Table
A (B | AAND
B
0]0 0
011 0
110 0
OR
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 4
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Circuit symbol Truth Table
A|B| AOR
B
0|0 0]
Ol1 1
110 1
111 1
NOT
Circuit symbol Truth Table
A | NOT
ol 1
1 0]
XOR (exclusive)
1, SaveMyExams © 2026 Save My Exams, Ltd.
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Circuit symbol Truth Table ,
Your notes
A|[B | AXOR
B
0|0 0
011 1
110 1
111 0
NAND (notand)
Circuit symbol Truth Table
A | B | NOT(AAND
B)
0|0 1
011 1
110 1
— 111 0
NOR (notor)
Circuit symbol Truth Table
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 6
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A|B| NOT(AOR j
B) Your notes
0|0 1
01 0]
110 0]
111 0]
1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 7
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Logic construction

From problem statements

f

specific logical outcome

Logic circuits can be constructed from problem statements

o

Worked Example

Aserverroom has an automatic cooling fan (F)
The fan turns on based on the following input parameters:

= Aproblem statementis typically a written interpretation of a scenario that requires a

Parameter Description Binary Value Condition
T Temperature 1=Too high O =Acceptable
H Humidity 1=Too high O =Acceptable
M Maintenance mode 1=Active 0 =Inactive
D Doorsensor 1=Dooropen O =Doorclosed

The fan (F =1) turnsonif:

= The temperature is too high
= AND humidity is too high

= AND the dooris closed

= UNLESS maintenance mode s active (if maintenance is active, the fan must stay

off)

Draw alogic circuit to represent how the fan (F) operates based on the input

conditions. [3]

Answer

_>f

1, SaveMyExams © 2026 Save My Exams, Ltd.
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= NOTgates onD and Minputs[1 mark] ,

= AND gate combines TAND H or NOT D AND NOT M1 mark]

= Combines two previous AND outputs (e.g. (TAND H) AND (NOT D AND NOT M)) [1 Your notes
mark]

Fromlogic expressions

= Alogic expressionis a way of showing how a logic circuit works using symbols and
Boolean logic (AND, OR, NOT)

= |tdescribesthe conditions that must be met for the output to be true (1) or false (0)

= Fromalogic expression, alogic circuit and/or truth table can be constructed

p
Worked Example
Alogic expressionis given:
S=(AANDBANDC)OR(BXORC)
(a) Draw the logic circuit for the given expression [4]
(b) Complete the truth table for the logic expression: [2]
S=(AANDBANDC)OR(BXORC)
Answer
(a)
[ J——
B
C )
>
.-"D
= Eachcorrect gate [1mark]
(b)
A B C S
0 0 0 0
0 0 1 1
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 9
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0 1 0 1 ,

0 1 1 0 Your notes

= Rows1to4 correct[1 mark]
= Rows5to 8 correct[1 mark]

\
From truth tables
= Tocreate atruthtable forthe expressionP = (A AND B) ANDNOTC
= Calculate the numbers of rows needed (2number of inputs)
= |nthis example there are 3inputs (A, B, C) so a total of 8 rows are needed 2%

= Tonotmissany combination of inputs, start with 000 and count up in 3-bit binary

(0-7)
A B C
0 0 0
0 0 1
0 1 0
0 1 1
1 0 0
1 0 1
1 1 0
1 1 1

= Addanew column to show the results of the brackets first (A AND B)

A B C AANDB

1’ SaveMyExams © 2026 Save My Exams, Ltd. ~ Get more and ace your exams at savemyexams.com 10
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0 (¢}
1 (0}
0 0o
1 (0}
0 0
1 0
0 1
1 1

= Addanew columnto show the results of NOT C

A B C AANDB NOTC
0 0 0 0 1
0 0 1 0 (0}
0 1 0 0 1
0 1 1 0 (¢}
1 0 0 0 1
1 0 1 0 0o
1 1 0 1 1
1 1 1 1 (0}

= Thelast column shows the result of the Boolean expression (P) by comparing (A AND B)

4

Your notes

ANDNOTC//
A B AANDB NOTC
0 0 0 1
1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com
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0 0 1 0 0 0 ,
Your notes
0 1 0 0 1 o
0 1 1 0 0 (0}
1 0 0 0 1 (0}
1 0 1 0 0 (0}
1 1 0 1 1 1
1 1 1 1 0 o
p
Examiner Tips and Tricks
Itis possible to create a truth table when combining expressions that show only the
inputs and the final outputs.
The inclusion of the extra columns supports the process but can be skipped if you
feel able to do those inyourhead as you go.
\
From logic circuits
= Fromalogic circuit you can create the logic expression and/or truth table
p
Worked Example
Write the logic expression for the given logic circuit. [3]
A
B ——¢—
X
c 7
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 12
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Answer ,
(ANAND B) OR (B XORC) Your notes
= ANANDB [1mark]
= BXORC[Imark]
= OR[Imark]
\
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Cambridge (CIE) AS e
Computer Science

Central Processing Unit (CPU)
Architecture

Contents

3 Systemarchitecture
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System architecture 4

Your notes

Von Neumann Model

Whatis the Von Neumann model?

= The Von Neumann modelis a design of the CPU which was proposed by Mathematician
JohnVon Neumannin the 1940s, which most general-purpose computers are built upon

= The Von Neumann model outlines how the computer memory, input/output devices
and processor all work together

INPUT
DEVICES

| L[]
JETTTITIQUE.

INPUT / MAIN
OUTPUT PROCESSOR MEMORY
CONTROLLERS

ar T

SECONDARY
STORAGE

AN

OUTPUT

DEVICES

The Von-Neumann model

= The Von Neumann model consists of:
= Central processing unit (CPU)
= Able to access memory directly
= Memory that can store programs as well as data (registers)
= Stored programs that contain instructions that can be executedin order
Registers
= Extremely small, extremely fast memory located in the CPU
= Hold smallamounts of data needed as part of the fetch-execute cycle
= |ncludesboth:

= General purposeregisters
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= Special purposeregisters. ,
= Ageneral purpose register can store any data the CPU is currently working on
Your notes
= |tisflexible and canbe used forvarious operations

Special purpose registers

What s a special purpose register?
= Aspecial purposeregister has a dedicated role within the operation of the CPU
= There are anumber of special purpose registers that control or track data
= Examples of special purpose registersincludes:
= The Program Counter (PC)
= The Memory Address Register (MAR)
= The Memory Data Register (MDR)
= The Accumulator (ACC)
= CurrentInstruction Register (CIR)
= |ndexregister (IX)
= Statusregister (SR)
= Foreach of theregisters you must know
= The name of the register
= |tsacronym

= The purpose of the register

Name Acronym | Purpose

Program Counter | PC = Holds the memory address of the next instructions
to be executed

= Increments by 1as the fetch-decode-execute
cycleruns

Memory Address MAR = Holds the memory address of where data or
Register instructions are to be fetched from memory

Memory Data MDR = Stores the data orinstruction which has been
Register fetched from memory

Current Instruction | CIR = Stores theinstruction the CPUis currently
Register decoding or executing
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= Stores the results of any calculations that have ,

Your notes

Accumulator ACC
taken place in the Arithmetic Logic Unit (ALU)
Index Register IX = Stores avalue that can be added to an address to
get the effective memory address
= Usedforindexed addressing
Status Register SR = Stores flags that reflect the outcome of the CPU

operations

= Holdsindividual bits (flags) which are set or
cleared depending on the result of aninstruction
(e.g. overflow)

1, SaveMyExams
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Components of the CPU /

Your notes
Components of the CPU
Whatis the CPU?
= The CPUisresponsible for processing all data within the computer
= |tismade up of anumber of componentsincluding:
= Arithmetic and Logic Unit (ALU)
= Control Unit (CU)
= Systemclock
= Immediate Access Store (IAS)
= Buses
(AN MEWORY "\
[ ADDRESS DATA ﬁ
oooooooo| omorm | | L1 [ | [ | [ [ | [ |
00000001 | 11410000
e ACCUMULATOR| |
Cooo0011
00000100 CONTROL UNIT
00000101 [ PC |
00000110 ICIR ‘
00000111
\000D1000
\ =
N
)¢ )
2 )
B u
ADRESS BUS
[ 3][conTroL BUS |
Component | Fullname Purpose / function
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ALU Arithmetic Logic Performs calculations (e.g. add, subtract) andlogic ,
Unit ti .g.AND, OR
ni operations (e.g ) Your notes
Cu Control Unit Manages and controls the execution of instructions
and directs data flow
System - Sends out regular pulses to synchronise all CPU
Clock operations
IAS Immediate Main memory where instructions and data needed
Access Store by the CPU are temporarily stored
Buses
= Components within the CPU and wider computer system are connected by buses
= Abusis aset of parallel wires through which data/signals are transmitted from one
component to another
= There are 3types of bus:
= Address - unidirectional, carries location data (addresses), datais written to/read
from
= Data - bidirectional, carries data orinstructions
= Control - bidirectional, carries commands and control signals to tell components
when they should be receiving reads or writes etc..
CPU INPUT
(ALU, REGISTERS, MEMORY AND
AND CONTROLS) OUTPUT
A f 4 H H
| DATA BUS |
| ADDRESS BUS |
h 4
| CONTROL BUS |
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System performance d

Your notes
Cores
Whatisacore?
= Acore actslike amini CPU, it can fetch, decode, and execute instructions onits own
= Eachcorehasitsown:
= Control Unit (CU)
= Arithmetic Logic Unit (ALU)
= Registers
= A CPUwith more than one core is a multicore CPU
= Allows for parallel processing, multiple instructions are processed at the same time
= Example:
= Adual-core processorhas 2 cores
= A quad-core processorhas4 cores
= More cores = better performance, especially for powerful programs
Example:
= Aquad-core CPUrunning at 3GHz
= 4 cores x 3 billion =12 billioninstructions per second
= Adual-core processorisn't always twice as fast as a single-core
= Sometimeisused for organising tasks between cores
= Not all tasks can be split across cores
= Some tasks are sequential and must be done step-by-step
SINGLE-CORE DUAL CORE QUAD CORE
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Clock speed 4

Your notes

Whatis clock speed?
= The clock controls the timing of operations inside the CPU
= |tconstantly switches between O and 1, each switchis called a state change
= Astate change canrepresent one step in the fetch-decode-execute cycle
= Someinstructions may take more than one cycle
= Clock speed measures how many state changes happen per second
= Jcycle persecond =1Hz
= Atypicalclock speedisaround 2.3 GHz
= That's 2.3 billion cycles per second
= Ahigher clock speed means the CPU can execute more instructions per second

= This helps the computer run tasks more quickly and efficiently

Cache memory

Whatis cache memory?
= Cacheis part of primary storage
= Stores frequently used data and instructions
= | ocatedclosertothe CPUthan RAM, soit’s faster to access
= Some cacheis built directly into each processor core

= Speeds up the performance of the CPU
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= More cache = more data stored nearby = less time waiting for data from RAM ,

= Example: Your notes
= Awebsite you visit often can be storedinthe cache
= Nexttimeyou visit, it loads faster
= |f the website updates, the cached versionis updated too
Levels of cache
Level Location Speed Size
Level 1(L1) Inside each CPU core Fastest Smallest
Level 2 (L2) Inside orneareach core Fast Medium
Level 3 (L3) Shared by all cores SlowerthanL1/L2 Largest
CACHE
/_{q SMALL AND FAST
LEVEL 1 LEVEL 1 LEVEL 1 LEVEL1 A (e CIEEHE
SHARED BETWEEN
LEVEL 2 CORES SLOWER +
BIGGER THAN
LEVEL 3 LEVEL 1
N SLOWER + LARGER
THAN LEVEL 2
SITS ON
MOTHERBOARD
UNLIKE
LEVEL 1+ LEVEL 2
Diagram of the levels within the cache
Bus width
What s bus width?
= Buswidthisthe number of bits abus can carry at once
= Awiderbus can transfer more bits in a single operation
= Example:
= A32-bitbus transfers 32 bits atatime
= Aé4-bitbustransfers 64 bitsatatime
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 9
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= |Increases performance, more data canbe moved in the same amount of time ,

= Awiderdatabus means:

Your notes
= Faster processing
= More efficient memory access
= |mportant for high-performance tasks like gaming, video editing, orlarge data
processing
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Ports & interfaces ,

Your notes
USB
Whatis USB?
= The Universal Serial Bus (USB) is a widely used standard for transmitting data between
devices
= |tis a serial communication method, and it operates asynchronously
= Many devicesuse USBsuch as:
= Keyboards
= Mice
= Video cameras
= Printers
= Portable media players
= Mobile phone
= Diskdrives
= Network adapters
= Different USB connector types exist for different devices
= Thelettersreferto the physical shape and design of the USB connector:
= USB-A - Commonly used for flash drives, mice, keyboards, external HDD
= USB-B - Foundin printers, scanners, and older external storage devices
= USB-C - Latest standard, known forit's small size, transfer speeds, and it's ability
to carry power
= ThetermUSB canalso be followed by numbers (USB 2.0, 3.0, 4 etc.)
= The numbersrefer to the generation of USB technology, which determines the speed
and performance:
= USB1.1-12Mbps (very slow)
= USB2.0-480 Mbps (very common but slower compared to modern versions)
= USB3.0/3.1/3.2 -5 Gbpsto 20 Gbps (much faster, used for external HDDs and
gaming devices)
= USB4/USB4 2.0 -Up to 80 Gbps (the latest and fastest, used for high speed data
transfer)
= \Whenadeviceis connectedto aUSB port the computer:
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= Automatically detects that the device has been connected ,
= Looks for the correct driver: Your notes

= |fthedriveris already installed, the appropriate device driver is loaded so that
the device can communicate with the computer

= |fthe deviceis new, the computer will look for a compatible device driver

= [fone cannotbe found, the user must download and install an appropriate
driver manually

A USB-A CONNECTOR

| A USB-C CONNECTOR]

Advantages and disadvantages of USB

Advantages Disadvantages

Devices are automatically detected and drivers | The maximum cable lengthis roughly
are automatically loaded for communication 5 metres meaningit cannot be used
overlongdistances, limitingits use

Cable connectors fitin only one way. Older versions of USB have limited
transmission rates for example USB
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This preventsincorrect connections and ensures | 2.0 has 480Mbps ,
compatible data transmission
Your notes
As USB usage is standardised, thereis a lot of Very old USB standards may not be
support available online and from retailers supported in the near future (USB1.1,
USB 2.0, etc)
Several different data transmission rates are
supported. The newest transmission rate as of
2022isUSB4 2.0 with 80 Gbps (81,920 Mbps,
170x fasterthan USB 2.0)
Newer USB standards are backwards
compatible with older USB standards
Whatis HDMI?
= HDMlis adigital port that sends both video and audio output from a computer to HDMI-
enabled devices (e.g. TVs, monitors)
= Replacesolder VGA analogue systems
= Modern HD TVs and displays require more data because they support:
= Widescreen format (16:9 aspectratio)
= Higherresolution (e.g.1920 x 1080 pixels)
= Fasterrefreshrates(e.g.120 Hz)
= Wider colour range (millions of colour variations)
= These features need faster and higher bandwidth, which HDMI provides (up to 10 Gbps)
= HDMluses HDCP (High-bandwidth Digital Content Protection)
= Devices checkforanauthentication key before sending data (e.g. Blu-ray player to HD
TV)
= |fthe deviceis authenticated, a "handshake" occurs and datais transmitted
= Helps prevent unauthorised copying of protected content
Whatis VGA?
= VGAwasIntroducedinthe late 1980s as the standard for video output
= |tisnow considered outdated and is being phased out
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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= Maximumresolution: 640 x 480 pixels ,
= Refreshrate:up to 60 Hz, but only supports 16 colours at that rate Your notes
= |fresolutionisreduced (e.g. 320 x 200), it can support up to 256 colours
= VGAis an analogue signal, which means:
= Lowerimage quality overlong cables

= More likely to experience signal loss or interference
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Fetch-Execute Cycle 4

Your notes
Whatis the fetch-execute cycle?
= Thefetch-execute cycleis the process that the CPU goes through repeatedly to
process instructions
= There are 3 stages:
= Fetching aninstruction from memory - supplying the address and receiving the
instruction frommemory
= Decoding theinstruction - interpreting the instruction and thenreading and
retrieving the required data from theiraddresses
= Executing the instruction - the CPU carries out the required action
FETCH
DECODE
EXECUTE
How areregisters usedin the fetch-execute cycle?
= |nthe section below, registers and CPU components appearinbold and assembly
languageisinitalics
= During the fetch-execute cycle, the following steps happen:
= Fetch
= ThePCisloadedwithO
= Thevalue fromthe PC(0)is copiedto the MAR
= The addressinthe MARis sentvia the address bus, and aread instructionis senton
the control bus
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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= Thedata fromthat memory locationis sent down the data bus to the MDR ,

= ThePCisincremented by 1, ready for the next instruction Your notes
= Decode

= The datafromthe MDRis copied to the CIR
= The CIR splits theinstructioninto opcode and operand
= Theinstructionis sent to the CU, which decodes what to do next
= Execute
= Theregisters used will depend on the instruction:
= NP -value frominput device is stored inthe ACC
= OUT -value currently in the ACC is sent to the output
= [ DA -loadsvalue from RAMinto the MDR, thento the ACC

= STA - takes the value from the ACC, moves it to the MDR, then stores itin RAM
(locationin MAR)

= ADD/SUB -valueinRAMisloadedinto the MDR, then the calculation happensin
the ALU, result stored inthe ACC

= BRA/BRZ/BRP - branchinginstructions are handled by the ALU to check if
conditions are met, and the PCis updated accordingly

Register Transfer Notation (RTN)

= Register Transfer Notation (RTN) is a way of describing how data moves between
registersina CPU during the fetch-execute cycle

= |tuses symbols torepresent registers, and the arrow symbol « to show data being
transferred from one place to another

= |tisashorthand way to show what's happeninginside the CPU

Symbol Meaning

— Datais transferredinto aregister

PC Program Counter

MAR Memory Address Register

MDR Memory Data Register

CIR Current Instruction Register

ACC Accumulator
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 16
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RAM[ ] Memory location (RAM[address]) ,

Your notes

Fetch
MAR « PC; Copy address from Program Counter to MAR
MDR « RAM[MAR] ; Read instruction from memory into MDR
PC «— PC+ 1; Increment PC for the next instruction
CIR — MDR ; Copy instruction from MDR to CIR
Decode
= No specific register transfer, the CU decodes the instructionin the CIR
Execute examples
= LDAX(Load value frommemorylocation Xinto ACC):
MAR < operand ; Load address X into MAR
MDR <« RAM[MAR] ; Load data from RAM into MDR
ACC « MDR ; Copy data into ACC
= STA X(Store value from ACC into memory location X):
MAR « operand ; Load address X into MAR
MDR « ACC; Copy data from ACC to MDR
RAM[MAR] < MDR ; Store MDR value into memory
= ADD X (Add value from memory location X to ACC):
MAR «— operand
MDR «— RAM[MAR]
ACC «— ACC + MDR
= BRZX(Branchto Xif ACC=0):

If ACC =0 then PC « operand
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Interrupts /

Your notes
What are interrupts?
= Aninterruptis a signal to the processor that stops its current task and performs a
different task temporarily
= [nterrupts can be hardware events or time-sensitive tasks
= Whenaninterrupt occurs, the processor suspends the current program execution and
transfers control to aninterrupt service routine
Purpose androle of interrupts
= Real-time Event Handling: hardware errors and signals from input devices e.g. hard disk
failure
= Device Communication: alerts from external devices e.g. printer jams and network
errors
= Multitasking: suspending processingin one application so that the user can switch to
another
Types of interrupts
Type Definition Example
Hardware Generated by external devices | Keyboardinput, mouse movements,
Interrupts disk /O requests
Software Triggered by software or the Applicationrequests to openafile,
Interrupts operating system division by zero errors
Trap Interrupts | Intentionally triggered by a Software debugging, handling
program unexpected error cases
The interrupt process
1. Interrupt Request (IRQ)
= Anexternal device or software generates aninterrupt, signalling the processor to
stopits current task
= Theinterrupt controller passes this to the interrupt handler for assessment
2.Interrupt acknowledge
= Theinterrupt handler decides if the interrupt needs to be dealt with now or later
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= |fyes, the current contents of the processorregisters are saved in memory ,
3. Interrupt Service Routine (ISR) lookup

Your notes
= The processor fetches the corresponding Interrupt Service Routine (ISR)
associated with the interrupt type
4.ISR execution
= The processor transfers control to the ISR and executes the routine to handle the
specificinterrupt
5. Interrupt exit
= Afterthe ISR completes, the processor restores the content of the registers from
step 2
= The fetch-decode-execute cycleisresumed
CENTRAL INITIALISE
PROCESSING PROGRAM 2. INTERRUPT ACKNOWLEDGE
UNIT
I G
I |
I ( |
! DFEEC-I-OCSE INTERRUPT NTERRUPT (S -IRQ
EXECUTE : HANDLER ) LCONTROLLER;:‘_\
I |
___________________
- 0ooooooe
The interrupt process
WhatisanISR?
= AnISRis aspecial functionthat handles a particularinterrupt type
= Eachtype of interrupt has a corresponding routine
= E.g.printerjam, hard disk failure, file download error, network connection error all
have routines to be followed when they happen
= |SRsshould be concise, efficient, and carefully designed to minimise the time taken to
execute, as they often need to handle time-sensitive events
Interrupt priority and nesting
= |nterrupt prioritisation means the processor can acknowledge and switch to resolving a
higher-priority interrupt
= Prioritising interrupts is vital because many things can go wrong at the same time
= Lower-priority ISRs may be temporarily suspended until the higher-priority ISR
completes the execution
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= Nesting of interrupts refers to the ability of the processor to handle interrupts within

interrupts

= Propermanagement of nested interrupts avoids potential conflicts and ensures system

stability

Nesting of interrupts

Interrupt priority handling

| HIGH PRIORITY INTERRUPT ARRIVES

| INTERRUPT QUEUE |

—

| INTERRUPT QUEUE |

<G>

AT~
~
P ~
- ~
< _LOW >
. s
- -
- -~
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~
~
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Worked Example

keyboard. [5]

Answer
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System handling of interrupt priority

Explain how the computer handles aninterrupt when a key is pressed on the

= Aninterrupt flagisraisedin the interrupt register[1 mark]
= The system finishes its current fetch-execute cycle [1 mark]

s

Your notes
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= Theinterruptregisteris checked fora higher priority interrupt [1 mark] ,
= |f a higher priority interruptis found, the current register contents are pushed to

the stack [1mark] Your notes
= The appropriate Interrupt Service Routine (ISR) is executed [1 mark]
= ThelSRprocesses the key press and completes [1 mark]
= Theregister contents are restored from the stack [1mark]
= Controlisreturnedto the original process [1 mark]
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Assembly language basics /

Your notes

Machine code vs assembly

What is machine code?

Machine code is a first-generation language
Instructions are directly executable by the processor

Writtenin binary code

LEVELS OF ABSTRACTION IN PROGRAMMING
LANGUAGES

MORE
ABSTRACT

HIGH-LEVEL

INTERPRETED LANGUAGES PYTHON, JAVASCRIPT

HIGH-LEVEL

S C++
COMPILED LANGUAGES Ix

ASSEMBLY CODE ASSEMBLY LANGUAGE

MACHINE CODE BINARY — NOT HUMAN—-READABLE

Levels of Abstraction of Programming Languages

Whatis assembly?

Assembly code is a second-generationlanguage

The code is written using mnemonics, abbreviated text commands such as LDA (Load),
STA(Store)

Using this language programmers can write human-readable programs that
correspond almost exactly to machine code

One assembly language instruction translates to one machine code instruction
Needs to be translated into machine code for the computerto be able to execute it

Each type of computer CPU has a specific instruction set

Instruction set

Aninstruction setis alist of all the commands that can be processed by a CPU
Each command has a binary code whichis the machine code

In assembly the binary code is written using mnemonics and splitinto an opcode and
operand
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= The opcodeisthe part of aninstruction that tells the CPU what operation to perform

= |t'sshort for "operation code"

= Example operations: LDA (load), STA (store), ADD, INP, OUT, BRZ, BRA

= The operandis the data or memory address the opcode will work with

= |tgivesthe extra detail the CPU needs to complete the instruction

= Oftenusedto specify amemory address, a value, or alabel

Opcode | Operand | Explanation
LDM #n Immediate addressing. Load the number n to the accumulator
(ACC).
LDD <address> Direct addressing. Load the contents of the location at the given
addressto ACC.
LDI <address> Indirect addressing. Use the value at the given address as anew
address. Load contents to ACC.
LDX <address> Indexed addressing. Use <address> + index register to get the final
address. Loadto ACC.
LDR #n Immediate addressing. Load the numbern to the indexregister
(1X).
MOV <register> Move the contents of ACC to the givenregister (e.g. IX).
STO <address> Store the contents of ACC at the given memory address.
ADD <address> Add the contents of the given address to ACC.
SUB <address> Subtract the contents of the given address from ACC.
INC <register> Increment the contents of the register (ACC or IX) by 1.
DEC <register> Decrement the contents of the register (ACC orIX) by 1.
JMP <address> Unconditional jump to the given address.
CMP <address> Compare the contents of ACC with the contents of the given
address.
CMP #n Compare the contents of ACC with the numbern.
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Indirect addressing. Compare ACC with the contents at the ,

Your notes

CMI <address>
address storedin <address>.
JPE <address> Jump to <address> if the previous compare result was true (equal).
JPN <address> | Jump to <address> if the previous compare result was false (not
equal).
IN Take input from the keyboard and store its ASCll value in ACC.
ouTt Output to the screen the character storedin ACC.
END End the program and return control to the operating system

All questions will assume there is only one general purpose register available
(Accumulator)

ACCdenotes Accumulator

IXdenotes Index Register

<address>can be an absolute or symbolic address
#denotes adenary number, e.g. #123

B denotes abinary number, e.g. BO1001010

& denotes ahexadecimal number, e.g. &4A
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Assembly process

Two-pass assembler

Whatis atwo-pass assembler?

4

Your notes

= Atwo-passassemblertranslates assembly language into machine code in two stages

= |tproduces anobject programthat canbe stored,loaded, and runlater

= To execute this program, another utility called aloader is needed

= The assemblerscans the source code twice:

= Inthe first pass, it identifies alllabels and records theirmemory addresses

= |nthe second pass, it replaces those labels with the correct memory addresses in
the machine code

= This ensures the final machine code is accurate and ready to be executed

Example

= The following program loads the value of A (5), adds the value of B (3), stores the result (8)

in C, then halts:

LOAD A
ADD B
STORE C
HALT
A:  DATAS
B: DATA3
C: DATAO
= Passl:
= The assemblerreads eachline and assigns memory addresses to labels (e.g. A, B, C),
but does not translate the instructions yet
Address Instruction Label Add to symbol table
00 LOADA
01 ADDB
02 STOREC
03 HALT
04 DATA5 A A=04
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Your notes

05 DATA 3 B B=05 ,
06 DATAO @ C=06
Symbol table created:
Label Address
A 04
B 05
C 06
= Pass2:

= The assemblerreplaceslabels with their corresponding memory addresses and
outputs machine code

= |nthis example we assume the following opcodes for simplicity:

Mnemonic Opcode

LOAD 01

ADD 02

STORE 03

HALT 00

DATA -

= Now generate the object (machine) code:

Address Assembly Machine code Explanation

00 LOADA 0104 LOAD from address 04

01 ADDB 0205 ADD value at address 05

02 STOREC 03 06 STORE into address 06
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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03 HALT 00 00 Stop program ,

Your notes

04 DATAS 0005 Datavalue 5

05 DATA 3 0003 Datavalue 3

06 DATAO 00 00 Datavalue O (placeholder)

Final object program:

0104
0205
03 06
0000
0005
0003
0000

Program tracing

Whatis a trace table?
= Atracetableis atable used to manually track the values of variables as a programruns

= |thelpstofollow the flow of a programline by line, checking whether the logic works as
expected

= Tracetablesareusedto:
= Understand how a program works
= Debugerrorsinthelogic
= Predict outputs before running the program

= Checkvariable values at each step

Example

= Anassembly program thatloads the value from A (4) into the accumulator, adds the value
from B (2), stores the result (6) into C, and halts

LOAD A
ADD B
STORE C
HALT
A:  DATA4
B:  DATA2
C.  DATAO

= Totrace the program, assumptions must be made:
= Accumulator (ACC): Used for calculations

= Memoryis addressed from OO onwards

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 7
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Simpleinstructions:

= | OAD X— ACC = memory[X]

= ADD X—ACC =ACC + memory[X]

= STORE X— memory[X]=ACC

= HALT — Stop

Trace table
Step | Instruction | ACC (Accumulator) Memory[A] | Memory[B] | Memory[C]
0 (Start) 0 4 2 0
1 LOADA 4 4 2 0
2 ADDB 6 4 2 0]
3 STOREC 6 4 2 6
4 HALT 6 4 2 6

Final outcome:

= ACC=6

= C=6

= The program has successfully added A and B, then stored the resultin C

1, SaveMyExams
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Instruction groups

Categories of instructions

What are the categories of instructions?

= Assembly language instructions can be grouped into:

= Datamovement

= |nput and output of data

= Arithmetic operations

= Unconditional and conditional instructions

= Compareinstructions

= Foreachcategory, atable containing the instruction (Opcode and Operand), and an

explanationis given

Your notes

Category Opcode | Operand | Explanation
Data Movement LOAD A Loads the value stored at memory location
Ainto the accumulator.
STORE B Stores the value from the accumulatorinto
memory location B.
MOV A B Copies the value fromregister/memory A
toregister/memory B.
CLEAR ACC Clears the accumulator (setsit to O).
DATA 5 Declares aconstant or datavalue (e.g.
DATA 5 stores the value 5).
Input and Output of IN Takes input from a user orinput device and
Data storesitin the accumulator.
ouT Outputs the value inthe accumulatorto a
screen or output device.
Arithmetic ADD A Adds the value at memory location Ato the
Operations accumulator.
1, SaveMyExams © 2026 Save My Exams, Ltd.
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SUB B Subtracts the value at memory location B
from the accumulator.
INC Increments the accumulator by 1.
DEC Decrements the accumulatorby 1.
Unconditional and JMP LABEL Unconditionally jumps to the instruction at
Conditional LABEL.
JZ LABEL Jumps to LABEL if the accumulatoris zero.
JNZ LABEL Jumps to LABEL if the accumulatoris not
zero.
JC LABEL Jumps to LABEL if the carry flagis set.
HLT Stops the program (halts execution).
Compare CMP A Compares the accumulator with the value
Instructions atmemory location A.
TEST A Performs alogical AND between

accumulatorand A; sets flags, no output.
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Addressing modes

Addressing methods

Whatis an addressing method?

= Anaddressing methodis away in which aninstruction in assembly language or machine
code can access data stored in memory

= There are five main addressing methods:

4

Your notes

= |Immediate
= Direct
= |ndirect
= |ndexed
= Relative
Addressing Description Example Explanation
mode instruction
Immediate The operandisaconstant | MOV AX, 1234h | Moves the immediate value
value included directly in 1234hinto the AXregister
theinstruction
Direct The exact memory MOV AX, Moves the value stored at
address of the operandis | [1234h] memory location 1234h into
givenintheinstruction the AXregister
Indirect Aregister contains the MOV AX, [BX] If BX = 2000h, this moves the
memory address of the value at memory location
operand 2000h into AX
Indexed Uses abaseregister and MOV AX, [BX + If BX = 0050h and SI = 1000h,
anindexto calculate the SI] this moves the value at 1050h
memory address into the AXregister
Relative The operandis an offset JMP +5 Tells the program to jump
relative to the current forward 5 instructions from
instruction address the currentline
Usedinbranching
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Bitwise operations

Binary shifts
What are binary shifts?

= Abinary shiftis an operation that moves all the bits in a binary number left orright by a
certain number of positions

4

Your notes

= Oftenusedinprogramming and computer systems for fast multiplication or division by
powers of 2, or for manipulating individual bits

= There are three main types of binary shift:

= Logical
= Arithmetic

= Cyclic

Logical

= Moves bits left or right and fills the gap with Os

= Used forunsigned binary numbers or raw bit manipulation

Direction What happens

Left All bits shift left, a 0 fills the rightmost bit

Right All bits shift right, a 0 fills the leftmost bit
Left

= The following numberis shifted by two places to the left

Step 128 64 32 16 8 4 2 1
Original 0 0 0 0] 1 1 1 0
Left shiftby 2 0 0 1 1 1 0 0 0

= Original number: 00001110 =14

= Leftshift (2) result: 00111000 =56

= Eachleft shift has doubled the number:

= Original valu
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= Leftshift1- Doubledthe numberto 28 ,

= Leftshift2 - Doubled the numberto 56 Your notes
Right
= The following numberis shifted by three places to the right
Step 128 64 32 16 8 4 2 1
Original 1 1 0 0 1 0 0 0
Right shift by 3 0 0 0 1 1 0 0 1

= Originalnumber: 11001000 =200

= Right shift (3) result: 00011001=25

= Eachright shift has halved the number:
= Original value =200
= Right shift1- Halved the numberto100
= Right shift 2 - Halved the numberto 50

= Right shift 3 - Halved the numberto 25

Arithmetic

= Moves bits, but preserves the sign bit (used for signed binary numbersintwo's
complement)

Direction What happens

Left Same aslogical left (shiftleft, Oin)
Right Shiftright, copy the sign bit (MSB) into the new leftmost bit
Right
= The following numberis shifted by three places to the right
Step 128 64 32 16 8 4 2 1
Original 1 1 1 0 1 0 0 0
Right shift by 3 1 1 1 1 1 1 0 1

= Original number: 117101000 = -24
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= Right shift (3) result: 11111101=-3

4

= Eacharithmeticright shift divides the number by 2, rounding towards negative infinity Your notes

(preserving the sign bit)

= Original value = -24

= Right shift1— 11110100 = -12

= Rightshift2 - 11111010=-6

Right shift 3 —11111101= -3

Cyclic

= Rotates the bits around, nothingislost, no Os added

= The bit that falls off one endisreused at the other end

Direction What happens
Left Leftmost bit moves to the rightmost position
Right Rightmost bit moves to the leftmost position

= The following numberis shifted by three places to the left and right

Left and Right
Step 128 64 32 16 8 4 2 1
Original 1 0 1 1 0] 0 0 1
Cyclicleft (x3) 1 0 0 0 1 1 0 1
Cyclicright (x3) 0 0 1 1 0 1 1 0

= The 3leftmost bits 101 wrap around to the right side

= The 3rightmost bits 001 wrap around to the left side

= Original: 10110001=177

= Cyclicleft(3):10001101=141

= Cyclicright (3): 00110110 =54

Shift type Left shift Right shift Used for
Logical Shift | Shift bitsleft, fill | Shift bitsright, fillwitho | Unsigned numbers, raw bits
with 0
1, SaveMyExams © 2026 Save My Exams, Ltd.
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Signed numbers (two's /

Your notes

Arithmetic Same aslogical Shift bitsright,

Shift left preserve sign bit complement)

Cyclic Shift Rotate bits left Rotate bitsright (no Bit rotation, encryption,
(noloss) loss) checksums

= Cyclic shifts do not preserve the sign bit and are not equivalent to multiplying or dividing
by powers of two

Device control & bit masking

Whatis device control?

= |ncomputersystems and embedded devices, each bitin a byte canbe usedto
represent the state of a device or feature (e.g. turning alight on, checkingif a sensoris
active, orflagging an error)

= You can control or monitor these bits using bitwise operations and bit masking

What s bit masking?

= Bitmasking uses binary patterns (masks) to test, set, clear, ortoggle specific bits
without affecting the others

Bitwise AND operation (&)

= Usedtotestif aspecificbitissettol

= Onlyreturns 1whenboth the binary value and the mask have 1in the same position

= Useful for checking the status of adevice

Description 128 64 32 16 8 4 2 1
Binary 1 0 1 1 1 0] 0 1
Mask 0 0] 1 1 0 0] 0] 0
Result 0 0 1 1 0 0 0 0

= Checkif aheater (Bit 5) and light (Bit 4) are both ON

= Apply amaskwith1s at those positions

= |ftheresultisnot O, the devices are ON

Bitwise OR operation (|)

= Usedtosetspecific bitsto1

= Returns1if either the binary value or the mask has 1

1, SaveMyExams
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= Thisisuseful to turn on adevice (set a bit to 1) without changing the others ,

Description 128 64 32 16 8 4 2 1
Your notes
Binary 1 1 0 0 1 0 1 0
Mask 0 1 1 1 0 0 0 0
Result 1 1 1 1 1 0] 1 0

= Turn ON the alarm system (Bit 6) and door lock (Bit 5) by ORing with a mask that has 1s at

those positions

Bitwise XOR operation (*)

= Usedtotoggle (flip) specific bits

= ReturnsTif the bits are different

= Canbe used forswitching a device from ONto OFF orvice versa

Description 128 64 32 16 8 4 2 1
Binary 1 0 1 0 1 0 1 0
Mask 0 0] 1 1 0 0] 0] 0
Result 1 0 0 1 1 0 1 0

= Toggle the fan (Bit 5) and heating system (Bit 4) with a mask that has 1sin those

positions
Summary
Operation Symbol Purpose Example Use
Bitwise AND & Test abit Checkif asensoris active
Bitwise OR Setabit Turn ON adevice
Bitwise XOR A Toggle abit Flip device state (ON < OFF)
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Operating System fundamentals /

Your notes
Whatis an operating system (OS)?
= Anoperating system (OS) is software that provides aninterface between the user and
the hardware in a computer system
= Anoperating system hides the complexities of the hardware from the user, for
example:
= Auserdoes notneed to know 'where' on secondary storage datais kept, just that it
is saved forwhen they wantitagain
= Tohelp achieve this an OS provides a user interface
Userinterface
= Auserinterfaceis how the userinteracts with the operating system
= Examples of userinterfacesinclude:
= Command Line Interface (CLI)
= Graphical User Interface (GUI)
= Menu
= Naturallanguage (NLI)
VS.
| cLl | | GUI |
Whatis acommandline interface (CLI)?
= ACommand Line Interface (CLI) requires users to interact with the operating system
using text-based commands
= Cllsare more commonly used by advanced users
= Examples of CLIs are MS-DOS (Microsoft Disk Operating System) and Raspbian (for
Raspberry Pi)
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com

Study copy distributed by EduResource ZA | eduresourcza.com


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

What is a graphical user interface (GUI)?

= AGraphical UserInterface (GUI) requires users to interact with the operating system
using visual elements such as windows, icons, menus & pointers (WIMP)

= GUls are optimised for mouse and touch gesture input

= Examples of GUIs are Windows, Android and macOS

Whatis amenuinterface?

= Amenuinterfaceis successive menus presented to a user with a single option at each

stage
= Oftenperformed with buttons or a keypad
= Examplesinclude:
= Chip and pin machines
= Vending machines

= Entertainment streaming services

What is a natural language interface (NLI)?

= Anaturallanguage interface (NLI) uses the spoken word to respond to spoken or textual

inputs from a user

= Examplesinclude:
= Virtual assistants - Amazon Alexa, Google Assistant, Siri
= Searchengines

= Smarthome devices

OS management tasks

An operating system has five key management tasks:
= Memory management
= File management
= Security management
= Hardware management

= Process management

Memory management

= Memory managementis a process carried out by the operating system allocating main

memory (RAM) between different programs that are open at the same time

= The OSisresponsible for copying programs and data from secondary to primary
storage asitisneeded

4

Your notes
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Programs and data require different amounts of RAM to operate efficiently and the OS ,
manages this process

Your notes
= RAMis allocated based on priority and fairness, for example, system applications
(essential) may have a higher priority than user applications
= The OS dynamically manages the memory, adjusting allocation as needed to maintain
optimal system performance
= Memory management makes multitasking possible
= Prevents data from different programs overwriting each otherin RAM
= Decides which processes and data should be keptin main memory at any given time
File management
= File managementis a process carried out by the operating system creating, organising,
manipulating and accessing files and folders on a computer system
= The OS manages where datais stored in both main memory and secondary storage
= File management gives the user the ability to:
= Create files/folders
= Name files/folders
= Rename files/folders
= Copy files/folders
= Move files/folders
= Delete files/folders
= The OS allows users to control who can access, modify and delete files/folders
(permissions)
= The OS provides a search facility to find specific files based on various criteria
Security management
= Operating systems provide various security features such as password-protected
system accounts, a firewall, virus scanning and file encryption
= Password-protected system accounts are a very common feature in operating systems
= Asystemadministratoris able to allocate different access rights for different userson a
network
= The OSis able to maintain settings forindividual users, such as desktop backgrounds,
icons and colour schemes
= The OS audits (keeps alog of) files created by users, accesses, edits and deletes
Hardware management
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Peripheral managementis a process carried out by the operating system managing the ,

way peripherals (hardware) interact with software
Your notes
The OS allocates system resources to peripherals to ensure efficient operation

Peripheral management makes plug-and-play (PnP) functionality possible,
automatically detecting and configuring new peripherals without the need for
manually installing device drivers or power cycling the system

Adevice driveris a piece of software used to control a piece of hardware
Input/output devices require device drivers in order to be used by the operating system
The OS has generic device drivers built in which makes basic compatibility possible

In order for hardware to be used to its maximum capacity, often a separate device
driver must be downloaded from the manufacturer

Device drivers are OS specific and are regularly updated

Process management

Process managementis a process carried out by the operating system dividing time
(time slicing) into small chunks and allocating them to different processes

The CPU executes one instruction at a time, but rapid context switching allows multiple
processes to share processor time

The OS uses a scheduling algorithm to prioritise processes

Processes are placed in queue whilst waiting to be carried out, they return to the back of
the queue when theirtimeis up

The goal of process management is to share resources (CPU & main memory)
Allows processes to be paused and resumed using context switching

Decides which process is executed next using a scheduling algorithm

o

Worked Example

Identify four key management tasks that the Operating System will perform. [4]
Answer

= Memory management [l mark]

= File management [1 mark]

= Security management [1 mark]

= Hardware /device /peripheral /resources management [1 mark]
= |nput/output management [T mark]

= Process management[1 mark]

= Errorchecking andrecovery [1 mark]

= Provision of a platform for software [1 mark]
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l = Provision of auserinterface [1 mark] ,

Your notes
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Utility software 4

Your notes
Utility software
What s utility software?
= Utility software is a collection of tools designed to help maintain a computer system
= Utility software is designed to perform alimited number of tasks
= Utility software interacts with the computers hardware, for example, secondary
storage devices
= Some utility software comes installed with the operating system
= Examples of utility software include:
= Disk formatter
= Virus checker
= Defragmentation software
= Disk contents analysis/disk repair software
= File compression
= Back-up software
Disk formatter
= Adisk formatter prepares a storage device (like a hard drive or USB stick) for use by
creating a file system and organising the space into sectors and tracks
= |tisneeded:
= Towipe andre-initialise a disk before use
= Tochange the file system format (e.g. FAT32, NTFS)
= Toremove all data and errors before installing a new OS orreusing the drive
= Forexample:
= Formatting a new external drive before saving files
= Reformatting a corrupted USB stick to make it usable again
Virus checker
= Virus checking software is a combination of different software to prevent computers
from being susceptible to viruses and other malicious software
= |ttypicallyincludes:
= Anti-virus
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com

Study copy distributed by EduResource ZA | eduresourcza.com


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

= Anti-spam ,

= Anti-spyware Your notes
= Avirus checker scans through email attachments, websites and downloaded files to

searchforissues
= Two ways virus checkers can approach the task are:

= Use alist of known unique malware fingerprints (signatures) to blockimmediately if
they try to access your device in any way

= Monitor the behaviour of programs to identify suspicious activities that might
indicate malware such as;

= Rapid deletion/modification of files
= Attempts to access sensitive data/resources
= Communicating with known malicious servers

= Virus checkers will also perform checks for updates to ensure the database of
signaturesis up to date

Defragmentation software

= Defragmentation software groups fragmented files back together in order to improve
the access speed of a hard disk drive (HDD)

= Asprograms and data are added to anew hard disk drive, itis added in order, over time
as files are deleted this leaves gaps

= Asprograms and data are added over time, these gaps get filled and data becomes
fragmented

= Defragmentation can only be used on magnetic storage

oo
aas®

'llll

&

Disk contents analysis/disk repair software

= This utility checks the structure and health of a disk, including files, folders, sectors,
and the file allocation table
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Itis needed: ,

= Todiagnose and fix errors on the disk (e.g. bad sectors, file system corruption) Your notes
= Torecoverlost or damaged files
= Toimprove system performance by identifying and repairing issues
Forexample:
= Running Check Disk (chkdsk) on Windows to repair file system errors

= Using a disk utility on macOS to verify and repair drive problems

File compression

Compressionreduces the amount of secondary storage required by performing an
algorithm on the original data

Lossy compression physically removes data from the original data toreduceits size, the
original file can not be re-created

Lossless compression uses mathematics to order data more efficiently reducingits
size, the original files can be re-created as no datais lost

Back-up software

Back-up software is used to create copies of personal data in order to keepit safein
the event of:

= Accidentalloss
= Datatheft

Backups can be automated and scheduled to happen at less busy periods of the day, to
not take up valuable system resources (e.g. overnight etc.)

Backups canbe made in two ways:
= Full - all files are backed up (saftest, slow)

= Incremental - only files that have been added/modified since the last backup are
backed up (faster, less secure)

Backups can be stored locally (secondary storage) or remotely (cloud)

Backup software can be purchased or come as a standalone application bundled with
an operating system

o

Worked Example
Draw one line from each utility software toits correct description.

Utility software Description
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Disk formatter

Defragmentation

Back-up

Disk repair

Answer

problems

Scans software for errors and repairs the

Moves parts of files so that each file is
contiguous in memory

required

Creates a copy of data that is no longer

Sets up a disk so it is ready to store files

Scans for errors in a disk and corrects them

lost

Creates a copy of data in case the original is

Disk formatter

Scans software for errors and
repairs the problems

Defragmentation

Moves parts of files so that
each file is contiguous in
memony

Creates a copy of data thal is
no longer required

Sets up a disk so it is ready
to store files

Back-up
Disk repair
\
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Programlibraries ,

Your notes

Programlibraries
Whatis a programlibrary?

= Aprogramlibraryis a collection of pre-written code (called library routines) that
programmers canreuse in their own software

= Theseroutines can perform common tasks such as:
= Sorting
= Displaying graphics
= Playing sounds
= Managing data

= Advantages of using program libraries includes:

Advantage Explanation

Saves development | Pre-writtenroutines canbe reused, so programmers don’t need
time to write common functions from scratch

Promotes code Well-tested routines can be used in multiple programs, reducing
reuse duplication

Improves reliability Library routines are usually thoroughly tested and debugged,
reducing the chance of errors

Easier maintenance | Updatestoalibraryroutine automatically benefit all programs
that use it (especially with DLLs)

Efficient memory Dynamic link libraries (DLLs) are only loaded when needed at
usage runtime, saving systemresources

Standardisation Promotes consistency inhow common tasks (e.g. file handling,
sorting) are implemented

WhatisaDLL?

= ADynamic Link Library (DLL) is a file that contains pre-written code, such as functions
orroutines, that can be used by multiple programs at runtime

Aspect Advantages Disadvantages
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Program Size

Reduces program size by keeping
reusable code separate

Memory Usage | Saves memory by sharing DLLs -
between programs
Code Reuse Encouragesreuse of common -
routines (e.g. sorting, sound)
Modularity Supports modular design foreasier | -
development and maintenance
Ease of Update aDLL once toimprove all Can cause version conflicts if
Updates programs that useit newer DLLs aren’t compatible

Dependencies

External DLLs canbe reused by
many applications

Program may fail torunif a
required DLL is missing

o

Answer

1, SaveMyExams

Worked Example

© 2026 Save My Exams, Ltd.

Security - Malicious or altered DLLs can
pose security risks
Debugging - Errorsin DLLs canbe hard to
trace across multiple programs
p

Jenniferis writing a computer program for her A Level homework.
Jenniferuses a program library to help her write her computer program.

Describe how a program library can be used while writing a computer program. [2]

= Program libraries store pre-written functions and routines [1 mark]
= The programlibrary can bereferenced/imported [1 mark]
= The functions/routines can be called in her own program [1 mark]

4

Your notes
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Translator types

Whatis a translator?

Atranslatoris a program that translates program source code into machine code so
thatit can executed directly by a processor

Low-level languages such as assembly code are translated using an assembler

High-level languages such as Python are translated using a compiler orinterpreter

Assembler, compiler, interpreter

Whatis an assembler?

An assembler translates mnemonics written in assembly language (low-level)in to
machine code

Eachlime of assembly language is assembled into a single machine code instruction

Assemblers have been used less and less since high-level languages were introduced

Advantages Disadvantages

Speed of execution Difficult to write due to limited and hard to understand

commands

Optimises the code Changes meanit must be reassembled

Original source code willnotbe | Designed solely for one specific processor
seen

Whatis acompiler?

A compiler translates high-level languages into machine code allin one go
Compilers translate inputsinto machine code directly

Compilers are generally used when a programi is finished and has been checked for
syntax errors

Compiled code can be distributed (creates an executable) and run without the need
for translation software

If compiled code contains any errors, after fixing, it will need re-compiling

Advantages Disadvantages

Speed of execution Canbe memory intensive
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Optimises the code

Difficult to debug

Original source code willnot be seen Changes mean it must be recompiled

Your notes

Itis designed solely for one specific processor

Whatis aninterpreter?

= Aninterpreter translates high-level languages into machine code one line at a time

= Eachlineis executed aftertranslation and if any errors are found, the process stops

= |nterpreters do not generate machine code directly, appropriate machine code

subroutines are called

= |nterpreters are generally used when a program is being written in the development

stage

= [nterpreted codeis more difficult to distribute as translation software is needed for it

torun

Advantages

Disadvantages

Stops whenit finds a specific syntax errorin
the code

Slower execution

Easierto debug

Every time the programisrunit has to be
translated

Require less RAM to process the code

Executed asis, no optimisation

LEVELS OF ABSTRACTION IN PROGRAMMING
LANGUAGES

MORE
ABSTRACT

HIGH-LEVEL
INTERPRETED LANGUAGES

PYTHON, JAVASCRIPT

HIGH-LEVEL
COMPILED LANGUAGES

ASSEMBLY CODE

ASSEMBLY LANGUAGE

MACHINE CODE

HEXADECIMAL REPRESENTATIONS
OF BINARY CODE

BINARY CODE BINARY — NOT HUMAN—-READABLE

1, SaveMyExams
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Compiler vsinterpreter

Aspect

Compiler

Interpreter

Software

needed by user

Endusers only need the
executable file, not the compiler
- so there’s no extra cost or
setup

End users need aninterpreter or
compilerto translate and run the
source code - may involve setup
orcost

Accessto Users do not receive the source Usersreceive the full source
source code code, so they can’t modify or code, making it easier to modify
extend the program or extend the program
themselves
Control and Developers keep control of the Developerslose control over

monetisation

code and can charge for
upgrades or customisations

theircode, making it harder to
monetise upgrades or prevent

copying

Speed of
execution

Compiled programs run faster, as
translationis donein advance and
optimised machine codeis used

Interpreted programs run slower,
since eachlineis translated every
timeitruns

Error handling

Compiled programs don’t run
until all syntax and semantic
errors are fixed

Errors are caught oneline ata
time, making it easier for the
developerto test and fix during
development

4

Your notes

Portability Compiled code canberunon Interpreted programs must be
different machines, regardless of | interpreted onthe same type of
where it was compiled machine - less portable

Debugging More difficult to test sections - Developers can view partial

experience developers need to write special | results as they go, making it
routines to check partial results easierto test, debug, andrefine

ideas

Crashrisk Untested compiled programs Interpreted programs are safer
may crash the system if run with during testing - errors are caught
errors before the system cancrash

User Users arereliant on the Users have full access to code

independence developer forupdates or and libraries, giving them
modifications - they can’t edit the | freedom to customise or fix the
code themselves program
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Mixed mode translation
What is mixed mode translation?

= Mixed mode translation combines features of both a compiler and aninterpreter

= |nstead of fully compiling orinterpreting the code, the programis partially compiled
into anintermediate form, which is then interpreted at runtime

= |tworks by:
= The source code is compiled into intermediate code, not fullmachine code

= Thisintermediate code (e.g. bytecode)is interpreted by a virtual machine (e.g. the
Java Virtual Machine - JVM)

= Optionally, some parts may later be just-in-time (JIT) compiled into machine code
forbetter performance

= Javauses mixed mode translation:
= Javasource code is compiled to bytecode (.class file)

= Bytecodeisinterpreted (or JIT compiled) by the JVM on any platform

Feature Compiler Interpreter Mixed mode translation

Translation Entire program at Onelineata Compiles to intermediate
once time code

Speed of Fastest (fully Slowest Medium (JIT makes it faster

execution compiled) overtime)

Portability Not portable Not portable Highly portable (across

platforms)

Errors shown After full Oneatatime During compile orruntime
compilation
Requires runtime No Yes Yes (e.g.JVM)
system
Example C,C++ Python, Java, C# (with .NET CLR)
languages JavaScript
p
Worked Example
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Jenniferuses an Integrated Development Environment (IDE) to write her computer ,
program.
Your notes
The IDE allows Jennifer to use both aninterpreter and a compiler while creating her
computer program.
Describe the ways in which Jennifer can use both a compiler and aninterpreter while
developing the program.[4]
Answer
Interpreter:
= Useaninterpreter while writing the program [1 mark]
= . totest/debugthe partially completed program [1 mark]
= . because errors canbe corrected and processing continue from where the
execution stopped // errors canbe correctedinreal time // errors are identified
one atatime [1mark]
Compiler:
= Use the compiler after the programis complete [1 mark]
= . tocreate anexecutable file [1 mark]
= Usethe compilertorepeatedly test the same (completed) section[1 mark]
= . withouthavingtore-interpret every time // compiler not needed at runtime [1
mark]
\
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Development tools ,

Your notes
WhatisanIDE?
= Anlintegrated Development Environment (IDE) is a software tool that provides
programmers with a comprehensive and integrated platform to write, edit, compile,
debug, and manage their code efficiently
= |DEsare designed to streamline the software development process by offering awide
range of features and tools that can help programmers
= |DEscanbe anapp to download or can be web-based
IDE features
Syntax highlighting (pretty printing)
= |DEs use syntax highlighting to visually distinguish different elements of code based on
their syntax
= The IDE assigns distinct colours or styles to keywords, strings, comments, variables,
functions, and otherlanguage constructs
= Syntax highlighting helps programmers quickly identify and differentiate code
components, reducing the chance of syntax errors and improving code comprehension
= |nthis example Python code, you can see that the code comments are displayedinred,
the strings are displayed in green and the print commands are displayedin purple
# global variable
global_var = "I am a global variable"
def modify_global_var():
# declaring variable as global
global global_var
# modifying global variable
global_var = "I have been modified"
print(global_var) # outputs: I am a global variable
modify_global_var()
print(global_var) # outputs: I have been modified
Syntax highlightinginan IDE
Autocomplete
= Autocomplete will suggest code completions as programmers type
= Forexample, as developers start typing a variable, function, ormethod name, the IDE
displays alist of available options
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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= Anotherexampleis when programmers use opening brackets and the autocomplete /
facility will automatically add closing brackets

Your notes
= Code completionimproves productivity by reducing typing effort and preventing

typing errors and naming inconsistencies

= |DEs canautomatically correct common mistakes or typing errors made during coding.
When an error-prone sequence is detected, the IDE can suggest a correction, helping
developers fixminor errors as they type theircode

y_global_var def modify_global_var() ->

Code completioninan|DE

Autoindent

= Autoindent will automatically indent the programming code when you start anewline
of code within a code block

= They are commonly used in selection and iteration programming constructs

= |nthe example below, the indentationis automatic after starting to define the code
blockonline 04 andis clearly marked to show which lines of code are included within the
block.

def modify_global_wvar():

global_wvar

global_wvar = "I have been modified"

Code formatting with automatic indentation

Code comments

= Comments are lines of text within the code that are not executed but serve as
documentation and explanations for programmers

= |DEsenable developers to add single-line or multi-line comments to describe the
code's purpose, algorithmic steps, and any relevantinformation that will be useful to the
maintenance of the program

= Comments enhance code understanding, making it easier for developers to revisit and
modify code at alater stage

= Comments areingreenontheimage above

Syntax error highlighting
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IDEs can automatically highlight syntax errors in the code editor as developers type ,

This feature helps catch mistakes instantly, allowing programmers to address syntax- Your notes
relatedissues promptly

Syntax errors are highlighted with distinct colours, making them easily noticeable, even
before executing the code

Variable watch window

The watch window is a debugging tool that allows developers to monitor the values of
specific variables during runtime

Developers can add variables to the watch window and observe their values change as
the program executes

This toolis particularly valuable for understanding how variables evolve throughout the
program's execution and diagnosing issues related to variable values

Breakpoints

Breakpoints are markers that developers can set at specific lines of code to halt
program execution during runtime

When the program reaches a breakpoint, it pauses, allowing developers to inspect the
program's state and variable values and identify the cause of potential bugs

Breakpoints provide a controlled way to analyse code step-by-step

Error message list

The errormessage list displays a collection of errors, warnings, and messages
generated during the compilation and execution of the program

IDEs present detailed error descriptions and relevant code locations, enabling
programmers to address and correct issues systematically

Stepping mode

Stepping mode is a debugging mode that allows developers to execute the program
oneline atatime

Developers can choose between different step options, such as step into, step over,
and step out, to examine function calls and control flow

Step mode offers a granular view of the program's execution, making it easier to identify
the exact location of potential bugs

Crash dump/post-mortemreport

When a program crashes, IDEs can generate a crash dump or post-mortem report

This report captures the program's state and memory contents at the time of the
crash, helping developers diagnose the root cause of the crash after the program has
terminated unexpectedly

Stack contents
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= The stack contents tool allows developers to inspect the contents of the program'’s call ,
stack during debugging

Your notes
= [tshows the orderinwhich functions were called and the parameters and local variables

of each function

= Understanding the call stack, aids in understanding the program's flow and diagnosing
issuesrelated to function calls

o

Worked Example

Identify two debugging tools that a typical IDE can provide.[2]
Answer

e.g.

= Breakpoints [l mark]
= Single stepping [1 mark]
= Report windows [1mark]
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Security measures

Security, privacy, integrity

What s the difference between data security,
privacy and integrity?

Term Definition Key focus Example
Data Protecting data from Preventing Using encryption,
Security | unauthorised access, breaches orleaks firewalls, and passwords
theft, orattacks to protect stored data
Data Ensuring datais collected, | Controllingwho Asking foruser consent
Privacy stored, and sharedina canaccessand before collecting or
way that respects the use personal data sharing personal
user’'srights information
Data Ensuring datais accurate, | Maintaining Using checksums or
Integrity | complete, and unaltered | correctnessand validationrules to detect
during storage or transfer reliability accidental or
unauthorised changes

= Security = keeping data safe from threats (e.g. hackers)

= Privacy = making sure data is used fairly and with consent

= Integrity = making sure data stays accurate and unchanged

Protection techniques

Useraccounts

= Useraccounts are designed to control access to computer systems

= They help protect data and systemresources by ensuring only authorised individuals

canloginand perform specific tasks

Passwords

= Passwords are a digital lock to prevent unauthorised access to an account

= Theyare often stored as an encrypted/ciphered text entry in a database, ensuring that
even with unauthorised access to a database, a hacker would not be able to gainaccess
to the individual passwords of users

Authentication

1, SaveMyExams
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= Authenticationis the process of ensuring that a system s secure by asking the user to ,
complete tasks to prove they are an authorised user of the system

Your notes
= Authenticationis done because bots can submit datain online forms
= Authentication canbe doneinseveral ways, including:

= Digital signatures

= Biometrics

Digital signatures

= Adigital signatureis a secure way to prove that a digital message or document was
sent by a specific person and that it has not been altered

= |tactslike a digital stamp of approval, confirming:
= Who sent the data (authentication)

= That the data hasn’tbeen changed (integrity)

Biometrics

= Biometrics are anindividuals personal characteristics used to identify them, such as
= Fingerprints
= |ris/retina scans (eyes)
= Voicerecognition

= Biometrics provide a very secure method of confirming a users identity before allowing
access/permission to acomputer system

= Biometric measures are often used on mobile devices to provide secure access

Firewall
= Afirewallis abarrier between a network and the internet

= Afirewall prevents unwanted traffic from entering a network by filtering requests to
ensure they are legitimate

= |tcanbe both hardware and software and they are often used together to provide
stronger security to a network

= Hardware firewalls will protect the whole network and prevent unauthorised traffic

= Software firewalls will protect the individual devices on the network, monitoring the
data going to and from each computer

Anti-virus software

= Anti-virus software is a term used to describe a combination of different software to
prevent computers from being susceptible to viruses and other malicious software
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= Anti-virus scans through email attachments, websites and downloaded files to search ,

forissues
Your notes
= Anti-virus software has a list of known malware signatures to block immediately if they
try to access yourdevice in any way
= Anti-virus will also perform checks for updates to ensure the database of knownissues
isup todate
Anti-spyware software
= Anti-spyware s a type of security software designed to detect, block, and remove
spyware from a computer system
= Spywareis a type of malicious software (malware) that secretly gathers information
about a userwithout theirknowledge
= |tcan:
= Record keystrokes (e.g. passwords, credit card numbers)
= Monitor browsing habits
= Access files and send them to a third party
Encryption
= Encryptionis the process of converting data into a secret code so that only authorised
users canread it
= |tprotects sensitive information (like passwords, personal data, or messages) from
unauthorised access, especially when datais stored or sent over a network
Type Description
Symmetric | The same key is used to encrypt and decrypt. Fast but key must be shared
securely
Asymmetric | Uses a public key forencryption and a private key for decryption. More
secure forsending data
p
Worked Example
A company has several security measures in place to prevent unauthorised access to
the data onits computers.
Describe the difference between the security and privacy of data.[2]
Answer
= Security protects data against loss [1 mark]
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l = Privacy protects data against unauthorised access[1 mark] ,

Your notes
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Threats /

Your notes

Network & internetrisks
What are common network & internet risks?

Hackers
= Ahackeris someone who gains unauthorised access to computer systems or networks
= Hackers often exploit security weaknesses to:
= Steal sensitive data
= Gain control of systems
= Cause damage or disruption

= Hackers are considered cybercriminals when their actions are illegal or harmful.

How do hackers gainaccess?
= Hackerslook foropportunities or vulnerabilities in systems, such as:
= Unpatched software - Missing security updates can leave systems exposed
= Qut-of-date anti-malware - Older protection can fail to detect new threats

= Weak passwords - Simple orreused passwords are easy to guess or crack

Effects of a hacker attack

= When a hacker successfully gains access, it canlead to:

Effect Impact

Databreaches Personal orcompany informationis leaked or stolen

Malware installation | Hackers may install viruses or spyware to cause further harm

Dataloss Important files may be deleted or corrupted

Identity theft Stolen personal data can be used to impersonate individuals

Financial loss Hackers may access bank accounts ordemand ransom payments

How can hacking be prevented?
= There are several methods to reduce therisk of being targeted by hackers:

= Use strong passwords that are long and hard to guess
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= Enable two-factor authentication for extralogin security ,
= Install and regularly update anti-malware software Your notes
= Use firewalls to block unauthorised access to the network
= Keep all software up to date with security patches
Phishing
= Phishingis a form of social engineering

= |tinvolves sending fraudulent, legitimate-looking emails to alarge number of email
addresses, claiming to be from a reputable company or trusted source to try and gain
access to your details

= Phishing often tries to coax the user to click on alogin button to enter their details

What are the effects of phishing?

= The creator of the email can gain unauthorised access to personal data such aslogin
information, bank accounts and more

= Phishing canlead to identity theft or fraudulent activity on credit cards and bank
accounts

How can phishing be prevented?
= Phishing can be prevented by:
= Anti-spam filters to avoid fraudulent emails arriving in a user's inbox

= Training staff to recognise fraudulent emails and to avoid opening attachments
fromunrecognised senders

= Useraccesslevels to prevent staff from being able to open files-types such as
executable (.exe) files and batch (.bat) files

Pharming

= Pharmingis typing a website addressinto a browseranditis redirected to a 'fake’
website to trick a userinto typing in sensitive information such as passwords

= Anattackerattemptsto alter DNS settings or change a users browser settings to
redirect users to the fraudulent website

What are the effects of pharming?

= The creator of the malicious content can gain unauthorised access to personal data
such aslogininformation, bank accounts and more

= Pharming canlead to identity theft or fraudulent activity on credit cards and bank
accounts

How can pharming be prevented?

= Pharming canbe prevented by:
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= Keeping anti-malware software up to date ,
= Checking URLs regularly Your notes

= Make sure the padlockiconis visible

Malware

= Malware (malicious software) is the term used for any software that has been created
with malicious intent to cause harm to a computer system

= Examples of issues caused by malware include
= Filesbeing deleted, corrupted or encrypted
= |nternet connectionbecoming slow orunusable
= Computer crashing or shutting down

= Malware can existin many forms, each designed to performitsrole in different ways

Malware What it Does
Computer = Aprogramwhich canreplicate itself on a user's computer. It contains
virus code that will cause unwanted and unexpected events to occur

= Examples of issues a user may experience are
= Corruptfiles
= Delete data

= Prevent applications from running correctly

Trojan = Sometimes also called a Trojan Horse

= Trojans disguise themselves as legitimate software but contain
malicious code in the background

Spyware = Software which will allow a person to spy on the users' activities on
theirdevices

= This form of software will be embedded into other software such as
games or programs that have been downloaded fromillegitimate
sources

= Spyware canrecord your screen, log your keystrokes to gain access
to passwords and more

How can malware be prevented?
= To protect against the threat of malware:
= Ensure codeis written correctly

= Keep anti-malware software up to date
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= [nstall a firewall ,

= Educate users Your notes
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Data protection 4

Your notes
Accessrights
= Accessrights control what users can see or do on a network
= Theyensure that users can access the files and resources they need for theirrole, and
can’t access information they shouldn’t
= Accessrights are assigned based on a user’srole, responsibilities, or security
clearance
Accessright What it means
Full access The user can open, create, edit, and delete files or folders
Read-only access | Theusercanopenand view files but cannot edit or delete them
No access The user cannot see or interact with the file or folder at all
Example: accessrights on a school network
User group Accessrights
Administrators | Unrestricted access - Canaccess and control all files, folders, and
settings
Teaching Staff | Partially restricted access - Can access student data but not other
staff files
Students Restricted access - Can only access their own files and folders
= Userscanbegrouped (e.g. “Year11”, “Staff”, “Admin”) and given access rights as a group
= Accessrights canbe assigned to files, folders, or whole systems
= This helps protect confidential data, improves network security, and supports efficient
collaboration
Encryption
= Encryptionis a method of scrambling data before being transmitted across a network in
orderto protect the contents from unauthorised access
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= While encryptionisimportant on both wired and wireless networks, it's even more ,
critical on wireless networks due to the data being transmitted over radio waves, making

it easy tointercept

Your notes

How is wireless data encrypted?

= Wireless networks are identified by a 'Service SetIdentifier' (SSID) which along with a
passwordis used to create a 'master key'

= Whendevices connect to the same wireless network using the SSID and password they
are given a copy of the master key

= The masterkeyisused to encrypt datainto 'cipher text', before being transmitted

= Thereceiverusesthe same masterkey to decrypt the cipher text back to 'plain text'

= To guarantee the security of data, the master key is never transmitted. Without it, any
intercepted dataisrendered useless

= Wireless networks use dedicated protocols like WPA2 specifically designed for Wi-Fi

security

| MASTER KEY

MASTER KEY

How is wired data encrypted?

= Wired networks are encryptedin a very similar way to a wireless network, using a master
key to encrypt data and the same key to decrypt data

= Encryption onawired network differs slightly asitis often left to individual applications
to decide how encryptionis used, forexample HTTPS
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Integrity methods 4

Your notes
Validation & verification
Whatis validation?
= Validationis an automated process where a computer checks if a userinput is sensible
and meets the program's requirements
= There are seven categories of validation which can be carried out on fields and data
types, these are
= Range check
= Formatcheck
= Lengthcheck
= Presence check
= Existence check
= Limitcheck
= Checkdigit
= There canbe occasions where more than one type of validation will be used on a field
= Anexample of this could be a password field which could have alength, presence and
type checkonit
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s
L O g | n Your notes

NEW TO THIS SITE? SIGN UP

EMAIL
TEST a8

DOUBLE CHECK YOUE EMAIL AND TRY AGAIN.

PASSWORD

esese

FORGOT PASSWORD?

LOG IN

OR LOG IN WITH

G 0O

Whatis verification?

= Verificationis the act of checking data is accurate when being transferred or entered
into a system

= Verification methods include:
= Parity check (transfer)
= Checksum (transfer)
= Double entry checking (entry)

= Visual checks (entry)

Validation methods

Validation Definition Example
type

Range check | Ensures anumberfalls withinaset | Validatingthat a percentageis
range between 0 and 100
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Limitcheck | Checksthatavalue doesnot Ensuringno more than 5items canbe
exceed a maximum limit boughtin a special offer

Length Checks the length of a string Confirming a PIN is exactly 4 digits

check long

Typecheck | Checksthattheinputisofthe Ensuring ageis entered as awhole
correct datatype number

Presence Checks that datahasbeen Making sure aregistration formis not

check entered and the fieldisnotblank | submitted with blank fields

Existence Checks that areferencedvalue Confirming a student ID entered

check existsin adatabase orlist existsinthe schoolrecords

Format Ensures dataisinthe correct Making sure an email address

check format (e.g. patterns) contains'@' and adomainlike .com'’

Whatis acheck digit?

= Acheckdigitisthelast digitincludedinacode orsequence, used to detect errorsin
numeric data entry

= Examples of errors that a check digit can help to identify are:

= Incorrect digits entered

= Omitted or extra digits

= Phonetic errors

= Addedto the end of a numerical sequence they ensure validity of the data

= Calculated using standardised algorithms to ensure widespread compatibility

= Examples of where check digits can be usedinclude:

= ISBN book numbers

= Barcodes

ISBN book numbers

= Eachbookhasaunique ISBN number that identifies the book

= Astandard ISBN number may be ten digits, forexample, 965-448-765-9

= The checkdigit value is the final digit (9 in this example).

= Thisnumberis chosen specifically so that when the algorithm is completed theresultis a

whole number (aninteger) with no remainder parts
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= Acheckdigitalgorithmis performed on the ISBN number and if the result is a whole ,
number, then the ISBN is valid

Barcodes Your notes

= Barcodes consist of black and white lines which can be scanned using barcode
scanners

= Barcode scanners shine alaser on the black and white lines which reflect light into the
scanner

= Thescannerreads the distance between these lines as numbers and canidentify the
item

= Barcodes also use a set of digits to uniquely identify eachitem

= The final digit on a barcode is usually the check digit, this can be used to validate and
authenticate anitem

Verification methods
Whatis a parity check?

= Aparity check determines whether bits in a transmission have been corrupted
= Every byte transmitted has one of its bits allocated as a parity bit

= The senderandreceiver must agree before transmission whether they are using odd or
even parity

= |f odd parity is used then there must be an odd number of 1’s in the byte, including the
parity bit

= |f even parity is used then there must be an even number of 1’s in the byte, including the
parity bit

= The value of the parity bitis determined by counting the number of 1’s in the byte,
including the parity bit

= |f the number of I's does not match the agreed parity then an error has occurred

= Parity checks only check that an error has occurred, they do not reveal where the
error(s) occurred

Even parity

= Below is an arbitrary binary string

EVEN Byte
Parity bit

= |f an even parity bitis used then all bits in the byte, including the parity bit, must add up
to an even number
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= There are four1'sinthe byte ,

= This means the parity bit must be O otherwise the whole byte, including the parity Your notes
bit, would add up to five whichis an odd number

Odd parity

= Belowis an arbitrary binary string

OoDD Byte
Parity bit

= |f an odd parity bitis used then all bits in the byte, including the parity bit, must add up to
an odd number

= There are fourI'sin the byte. This means the parity bit must be a1 otherwise the
whole byte, including the parity bit, would add up to four which is an even number

= Thetable below shows a number of examples of the agreed parity between a sender
andreceiver and the parity bit used foreach byte

Example # | Agreed parity | Parity bit Main bit string Total number of 1’s
#1 ODD (0} T|1[0[T1T(O(|T1]1 5
#2 EVEN 1 ojojo|1(0|0]|O 2
#3 EVEN 1 o|j1jo|1|1]1]1 6
#4 ODD 1 o|1|]1|1]0]0]|1 5
#5 ODD 1 1T|]0(1(0|1(|0]1 5
#6 EVEN (0} 1|{o0(Of1T(1(|1|O 4

= Example #1: The agreed parity is odd. All of the T’s in the main bit string are added (5). As
this numberis odd already the parity bit is set to 0 so the whole byte stays odd

= Example #2: The agreed parity is even. All of the T's in the main bit string are added (1). As
this numberis odd the parity bit is set to 1to make the total number of 1’s even (2)

= Example #6: The agreed parity is even. All of the T’s in the main bit string are added (4).
As this numberis even already the parity bit is set to 0 so the whole byte stays even

How do errors occur?

= Whenusing parity bits, an error occurs when the number of total bits does not match
the agreed parity
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= Bitscanbe flipped or changed due to interference on a wire or wirelessly due to

weather or other signals

Example Agreed Parity Main bit string Total number Error
# parity bit of I’s
#1 ODD 1 110|110 1(1 6 Error
#2 EVEN 1 ofof1{ofo0foO 2 No
error
#3 EVEN 1 1111111 7 Error
#4 ODD 1 111|100 1 5 No
error
#5 ODD 1 OfT1(O[T1(|T1]1 6 Error
#6 EVEN (o} ofofof1(f1{o0 3 Error

= Parity checks are quick and easy to implement but fail to detect bit swaps that cause
the parity toremain the same

What are parity byte & block checks?

= Parity blocks and parity bytes can be used to check an error has occurred and where
the errorislocated

= Parity checks on their own do not pinpoint where errors in data exist, only that an error
has occurred

= Aparity block consists of a block of data with the number of 1's totalled horizontally and

vertically

= Aparity byteis also sent with the data which contains the parity bits from the vertical
parity calculation

= Below s a parity block with a parity byte at the bottom and a parity bit columnin the
second column

Get more and ace your exams at savemyexams.com

oDD Paritybit | Bit2 | Bit3 | Bit4 | Bit5 | Bité | Bit7 | Bit8

Byte 0 1 1 0 1 0 1 1

Byte 2 0 0 0 ] 1 0 0 ]

Byte 3 1 0 1 ] 1 1 1 1
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Byte 4 1 0 1 1 1 0 0 1 ,
Your notes
Byte 5 1 1 (0] 1 0 1 0] 1
Byte 6 1 1 (0] (0} 1 1 1 (0}
Byte7 0 0 1 1 1 1 1 (0}
Byte 8 (0] 1 (0] 1 1 (0] 0] (0}
Parity byte o 1 1 1 1 1 1 1
= The above table uses odd parity
= Eachbyterow calculates the horizontal parity as a parity bit as normal
= Eachbit column calculates the vertical parity for each row, the parity byte
= |tis calculated before transmission and sent with the parity block
= Each parity bit tracks if a flip error occurred in a byte while the parity byte calculates if
an error occurred in a bit column
= By crossreferencing both horizontal and vertical parity values the error can be
pinpointed
= |Inthe above example the byte 3 / bit 5 cellis the errorand should be a O instead
= The error could be fixed automatically or a retransmission request could be sent to the
sender
Whatis achecksum?
= Achecksumisavalue that canbe usedto determine if data has been corrupted or
altered
= |tindicates whether data differs from its original form but does not specify where
= Checksums are calculated using an algorithm and the value is added to the
transmission
= Thereceiving device re-calculates the checksum and compares to the original
= |fthe checksums do not match, itis assumed an error has occurred
What is double entry checking?
= Double entry checkinginvolves entering the data twice in separate input boxes and
then comparing the data to ensure they both match
= |fthey donot, anerrormessage is shown
Whatis avisual check?
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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= Avisual checkinvolves the user visually checking the data on the screen ,
= Apopup ormessage then asks if the datais correct before proceeding Your notes

= [fitisn’tthe user then enters the data again
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Professional ethics /

Your notes
Ethics as a computing professional
What are ethics?
= Ethicsare aset of principles that help us decide what is right or wrong
= They guide how we behave and make decisions, especially in situations where there
isn'ta clearanswer
= |ncomputing, an ethical issue is when technology creates a situation that challenges a
person’s morals and values
= Theseissues canbe difficult because:
= Technology moves fast, but laws take time to catch up
= There may be no single “correct” answer
= Choices canhave serious consequences for both individuals and society
Computer ethics
= Computer ethics are a set of principles that guide how computers and technology
should be used responsibly and fairly
= They help prevent misuse and protect people’s rightsin a digital world
= Thethree key areas of computer ethics are:
= Intellectual property rights
= |tisunethical to copy or use software, music, or digital content without
permission from the owner
= Example: Downloading and using paid software without alicence
= Privacy
= Users have theright to keep their personal information safe
= |tisunethical (andillegal) to access someone’s personal data without their
permission (e.g. hacking)
= Impactonsociety
= Computers affect how we work and live
= Ethicalconcernsinclude job losses due to automation, social media effects,
and digital addiction
= Theinternet has made plagiarism easier, this is when someone copies another person’s
work and claims it as their own
= |t’'snotwrong touse someone’sidea, but you must give credit
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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= Thisis done through:

= Footnotes Your notes
= References orcitations at the end of adocument
= Anti-plagiarism software exists to scan and detect copied content from websites
Ethical bodies
Whatis an ethical body?
= Anethicalbodyis anorganisation that publishes a code of conduct which its members
are expected to follow
= Beinga member of an ethical body shows a commitment to professional integrity and
maintaining high ethical standards in your work
= Examples of ethical bodiesinclude:
= British Computer Society (BCS)
= Institute of Electrical and Electronics Engineers (IEEE)
British Computer Society (BCS)
= The professional body forIT and computing in the UK
= Promotes ethical behaviour, good practice, and high standards in tech-related jobs
= Members follow a Code of Conduct to ensure responsible use of technology
Institute of Electrical and Electronics Engineers (IEEE)
= Aglobal organisation for engineers, developers, and computer scientists
= Setstechnical standards and encourages ethical and professional behaviourin tech
fields
= Known for publishing research and codes of ethics
Benefits of being a member of an ethical body
Benefit Explanation
Clear ethical guidelines Members follow a written code, so they don’t have to decide
whatis ethical on theirown
Trusted by clients and Clients and staff know the memberis working to recognised
colleagues standards
Professional reputation Being part of an ethical body shows you are reputable and
serious about yourwork
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Recognised skills and Entry may require qualifications or passing a test, showing
knowledge you meet high standards

Help and support Members can get advice (e.g. legal help) when needed

Training and development | Access to training courses helps members keep their skills
up to date

Ethical conduct

Example 1: Software development team
= Aproject managerleading a team of developers should:
= Treat all team members fairly, listen to theirideas, and avoid favouritism
= This helps team members feel valued.
= Respect work-life balance by avoiding unrealistic deadlines
= This supports betterteamwork and helps get the best work out of them
= Encourage collaboration and clear communication to avoid conflict

= Ateamthatworks welltogether creates a better product for the client

Example 2: IT support company owner
= AnIT company owner managing technicians who visit clients should:
= Provide fair pay and ongoing training to keep staff skilled and motivated
= Staff feel valued, which improves performance
= Promote ethical behaviour with clients (e.g. don’t overcharge or mislead)
= Builds trust within the team and with clients, leading to better service
= Create aculture of respect and teamwork, even under pressure

= Helps staff support each other and deliver a high-quality solution to clients

o

Worked Example

Aisha manages a team of software developers.

Explain the reasons why itisimportant that Aisha acts ethically inrelation to her team
members.[2]

Answer

= Tomake sure the team members feel valued [1 mark]

4

Your notes
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= Togetthe bestwork out of the team [1 mark] ,
= Toenable them to work well together [1 mark]
= Toenable themto create the best product for the client [Tmark] Your notes
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Legal frameworks 4

Your notes
Copyright
What s the Copyright Designs & Patents Act?
= This protects the intellectual property of anindividual oracompany
= |tmakesitillegal to copy, modify or distribute software or otherintellectual property
without the relevant permission
= |f original work is original, copyright will be automatically applied and will not expire until
25 -70years from the death of the creator depending on the type of work
= |f anindividual believes that theirwork has been copied it is theirresponsibility to take
actionunder the Copyright Designs and Patents Act
= Many sites online offer free downloads of copyrighted software/videos which prevents
the intellectual copyright holder from earning theirincome on the work they have
created
= E.g.If someone downloaded videos from Netflixand shared them with others, they
would be breaching the act
= The actcoversvideos and audio where peer-to-peer streaming prevents a copyright
owner fromreceiving anincome
What is Prohibited Under the Copyright, Designs &
Patents Act?
Primary breaches:
= Copying an original work
= |ssuing the copy of the original work to the public
= Renting/lending the copy of the original work to the public
= Performing, showing or playing the original work in public
= Making an adaptation of the original work
Secondary breaches:
= |Importing a copy of original work
= Possessing or dealing with a copy of the original work
= Providing means to make copies of the original work
= Permitting the use of premises for making copies of the original work
= Provision of props/equipment for a performance of a copy of the original work
[
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Case Study
Case Study

Ed Sheeran Vs Marvin Gaye (External link to bbc.co.uk)

A case was brought against Ed Sheeran about his song 'Thinking Out Loud'

Ed Sheeranwon his case which ruled that he did not copy ‘Let’s Get It On’ by
Marvin Gaye whilst composing ‘Thinking Out Loud’

The heirs of Gaye’s co-writer argued that Sheeran owed them money for
infringement of copyright

Sheeran said that if he was found guilty he would give up his music career

The songs were said to have a similar chord progression but it was argued that
these are the base of allmodern songs and should be free to use

Sheeranwon a high court battle in London in 2022 over the copyright of his 2017
song ‘Shape of You’

In2015 Gaye’s heirs won a $5.3m judgement from a lawsuit claiming that Robin
Thicke’s ‘Blurred Lines’ copied Gaye’s ‘Got to Give it Up’

o

Examiner Tips and Tricks

Examiner Tips and Tricks

Make sure that you specify that the Copyright Design and Patents Act covers
original work and is automatically applied from the creation of the work, then talk
about what this means for the distribution of the work. For example:

= The work was protected by the Copyright Designs and Patents act when it
was created. Therefore if anyone wishes to distribute it they have to gain the
owner’s permission, if they just posted it to the internet then this would be in
breach of the act.
Also when referring to the name of the act, ensure you use its fullname (The
Copyright, Designs and Patents Act). It's not called the Copyright Act. If youuse a
shortened version it may cost you marks in the exam

Software licensing

Commercial

= Users must pay for the software

= The developerearns anincome from each purchase

= The softwareis copyrighted, so:

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com
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= | egalactioncanbe taken against piracy orillegal distribution ,

Shareware

Your notes

Software s free to try, often with time or feature limitations
Users must pay to unlock the full version
The software is copyrighted, so:

= Users cannot edit or redistribute the program legally

= The developerretains control

This model encourages users to try before buying, increasing the chance of a sale

Freeware

Software s free to use and download

Itis still copyrighted:
= Users cannotlegally edit, copy, or sell the software
= The developer keeps ownership and control

Although free, users must still follow the licence conditions

Open Source Initiative (OSI)

The Open Source Initiative promotes software that is freely available and open to
everyone

Open source software comes with alicence that:
= Allows users to view, edit, and share the source code
= Encourages collaboration and improvement by the community

Opensource does not always mean free, some open-source software is paid, but users
canstill see and change the code

Developers must still credit the original authors when modifying or sharing the software

Example: Linux, Firefox, Apache Web Server

Free Software Foundation (FSF)

The Free Software Foundation promotes freedom, notjust free price
It supports software that gives users four essential freedoms:

1. Freedom to run the program for any purpose

2.Freedom to study how the program works, and change it

3. Freedom toredistribute copies

4. Freedom to improve the program and share improvements
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= Thistype of software is often referred to as free software orlibre software, and it usually ,
provides access to the source code

Your notes
= The FSF supports userrights, transparency, and collaboration
= Example: GNU/Linux, LibreOffice, GIMP
Feature Commercial | Shareware | Freeware | OpenSource | Free
(0S8lI) Software
(FSF)
Costtouse Mustbe paid | Freetrial, Freetouse | Oftenfree,but | Always
for then pay for not always freetouse
full version
Accessto No No No Yes Yes
source code
Canbe edited | No - No - No - Yes - with Yes - full
or modified protected by | protected cannot conditions freedom
copyright by editor under OSI to modify
copyright change licences
Redistribution | No No No Yes (under Yes
allowed licenceterms) | (freedom
to share
and
improve)
Copyrighted Yes Yes Yes Yes Yes
Developer Developer Developer | Developer | Sharedcontrol | Users have
control retains full retains retains between full control
control control control developers
andusers
Focus Developer Try before Free use Collaboration | Software
income and you buy only and freedom
protection transparency and user
rights
p
Worked Example
A game willbereleased underalicence.
Tick one ormore boxesin eachrow to identify the licence(s) each statement
describes.[4]
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Statement

Free Software
Foundation

Open
Source
Initiative

Shareware | Commercial ,

Software
Your notes

The user can edit
the source code

The user must
always pay before
being

able touse the
software

The usercan
redistribute the
software

The user always
getsatrial period

Answer

Tmark foreach correct column

Statement

Free Software
Foundation

Open
Source
Initiative

Shareware | Commercial
Software

The user can edit
the source code

4

The user must
always pay before
being

able tousethe
software

The usercan
redistribute the
software

The useralways
getsatrial period
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Artificialintelligence (Al) 4

Your notes
What s artificial intelligence?
= Artificial intelligence (Al) is a machine that can simulate intelligent behaviours similar to
that of ahuman
= Alisasystemthatcan:
= Learn-acquire newinformation
= Decide - analyse and make choices
= Actautonomously - take actions without humaninput
= There are two main types of Al:
= Weak Al, also known as narrow Al, is designed to perform a specific task or set of
tasks
= Strong Al, also known as artificial generalintelligence (AGlI), is designed to perform
any intellectual task that a human can do
Advantages and disadvantages of Al
Advantages Disadvantages
Increased efficiency Joblosses
Increased accuracy Potential for biased decision making
Scalability Ethical concerns overitsuse
Characteristics of Al
= Alshares three common characteristics:
= Collection of data
= Rules forusing data
= Ability toreason
Collection of data Rules for using data Ability to
reason
Al systemsrequire large amounts | Al systems canuse logical It canchange
of data to perform tasks reasoning to evaluate information | its ownrules
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The datais processed using rules and make decisions basedonthat | anddata ,
or algorithms that enable the information

system to make decisions and Your notes
predictions

Impact of Al

Social

Workforce
= Aladoptionis expected to significantly change employment structures:
= Automation may replace someroles, leading to unemployment or job role changes

= Atthe same time, new jobs will emerge that require Al knowledge or human-Al
collaboration

= To support this shift, reskilling and upskilling programmes are essential, ensuring
the workforce is prepared for Al-driven transformations

Education & Accessibility
= Therise of Alintroduces concerns around equal access:

= Those with better technology, education, and internet access may benefit more
from Al, creating a digital divide

= To prevent social disparities, it isimportant to ensure equal access to Al education,
tools, and training for all communities

Healthcare

= Alhasthe potential to transform healthcare, but raises important ethical and safety
concerns:

= Alcanimprove diagnosis, treatment planning, and patient monitoring

= However, Al systems are not infallible - a wrong diagnosis or treatment
recommendation can have serious consequences

= |tisvitalto determine the extent of human oversight
= Decisions made solely by Al in critical situations can be risky

= The question of who is responsible when something goes wrong (the developer,
the Al system, or the healthcare provider) creates complex legal and ethical
challenges

= Clearguidelines and regulations are needed to define responsibility and ensure
patient safety

Economic
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Employment & industry j
= Aladoption can significantly reshape entire industries, leading to: Your notes
= Job displacementin sectors thatrely heavily onroutine or manual work

= Increased productivity and efficiency in areas such as manufacturing, logistics, and
finance

= Agrowing demand for Al-related roles, such as data scientists and machine
learning engineers

= Tominimise negative effects, governments and businesses must invest in retraining
and upskilling programmes to help workers transitioninto new roles

Business & innovation

= Alcanbe acatalyst foreconomic growth by:

= Enabling new business models, such as personalised services or automated
customer support

= Supporting fasterinnovation cycles by improving R&D processes.
= Reducing operational costs through automation and predictive analytics

= However, small businesses may struggle to compete with large companies that have
more resources to investin Al

= Potentially widening economic inequalities between organisations

Market dynamics & inequality
= The deployment of Al can:

= Concentrate wealth and powerinlarge tech companies that control key Al tools
and data

= Create monopolistic advantages, leading to reduced market competition

= Require policymakers to consider new economic models and regulation to ensure
fairaccess to Al technologies and prevent deepening income inequality

Environmental

Energy consumption
= Alsystems, especially large-scale models, require vast computing power, which can:
= | eadto high electricity usage and significant carbon emissions
= Strain power grids if deployed at scale without renewable energy support
= Efforts mustbe made to:
= Optimise Almodels to be more energy-efficient

= Encourage the use of green data centres powered by renewable energy sources
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Climate modelling & sustainability ,
= Al canbe a powerful tool for environmental protection: Your notes

= Helpsinclimate modelling, predicting weather patterns and analysing
environmental data

= Aidsin optimising energy use, improving efficiency in smart grids and buildings

= Supports sustainable agriculture by analysing soil, weather, and crop data to
reduce waste and overuse of resources

= However, the positive environmental applications of Al must be weighed against its
resource demands, ensuring that the netimpact supports climate goals

E-waste and hardware lifespan
= Aladoptiondrives demand for specialised hardware (e.g. GPUs, TPUs), which:
= Canshortenthelifespan of devices due to rapid advancementsin Al capability
= Increases the volume of electronic waste, adding pressure to recycling systems

= Sustainable practicesin hardware design, recycling, and component reuse are
essential toreduce Al's environmental footprint

o

Worked Example
Aisha manages a team of software developers.

The team are developing a computer game where the user plays a board game (such
as chess) against the computer.

Describe how the computer would use Artificial Intelligence (Al) to play the board
game.[3]

Answer

= Therules/past moves /decision making algorithms of the game will be stored [1
mark]

= The Alprogramis trained, by playing many times [1 mark]

= Alwilllook (ahead) at possible moves [1 mark]

= .and/oranalyse the pattern of past choices[1 mark]

= . andchoose the move most likely to be successful [1mark]

= Computercouldlearnhow toimprove //learn from previous mistakes [1 mark]

= . bystoring the positive/negative result of choices [1 mark]

= . andchangingits future choices [1 mark]

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com

Study copy distributed by EduResource ZA | eduresourcza.com

14


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

Cambridge (CIE) AS e
Computer Science

Database Concepts

Contents

3 Database models
3 Database design
3 Database normalisation

4 SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 1

Study copy distributed by EduResource ZA | eduresourcza.com


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

Database models /

Your notes
Whatis a file-based system?
= Afile-based systemrefersto any system where datais stored in separate files (e.g. text
files, spreadsheets)
= Eachapplication or department may have its own files, often with redundant or
duplicated data
= Thereis no central control or shared structure, files are often standalone
= Commoninoldersystems or small-scale setups
Limitations
Limitation Explanation
Dataredundancy The same datais stored in multiple files, leading to
duplication
Datainconsistency If one file isupdated but others aren’t, the databecomes
unreliable
Lack of data integrity It's harderto ensure datais accurate and consistent across
all files
Poor security Limited control over who can access or modify different files
Difficult to update Changes must be made in several places, increasing time
andrisk of error
Limited scalability Not suitable forlarge volumes of data or complex data
relationships
No central control Each application managesits own data, leading to lack of
coordination
Hard to manage Cannot easily link related data across files (e.g. customers
relationships and theirorders)
= Aflat file database is one that stores all datain a single table
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= |tissimple and easy to understand but causes dataredundancy, inefficient storage

andis harder to maintain

= Arelational database is one that organises data into multiple tables Your notes
= |tuseskeystoconnectrelated data whichreduces dataredundancy, makes
efficient use of storage and is easier to maintain
= Consider this example flat file table of students
ID | first_name | last_name | Personal tutor FormRoom
1 sam smith Roger Hinds 6b
2 | fred lynch Jess Little 8j
3 | depak noor Roger Hinds 6b
4 archie henns Mary Kent 8k
B helga jordan Mary Kent 8k
6 lizzy bell Mary Kent 8k
7 | xavier horten Jack Berry 3m
= This table has redundant data - the tutor and formroom information repeats
= Thisisinefficient
= |f atutorchanged theirname we would need to find allinstances of that name and
change themall
= Missing any would mean the table had inconsistent data
= Arelational database would solve thisissue:
= Anew table could be created to store the tutorinformation and the tutor
informationin the student table could be moved to the new table
= Aforeignkey in the student table (TutorID) could link a student to their tutor
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4

ID | first_name | last_name | TutorlD Your notes
1 sam smith 1

2 |fred lynch 2

3 | depak noor 1

4 | archie henns 3

9 helga jordan 3

6 _ lizzy bell 3

T xavier horten 4
TutorlD | Tutor Name FormRoom
1 Roger Hinds 6b

2 Jess Little 8j

3 Mary Kent 8k

4 Jack Berry am

= Now the name of each tutorand their formroomis stored only once

= This meansif they change only one piece of data, the datais updated in the entire
database andinconsistency is avoided

Database terminology

Term Definition

Entity Areal-world object or concept that datais stored about (e.g. Student,
Book)

Table A collection of data about an entity, organised inrows and columns

Record (Tuple) Assingle row in a table representing one instance of an entity

Field (Attribute) Assingle columnin a table, storing one piece of data about the entity

© 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 4
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Your notes

Primary key Aunique identifier foreachrecordin a table (e.g. StudentID) ,
Candidate key A field (or combination of fields) that could be used as a primary key
Secondary key Afield used for searching or sorting, but not necessarily unique
Foreign key A field that links to the primary key in another table to create
relationships
Relationship Alogical connection between two tables/entities

One-to-One

Onerecordinatablerelates to onerecordin anothertable

One-to-Many

Onerecordin atablerelates to many records in another table

Many-to-Many

Recordsin one table relate to many records in another, and vice
versa

Referential Ensures foreign keys match a primary key in the related table to
integrity prevent broken links
Indexing Atechnique to speed up searchingin a table by creating an ordered
list of key fields
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Database design
Your notes
Entity-relationship (E-R) diagrams
Whatis an entity?
= Anentity in something worthy of capturing and storing data about e.g. students,
orders, products, courses, customers
= Entities become tables in arelational database
= Relational databases store different entities in separate tables
= Linking tables depends on the relationships between entities
= There are 3 types of (sometimes called degrees of) relationships:
= One-to-one
= One-to-many
= Many-to-many
= |magine acompany has
= Atable of products
= Atable of customers
= Atable of the orders the customers have made
= Whatis therelationship between a customer and an order?
= One customer can make multiple (many) orders
= Buteachorderrelatesto a specific (one) customer
= Sotherelationship between customerand orderis one-to-many
= Now consider therelationship between a product and an order
= Anorder could have more than one (many) products oniit
= Aproduct couldbe onmore than one (many) order
= Sotherelationship between orderand product is many-to-many
= One-to-onerelationships also exist but are not very commonin databases
What s an entity-relationship (E-R) diagram?
= Anentity relationship diagram (E-R) is a diagram that represents the entities (tables)
that will be in a database and the relationships between these entities
= The entities are drawn as boxes with the entity name in
= Therelationships are drawnin as whatis known as ‘crow’s feet notation’
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= Thisis how to draw the relationshipsin the exam: ,

Your notes

| ONE-TO-ONE RELATIONSHIP |

] ONE-TO-MANY RELATIONSHIP |

| MANY-TO-MANY RELATIONSHIP |

= The names of the entities would go inside the boxes

o

Examiner Tips and Tricks

(

These diagrams are simple but tell us some important things about the database:

= Thenames of allthe tables
= Whichtables will have a foreign key - when an entity has a ‘many’ relationship
againstit that means it will have a foreign key init that links to the primary key of

the connected entity
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Database normalisation /

Your notes
Normalised design
What is a normalised design?
= Anormalised designis a database structure that:
= Organises data efficiently
= Eliminates unnecessary duplication
= Ensures dataintegrity
= Supports easy updates and accurate relationships
= Youmay be asked to produce a normalised designbased on:
= Awritten description of a system
= Atable of unnormalised data
= Aset of existing flat tables
= Youneedtobeableto:
= |dentify repeating groups or duplicated data
= Break down datainto separate related tables
= Assign appropriate primary keys and foreign keys
= Showthe databasein INF, 2NF, and 3NF
= Clearly showrelationships between the tables
Step-by-step process
Step | Whattodo Why it matters
1 Read the scenario or table carefully Understand what entities (real-world
things) are involved
2 Identify the fields and any These usually indicate the need for
repeated/duplicated values more than one table
3 Apply INF - remove repeating groups, Each field should hold a single value
separate fields
4 Apply 2NF - remove partial Make sure non-key fields depend on
dependencies the whole primary key
1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 8
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5 Apply 3NF - remove transitive Non-key fields should not depend on ,
dependencies othernon-key fields Your notes
6 Assign primary keys foreach table Every table needs a unique identifier
7 Use foreign keys to link related tables Ensuresrelationships and referential
integrity
Example
= Astudentis enrolled on multiple courses
= Eachcourseistaught by ateacher
= The tableincludes: StudentName, StudentlD, CourselD, CourseName, TeacherName
= Youwould:
= |dentify Entities: Student, Course, Teacher
= Createtables:
= Student (StudentID, StudentName)
= Course (CourselD, CourseName, TeacherID)
»  Teacher (TeacherID, TeacherName)
= Alink table: StudentCourse (StudentlD, CourselD) - handles many-to-many
.
O
Examiner Tips and Tricks
= Always check forrepeating fields or duplicated values
= Watch forcomposite keys inlink tables (especially many-to-many relationships)
= Checkthat all fieldsin a table depend only on the key, the whole key, and
nothing but the key
= | abeleach stage of your work (INF — 2NF — 3NF)
\
First Normal Form (INF)
What s first normal form?
= Foratable tobeinfirst normal form it must:
= Contain atomic values
= Eachcolumninatable must contain single, indivisible values
= Have norepeating groups
= Columns must not contain arrays or lists of values
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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= Have unique column names ,
= Each column must have a unique name within the table Your notes
= Have aunique identifier (primary key)

= Eachrow must have a unique identifier to distinguish it from otherrows
= This customers table below has no primary key and the name is storedin one field so is
not atomic

= Thistableisnotin first normal form
Table: Customers

name phone country
John Smith 07373929122 UK

Iram Iravani 07234543422 Irag

Wu Zhang 04563523427 China
Anne James 09378 482894 USA
Khalid Shirvani 02343536522 France

= This customers table below has a primary key and the name is stored in two fields so it is
atomic

= Thistableisin first normal form

Table: Customers

customer_id forename surname phone country
1 John Smith 07373929122 UK

2 Iram Iravani 07234543422 Irag

3 Wu Zhang 04563523427 China

4 Anne James 09378 482894 USA

5 Khalid Shirvani 02343536522 France

Second Normal Form (2NF)

Whatis second normal form?
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= Foratabletobeinsecondnormal formit must: ,

= Fulfil all INF requirements Your notes

= Only apply to tables with a compound primary key

= Have full functional dependency

= All non-prime attributes (attributes not part of the primary key) must be fully
dependent on the primary key

= Have no partial dependencies

= Non-prime attributes must not depend on only part of the primary key (in case
of acomposite primary key)

= Separate tables should be created for partially dependent attributes

= |nthistable below, Course Title only depends on part of the compound primary key (the
course code) and not the Date so this table is not in second normal form

Table: Course

Course Date CourseTitle Room | Capacity Available
SQLI101 03/01/2020 SQL Basics 4A 12 4

DB202 03/01/2020 Database Design 7B 14 7

SQLI101 04/05/2020 SQL Basics 7B 14 10
SQL101 | 15/05/2020 SQL Basics 12A 8 8

CS50 31/05/2020 CProgramming 4A 12 1

= Toturnthistableinto second normal form we will ensure:

= Course Titleis movedintoits own Course table

= ASessiontableis created to use the full key (Course, Date) for all time-specific info

= No partial dependencies remain

Table: Course

Course CourseTitle
SQL101 SQL Basics
DB202 Database Design
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CS50 C Programming ,
Your notes
Table: Session
Course Date Room Capacity Available
SQL101 03/01/2020 4A 12 4
DB202 03/01/2020 7B 14 7
SQL101 04/05/2020 7B 14 10
SQL101 15/05/2020 12A 8 8
CS50 31/05/2020 4A 12 1
Third Normal Form (3NF)
What s third normal form?
= Foratabletobeinthird normal formit must:
= Fulfil all 2NF requirements
= Have no transitive dependencies
= Non-prime attributes must not depend on other non-prime attributes
= Have each non-prime attribute dependent solely on the primary key, not on other
non-prime attributes
= Have separate tables for attributes with transitive dependencies, and the tables
should be linked using a foreign key
= |nthis table below, the certificate depends on the title - this a transitive dependency and
so this tableis notin third normal form
FilmID Title Certificate Description
12034 Saw IV 18 Eighteenandover
12035 Spiderman 2 12A Age 12 and over
12036 Shrek u Universal
= Toturnthis table into third normal form we will ensure:
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 12
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= Transitive dependency removed by separating Description into its own table ,
= TheFilmtable only stores fields that directly depend on the key (FilmiD) Your notes

= Aforeignkey (Certificate) is used to maintain the relationship

Table: Film
FilmID Title Certificate
12034 Saw IV 18
12035 Spiderman 2 12A
12036 Shrek U

Table: Certificate

Certificate Description

18 Eighteen and over
12A Age 12 and over

u Universal
p

o

Worked Example

Match each normal form to its definition:

First Normal Form (INF) All fields are fully dependent on the primary key.

Second Normal Form (2NF) There are no repeating groups of attributes.

Third Normal Form (3NF) There are no partial dependencies.
(1
Answer

First Normal Form (INF) There are no repeating groups of attributes.

Second Normal Form (2NF) There are no partial dependencies.

Third Normal Form (3NF) Allfields are fully dependent on the primary key.
\
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DBMS features

4

Your notes

DBMS vs file-based systems
What is a DBMS?

= ADBMS (Database Management System) is software that is used to create, manage,
and interact with databases

= ADBMS provides several key features, including:

= Defines alogical schema - the overall logical design of the database (tables, fields,
relationships, and constraints), showing how data is organised independently of
how itis physically stored

= Provides data security and access control to keep data safe

= Maintains data integrity by enforcing rules and constraints, e.g.

= |fthedataischangedinone placeitisupdatedinevery otherplace

= Ensureseach foreignkey has a corresponding primary key

= Supports concurrency control so multiple users can access the database at the
same time without errors

= Ensures dataindependence so changes to storage methods do not affect how
dataisused

= Offers backup and recovery tools to protect against dataloss

= |taddresses thelimitations of file-based systems by:

inconsistency

Area Limitationin file-based How a DBMS solvesiit
systems
Data Same datais storedin A DBMS centralises data, soitis stored
redundancy multiple files, wasting space | once andreferenced whenneeded
and causing confusion
Data Data may differbetween files | ADBMS ensures data consistency by

if oneis updated but others
are not

updating a single source of truth

Data Each application stores and ADBMS provides a data dictionary that
management manages its own data defines all data elements across the
system (field/table names, data types)
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Data modelling

No structured way to
represent orlink data

A DBMS uses data modelling tools (e.g.
ER diagrams) to define entities and
relationships

Logical
schema

The overalllogical design of
the database (tables, fields,
relationships, and
constraints)

Shows how data is organised and used,
independently of how it is physically
stored

Data integrity

Difficult to enforce validation
rules across different files

ADBMS uses constraints (e.g. primary
keys, foreignkeys) to enforce integrity

Data security Poor control overwho can ADBMS supports user accounts,
access orchange data access rights, and permissions for
individuals/groups
Backup Oftenmanual and ADBMS includes automated backup
procedures inconsistent andrecovery tools to reduce risk of

dataloss

DBMS tools

Developerinterface

4

Your notes

= Thedeveloperinterface allows developers to write database queries using Structured
Query Language (SQL)

= Thisis more flexible than using query-by-example tools, which are visual and simplified

= Using SQL allows the developer to create more complex and precise queries to search,
update, ormanage data

Query processor

= The query processorisresponsible for handling and executing SQL queries

= |thasseveral key components:

Component

Function

DDL interpreter

Interprets Data Definition Language (DDL) commands like CREATE,
ALTER, and DROP and updates the data dictionary

DML compiler Compiles Data Manipulation Language (DML) statements (e.g.
SELECT, INSERT, UPDATE) into low-level instructions and optimises the
query
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Query evaluation | Executes the compiledinstructions to retrieve or manipulate the ,

engine actualdatainthe database
Your notes

= Together, these components make sure that any query written by the developeris
interpreted, optimised, and executed efficiently

o

Worked Example

State whatis meant by a data dictionary and give one example of anitem typically
foundin a data dictionary. [2]

Answer

= Adatadictionaryis data about the data structure in the database [1 mark]
= Example: field name, data type, or table name [1 mark]
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SQLusage ,

Your notes
Whatis DDL & DML?
= Data Definition Language (DDL) is used to build and manage the structure of arelational
database
= |tdefines how datais stored by creating and modifying tables, fields, indexes, and
relationships
= DataManipulation Language (DML) is used to manage the data stored within the
database structures created by DDL
= |t deals with adding, updating, deleting, and retrieving data
= BothDDL and DML use SQL syntax to interact with the database
= DDL structures the database, while DML maintains the contents of the database
= Most modern DBMSs use SQL to support both DDL and DML operations
Command Purpose Example
CREATE DATABASE Creates anew database CREATE DATABASE SchoolDB
CREATE TABLE Creates anew table with CREATE TABLE Students (StudentID
specified fields and data INTEGER, Name VARCHAR(50))
types
Data types for Defines the type of data
attributes: each field can store
CHARACTER Fixed-length text Name CHARACTER(10)
VARCHAR(N) Variable-length text (max Email VARCHAR(100)
lengthn)
BOOLEAN True or False value IsActive BOOLEAN
INTEGER Whole numbers Age INTEGER
REAL Decimal numbers Score REAL
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DATE Calendar date DateOfBirth DATE ,

Your notes
TIME Time of day StartTime TIME

ALTER TABLE Changes an existing table ALTER TABLE Students ADD Email
(e.g. add orremove fields) VARCHAR(100)

PRIMARY KEY (field) Sets afield as the primary PRIMARY KEY (StudentID)inside a
key (unique identifier) CREATE TABLE Or ALTER TABLE
command

FOREIGN KEY (field) Sets upaforeign key FOREIGN KEY (CourselD) REFERENCES
REFERENCES Table(Field) | relationship between tables | Courses(CourselD)

Example: School database

= You are designing a database to store information about students and the courses they
areenrolledin

= Eachstudent canenrolin many courses, and each course can have many students (a
many-to-many relationship)

= Threetables are needed:
= Students - to store student details
= Courses - to store course details

= Enrolments - a link table to handle the many-to-many relationship

-- Create the Students table

CREATE TABLE Students (
StudentID INTEGER,
FirstName VARCHAR(50),
LastName VARCHAR(50),
DateOfBirth DATE,
PRIMARY KEY (StudentID)

-- Create the Courses table
CREATE TABLE Courses (
CourselD INTEGER,
CourseName VARCHAR(100),
Credits INTEGER,
PRIMARY KEY (CourselD)

-- Create the Enrolments table to link Students and Courses
CREATE TABLE Enrolments (

StudentID INTEGER,

CourselD INTEGER,

EnrolDate DATE,

PRIMARY KEY (StudentID, CourselD),

FOREIGN KEY (StudentID) REFERENCES Students(StudentID),
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FOREIGN KEY (CourselD) REFERENCES Courses(CourselD) ,

Your notes
Basic DML commands
Retrieving data
Command | Purpose Example
SELECT ... Retrieves specific SELECT FirstName, LastName FROM Students
FROM columns from a table
WHERE Filters results based SELECT * FROM Students WHERE Age > 16
on acondition
ORDER BY Sortstheresultsin SELECT * FROM Students ORDER BY LastName ASC
ascending or
descending order
GROUP BY Groups rows that SELECT CourselD, COUNT(*) FROM Enrolments GROUP BY
have the same valuein | CourselD
specified columns
INNER JOIN Combinesrows from | SELECT Students.FirstName, Courses.CourseName FROM
two tables where Students INNER JOIN Enrolments ON Students.StudentID =
thereis amatching Enrolments.StudentID INNER JOIN Courses ON
key Enrolments.CourselD = Courses.CourselD
SUM() Calculates the total of | SELECT SUM(Credits) FROM Courses
anumeric column
COUNT() Counts the number of | SELECT COUNT(*) FROM Enrolments
rows (or non-null
entriesinacolumn)
AVG() Calculates the SELECT AVG(Age) FROM Students
average value of a
numeric column
Data maintenance
Command | Purpose Example
INSERT INTO | Addsanewrecordtoa | INSERTINTO Students (StudentlD, FirstName, LastName)
table VALUES (1, 'Ali", 'Khan')
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DELETE Removesrecords from DELETE FROM Students WHERE StudentID = 1 ,

FROM atable
Your notes

UPDATE Modifies existing data UPDATE Students SET Age = 17 WHERE StudentID =1
inatable

Example: School database
= You're working with a school database containing three tables:
®  Students(StudentlD, FirstName, LastName, Age)
» Courses(CourselD, CourseName, Credits)
®  Enrolments(StudentID, CourselD, EnrolDate)

= Youwant to query the database and maintain the data as students enrolin courses,
update their details, orleave the school

Querying

-- 1. Get the first and last names of all students
SELECT FirstName, LastName FROM Students;

-- 2. List students who are older than 16
SELECT * FROM Students WHERE Age > 16;

-- 3. List all students sorted alphabetically by surname
SELECT * FROM Students ORDER BY LastName ASC;

-- 4. Count how many students are enrolled on each course
SELECT CourselD, COUNT(*) FROM Enrolments GROUP BY CourselD;

-- 5. Show student names with the courses they are enrolled on

SELECT Students.FirstName, Students.LastName, Courses.CourseName
FROM Students

INNER JOIN Enrolments ON Students.StudentID = Enrolments.StudentID
INNER JOIN Courses ON Enrolments.CourselD = Courses.CourselD;

-- 6. Get the total number of course credits available
SELECT SUM(Credits) FROM Courses;

-- 7. Get the average age of all students
SELECT AVG(Age) FROM Students;

Maintaining

-- 1. Add a new student to the Students table
INSERT INTO Students (StudentlID, FirstName, LastName, Age)
VALUES (4, 'Amira’, 'Patel', 17);

-- 2. Enrol that student on CourselD 2
INSERT INTO Enrolments (StudentlID, CourselD, EnrolDate)
VALUES (4, 2,'01/09/2025"); -- UK date format (DD/MM/YYYY)

-- 3. Update a student's age
UPDATE Students SET Age = 18 WHERE StudentID = 4;
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-- 4. Delete a student who has left the school ,

DELETE FROM Students WHERE StudentID = 4; Your notes
p
Worked Example
Part of a database table BIRD TYPE is shown:
BirdID Name Size
0123 Blackbird Medium
0035 Jay Large
0004 Raven Large
0085 Robin Small
The database only supports these data types:
= character
= varchar
= Boolean
= integer
= real
= date
= time
Write a Structured Query Language (SQL) script to define the table Bird_Type. [4]
Answer
= CREATE TABLE start and end bracket [1 mark]
= BirdID as CHAR/VARCHAR [1mark]
= Name and size as VARCHAR/CHAR [T mark]
= BirdID as primary key [1 mark]
Example answer
CREATE TABLE BIRD_TYPE(
BirdID CHAR(4) NOT NULL,
Name VARCHAR(9),
Size VARCHAR(6),
PRIMARY KEY (BirdID)
)
L
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Computational Thinking Skills ,

Your notes

Abstraction

Whatis abstraction?

= Abstractionis the process of removing unnecessary details from a problem to focus on
the important features forimplementing a solution

= Examples of abstractioninclude modelling a:
= real-life object
= environment
= action
= sequence of actions
= concept
= |mplementations of these include:
= acomputer game that simulates playing a sport
= asimulator such as a car or flight simulator,
= amap of abus or trainroute in a city

= Whencreating a program, developers must identify important features that will
contribute to solving the problem or have arole to play in the solution

Computergames
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= Computergamesuse alarge amount of abstraction, removing the elements that a user ,
does not need to consider in order to enjoy playing the game

Your notes
= Whenusing abstractionin computer games which are designed to simulate real life, the

aimis to make the game realistic and visually appealing whilst keeping the game fun to
play

= |nagame thatsimulates a sport, itisimportant to the user that visually they recognise
the environment and when they perform an action, they see aresponse

= However, users do not need to know the complex algorithms used to control the non
player characters (NPCs)

Trainmap

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 3

Study copy distributed by EduResource ZA | eduresourcza.com


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

s

HARROW & WEALDSTONE 4= i &
Your notes

KENTON =

SOUTH KENTON =

NORTH WEMBLEY 4=+
WEMBLEY CENTRAL <= Q
STONEBRIDGE PARK 4=
HARLESDON =

WILLESDON JUNCTION & &,
KENSAL GREEN 4=

QUEEN'S PARK 4=

KILBURN PARK

- MAIDA VALE

BAKERLOO WARWICK AVENUE

' PADDINGTON & i

EDGEWARE ROAD

MARYLEBONE
BAKER STREET 6
REGENT PARK

OXFORD CIRCUS € €
PICADILLY CIRCUS €

CHARING CROSS © [}
EMBANKMENT  © © [} s
WATERLOO & & Q walby

4 SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com

Study copy distributed by EduResource ZA | eduresourcza.com


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

LAMBETH NORTH ,

Your notes
ELEPHANT & CASTLE Q

= Another specific example of abstraction would be the London underground trainroute
map; travellers do not need to know the geographical layout of the routes, only that
getting on at stop Awill eventually transport you to stop B

Decomposition

What is decomposition?

= Decompositionis breaking down a big problem into smaller problems so that they can
be solved independently

= Programmers use decomposition to:
= Break problems down
= |dentify the steps, parts or processesinvolvedin a problem
= |dentify reusable components
= Split tasks between programmers

= |nthe case of slow appointment booking, you could decompose the probleminto
issues such as server limitations during peak hours, inefficient backend algorithms, and

userinterface delays

| SMALLER PROBLEM | | SMALLER PROBLEM |

nE oun

Process of decomposition to break problems down

Using abstraction to design a solution

= Before we start to break problems down, itis often useful to apply the rules of
abstraction to the problem

= Applying abstraction willremove non-essential elements and that programmers can
focus on critical aspects for problem-solving
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= When addressing a slow booking system, a programmer could ignore elements like the
system's colour scheme or graphics and focus on critical performance metrics such as
serverresponse time and database query efficiency

Decomposing slow response times problem
1. Big problem: Slow response times during the online appointment booking process
2.Decompose into sub-problems:
= Serverlimitations causing bottlenecks during peak hours
= |nefficient algorithms leading to delayed confirmation screens
= Pooruserinterface contributing to an overall bad user experience
3. Prioritise sub-problems:

1. Address server limitations, as solving this could have a broad impact on system
performance

2. Look into optimising algorithms to speed up the booking and confirmation process

3. Lastly, make user interface improvements to enhance user experience, possibly
mitigating some of the frustration caused by slow response times
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Algorithm basics 4

Your notes

Definition of algorithm
Whatis an algorithm?

= Analgorithmis a solution to a problem expressed as a sequence of defined steps
= Methods of writing an algorithm before attempting to program a solutioninclude:
= Structured English
= Pseudocode

= Flowcharts

Structured English

= Structured Englishis a human-readable method for describing algorithms using a
combination of natural English language and programming logic

= |tusesclear English phrasesto describe each step

= | ogic structures like IF...THEN, REPEAT, and WHILE may appear, but without strict
syntaxrules

= Oftenusedinthe early planning stages before converting to pseudocode

Ask the user to enter their age

If the age is 18 or over

— Display a welcome message
Otherwise

— Display an access denied message

Pseudocode

= Pseudocodeis aprecise, structured, and language-independent way of describing an
algorithm that resembles a programming language

= |t follows specific exam-board-defined syntax

= |tincludes formal elementslike IF, THEN, ELSE, WHILE, REPEAT, DECLARE, and « for
assignment

= Students must follow CIE’s pseudocode format in exams

INPUT Age
IF Age >= 18 THEN

OUTPUT "Welcome to the site"
ELSE

OUTPUT "Sorry, this site is for users 18 and over"
ENDIF

Flowcharts
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= Flowcharts are a visual tool that uses shapes to represent different functions to ,
describe an algorithm

Your notes
= Usedto visualise the flow of control in a system
= Standard symbolsinclude:
= Ovalfor Start/End
= Parallelogram for Input/Output
= Rectangle for Processes
= Diamond for Decisions
= Arrows show the sequence of operations
INPUT
ﬁ /number / number =5
O—
INPUT ) Yes
Terminator Input/Output Process Decision
symbols symbhols symbols symbol
Whatis anidentifier table?
= Anidentifiertable is used when writing pseudocode to keep track of all the identifier
names usedin an algorithm
= Anidentifieris the name given to a variable, constant, array, procedure, or any other
named element in the pseudocode
Why use anidentifier table?
= |thelpsyou stay organised when designing an algorithm
= Ensures consistent naming
= Makesit easiertounderstand what eachidentifier stores ordoes
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= Usefulin exam questions when you are asked to declare variables clearly ,
Identifier naming rules

Your notes
= Must start with aletter (A-Z ora-z)
= Canincludeletters, digits (0-9), and underscores (_)
= Accented characters and symbols are not allowed
= |dentifiers are case sensitive (e.g. Total and total are NOT treated the same)
Identifier Description
StudentName Stores a student’s fullname
TestScore Holds a test score value
MAX_SCORE Maximum score allowed
FormList Storesnamesinaform group
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Pseudocode /

Your notes
Input, process, output
Whatis aninput?
= Aninputis data orinformation being entered/takeninto a program beforeitis
processedin the algorithm
= Aninput cancome from avariety of sources, such as:
= User - keyboard, mouse, controller, microphone
= Sensors - temperature, pressure, movement
= Values are input using the INPUT command
INPUT <identifier>
Whatis aprocess?
= Aprocessisadoing action performed in the algorithm that transformsinputs into the
desired output. The central processing unit (CPU) executes the instructions that define
the process
= Anexample would be:
= Comparing two numbers
= Calculating an average
What is an output?
= Anoutputis the result of the processing in an algorithm and usually the way a user can
seeif analgorithm works asintended
= Anoutput cantake various forms, such as:
= Numbers - result of calculations
= Text
= Images
= Actions - triggering events
= Values are output using the OUTPUT command
OUTPUT <value(s)>
More than one value can be output in the same command when separated by commas
OUTPUT "First name: ", Fname, "Surname: ", Sname
Example 1- Area of ashape
= Auserwantstowrite a programto calculate the area of a shape
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Input Process Output ,
Your notes
= |ength = | engthXwidth = Area
= Width
// Calculate the area of a rectangle
INPUT Length
INPUT Width
Area « Length * Width
OUTPUT "The areais ", Area
Example 2 - Average test score
= Ateacherwants to calculate the average mark achieved on atestamongst studentsina
class
= Theteacherneedsto enterhow many studentsin the class and for each students ascore
outof 50
Input Process Output
= Number of = TotalScore =TotalScore + score per = Average
students student mark
= Score perstudent = Average =TotalScore /Number of
students
// Calculate the average test score for a class
DECLARE TotalScore : INTEGER
DECLARE Score : INTEGER
DECLARE NumberOfStudents : INTEGER
DECLARE Average : REAL
TotalScore < 0
INPUT NumberOfStudents
FOR Studentindex « 1 TO NumberOfStudents
OUTPUT "Enter score for student ", Studentindex
INPUT Score
TotalScore « TotalScore + Score
NEXT Studentindex
Average « TotalScore / NumberOfStudents
OUTPUT "The average score is ", Average
Programming constructs
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Whatis sequence?

4

= Sequence refers to lines of code which are run one line at a time Your notes

= Thelines of code areruninthe order that they written from the first line of code to the
last line of code

= Sequenceis crucial to the flow of a program, any instructions out of sequence canlead
to unexpected behaviour or errors

Example

= Asimple program to ask a userto input two numbers, number two is subtracted from
number one and the resultis outputted

Line Pseudocode

01 INPUT NumberOne

02 INPUT NumberTwo

03 Result < NumberOne - NumberTwo

04 OUTPUT "The resultis ", Result
What s selection?

= Selectionis when the flow of a programis changed, depending on a set of conditions

= The outcome of this condition will then determine which lines or block of code is run

next

= Selectionisused forvalidation, calculation and making sense of a user's choices

= There are two ways to write selection statements:

= jf...then...else...

= case...
Structure IF...THEN...ELSEexample | CASE statementexample
Purpose Used forbinary decisions Used for multiple specific options
(true/false)
Scenario Checkif auserisold enough | Performanaction based onthe
tovote direction entered
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Pseudocode INPUT Age INPUT Direction ,’
example IF Age >= 18 THEN CASE OF Direction
OUTPUT "You can vote" "N": OUTPUT "North" Your notes
ELSE "S": OUTPUT "South"
OUTPUT "You cannot vote" "E": OUTPUT "East"
ENDIF "W": OUTPUT "West"
OTHERWISE : OUTPUT "Invalid direction"
ENDCASE
Whatisiteration?

= |teration meansrepeating aline or block of code using a loop

= |tallows aprogramto perform a task multiple times until a condition is met

Types of iteration
Type Description Pseudocode
Format
Count- Repeats a fixed number of times FOR..TO ... NEXT
controlled

Post-condition | Repeats atleast once, checks the conditionafter | REPEAT ... UNTIL
running the block

Pre-condition | Checksthe condition before runningthe block WHILE ... ENDWHILE

// Count-controlled

FORi—1TO5
OUTPUT i

NEXT i

// Post-condition
REPEAT
INPUT Password
UNTIL Password = "Secret123"

// Pre-condition

WHILE Score < 100
Score « Score + 10

ENDWHILE

o

Worked Example

.

Ateacheruses a paper-based system to store marks for a class test. The teacher
requires a program to assign grades based on these results.

The program will output the grades together with the average mark.
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Write a detailed description of the algorithm that willbe needed.[6] ,

Answer Your notes

Marks awarded for a description of each of the following steps of the algorithm:

1. Reference variables for Count of students and Total marks [1 mark]

2. Loop through all students (Count) [1mark]

3. Inputindividual mark (inloop) [T mark]

4. Compare mark with threshold / boundary values to determine grade (in loop)[1
mark]

5. Output the grade for a student (in loop) [1 mark]

6. Maintain a Total (and Count if required) (inloop) [T mark]

7. Calculate average by dividing Total by Count and Output (afterloop) [1 mark]
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Translation skills /

Your notes

Structured English/Flowchart to
Pseudocode

Example - Structured English

A customeris buying anitem. If the customer has a discount code, they receive 10% off the
price. Otherwise, they pay the fullamount. The program should ask for the item price and
whether they have a discount code, then calculate and display the final price.

Step1- Structured English

1. Ask the user to enter the price of the item
2. Ask the userif they have a discount code

3. If they do have a discount code
— Calculate 10% off the price
— Subtract the discount from the original price

4. Otherwise
— The price stays the same

5. Output the final price

Step 2 - Identifier table

Identifier Description

ItemPrice Original price of the item

HasDiscount TRUE if userhas adiscount code

DiscountAmount Amount taken off the original price

FinalPrice Price after discountis applied

Step 3 - Pseudocode

// Ask for item price
INPUT ItemPrice

// Ask if user has a discount code
INPUT HasDiscount

IF HasDiscount = TRUE THEN
DiscountAmount « ItemPrice * 0.10
FinalPrice < ItemPrice - DiscountAmount

ELSE
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FinalPrice « ItemPrice

ENDIF

/1 Output the final price

OUTPUT "The final price is ", FinalPrice

Structured English/Pseudocode to

Flowchart

Example - Pseudocode

INPUT Number

IF Number MOD 2 =0 THEN

OUTPUT "Even"
ELSE

OUTPUT "Odd"
ENDIF

Step1- Identifier table

Identifier

Description

Number

The number entered by the user

Step 2 - Flowchart structure

Pseudocode
statement

Flowchart symbol

Purpose

INPUT Number

Parallelogram
(Input/Output)

Userentersanumber

IF Number MOD 2=0

Diamond (Decision)

Checksif the numberis divisible by 2

OUTPUT "Even"

Parallelogram
(Input/Output)

Displays message if the conditionis

true

OUTPUT "Odd" Parallelogram Displays message if the conditionis
(Input/Output) false
Start/End Oval Denotes beginning and end of the
process
Arrows Lines with arrows Indicate flow of control

Step 4 - Flowchart
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Your notes

Input
Mumber

Mumber
MOD2=0

MO

v

Cutput
'Odd’
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Refinement & logic 4

Your notes
Stepwise refinement
What is stepwise refinement?
= Stepwise refinementis the process of breaking down a complex problem into smaller,
more manageable sub-problemsin alogical order
= Eachsub-problemisrefined step by step untilitis simple enough to be solved with a
single subroutine or module
= This method ensures that the overall problem can be solved by addressing each part
individually, in a structured and efficient way
Relationship to decomposition and top-down design
= Decompositionis the general concept of breaking a problem downinto smaller parts
= Top-downdesignis the strategy used to perform decomposition
= Stepwiserefinementis the process used in top-down design to gradually refine each
major taskinto simpler sub-tasks
= |notherwords, stepwise reflnement is how top-down design is implemented
Benefits of stepwise refinement
= Helps developers understand and organise the structure of a program
= Makes testing and debugging easier through unit testing of individual subroutines
= Encourages code reuse by breaking tasks into reusable components
= Supports collaborative development, as tasks can be divided between team members
= Eachsubroutine should:
= Beclearand focused onasingle task
= Be simple enough toimplement directly
= Notneed furtherbreakdown
Example: Calculating student grades
= Here’'s how stepwise refinement could be applied to a program designed to calculate
student grades forateacher’s classes:
Top-level task:
= Calculate grades forall studentsinall classes
Stepwise refinement:
= Step1- Calculate the grade for each assessment
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= Foreachquestion: ,

= Mark the question Your notes
= Store the mark

= Sumthe marks forall questionsin the assessment
= Step 2 - Calculate the average grade for each student

= Addtogethergrades fromall assessments
= Divide by the number of assessments
= Storethe average
= Step 3 - Repeat for eachclass
= Foreverystudentinthe class:
= Perform StepsTand?2

= This structured breakdown allows each task to be turnedinto a subroutine, simplifying
the design, implementation, and testing of the overall program
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Datatypes

Primitive datatypes
What are data types?

= Adatatypeisaclassification of datainto groups according to the kind of data they

represent

= Computersuse different data types to represent different types of datain a program

= The basic datatypesinclude:

= |tisimportant to choose the correct data type for a given situation to ensure accuracy

Integer: used to represent whole numbers, either positive ornegative

= Examples:10,-5,0

Real: used to represent numbers with a fractional part, either positive or negative

= Examples: 3.14,-2.5,0.0

Char: used torepresent a single character such as a letter, digit or symbol

* Examples:'a’,'B','5'",'$'

String: used to represent a sequence of alphanumerical characters
= Examples: "Hello World", "1234", "@#$%"

Boolean: used torepresent true or false values

= Examples: True, False

Date: usedto store a calendar date

= Example: DD/MM/YY

and efficiencyin the program

= |npseudocode and some other programming languages, data types must be declared

before they canbe used

= Thedatatypes are declared with each data item to be used

Eachdataitemis given a unique name called anidentifier

DECLARE <identifier> : <data type>

Data Example | Pseudocode | Python Java VB.NET
Type Value
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Integer | 10 DECLARE Age : age =10 int age = 10; Dim age As
INTEGER Integer =10
Age — 10

Real 3.14 DECLARE Temp: | temp =3.14 double temp =3.14; | Dim temp As
REAL Double =3.14
Temp « 3.14

Char ‘A DECLARE Grade | grade='A' char grade ="A; Dim grade As
: CHAR Char ="A"c
Grade « 'A'

String "Hello" DECLARE Name | name ="Hello" | String name = Dim name As
: STRING "Hello"; String = "Hello"
Name « "Hello"

Boolean | TRUE DECLARE logged_in = boolean loggedin = Dim loggedIn
Loggedin : True true; As Boolean =
BOOLEAN True
LoggedIn «
TRUE

Date 24/04/2025 | DECLAREDOB: | dob = LocalDate dob = Dim dob As
DATE "24/04/2025" LocalDate.of(2025, Date =
DOB « (stringor 4, 24); #24/04/2025#
"24/04/2025" datetime)
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Record structures /

Your notes
Whatisarecord?
= Arecordis acomposite data structure used to store a collection of related dataitems
= Eachitemcanbe of a different data type
= |tallows aprogrammerto group related values under one identifier
= Records help create amore structured and readable approach to storing and managing
data
= Arecord contains a fixed number of fields, each withits own name and type
= |npseudocode, arecordcanby declared as:
TYPE <Typename>
DECLARE <identifier> : <data type>
DECLARE <identifier> : <data type>
DECLARE <identifier> : <data type>
ENDTYPE
= Suppose we want to store information about a car
= We candefine arecord type like this:
TYPE Car
DECLARE Make : STRING
DECLARE Model : STRING
DECLARE Colour : STRING
DECLARE Price : REAL
DECLARE DateOfRegistration : DATE
ENDTYPE
= We canthen create a variable of this type:
DECLARE MyCar : Car
= Andassign values toits fields:
MyCar.Make « "Toyota"
MyCar.Model « "Yaris"
MyCar.Colour < "Red"
MyCar.Price « 14995.99
MyCar.DateOfRegistration « "12/03/2022"
= Toread from the record we can:
OUTPUT "Make: ", MyCar.Make
OUTPUT "Model: ", MyCar.Model
OUTPUT "Colour: ", MyCar.Colour
OUTPUT "Price: £", MyCar.Price
OUTPUT "Date of Registration: ", MyCar.DateOfRegistration
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o

inyour code

\

4

Your notes

Examiner Tips and Tricks

= Recordsinprogramming are a type of data structure used to group related data

= These are not the same asrecordsin a database, whichrefer to a complete set of
fields on a single entity in a table (row)

Key features of records

Feature

Explanation

Can store different data
types

Unlike arrays, records are not limited to a single type

Fields are named

Eachiteminthe record has a meaningfulidentifier

Offers structured storage

Easierto manage complex data about real-world
entities

1, SaveMyExams
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Contents

3 Array basics
3 Array pseudocode
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Array basics /

Your notes

Whatisanarray?

= Anarrayis anordered, static set of elements

= Canonlystoreldatatype

= The position of each elementin an array is identifiled using the array's index

= Thearray's first element is the lower bound (LB)

= Thearray'slast elementis the upper bound (UB)

= Thelowerbound of an array is typically O or 1depending on the language being used

= Anarray can be one-dimensional or multi-dimensional
One-dimensional (1D) arrays

= AlDarrayis alinear array

FIRST INDEX e 4th ELEMENT
(AT INDEX 3)
0 1 2 3I
12
|8 | E 5! = |
4 | ARRAY LENGTH IS 5 | >
FIRST ELEMENT |
= TodeclarealD array in pseudocode you mustinclude the lower bound, upperbound
and data types:

DECLARE <identifier> : ARRAY[LB:UB] OF <data type>

= |nthis example a 1D array of five elements each containing single character canbe

declared as:

DECLARE Letters : ARRAY[0:4] OF CHAR

= Anexample complete program could be:
// Declare the array
DECLARE Letters : ARRAY[0:4] OF CHAR
/1 Assign values to each index
Letters[0] « 'B'
Letters[1] < 'E'
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Letters[2] « 'A' ,
Letters[3] « 'D’
Letters[4] < 'S' Your notes

// Output the full array
FORINndex«—0TO 4
OUTPUT Letters[Index]
NEXT Index
= Thearrayis declared withindices from0to 4

= Eachelementstores asingle characterusing the CHAR data type

= Theloop outputs eachletterin order
Two-dimensional (2D) arrays
= A2Darray canbe visualised as a table

= When navigating through a 2D array you first have to go down the rows and then across
the columns to find a position within the array

 RIGHT INDEX: DETERMINES
THE COLUMN

<|>»|N

émmox
T | m|m| =~
A |m[0O|w
m|Z|W0n|»>

LEFT INDEX: DETERMINES
THE ROW

= |n2D arrays the following must be declared:
= Lowerbound forrows (LBR) & upper bound forrows (UBR)
= Lowerbound for columns (LBC) & upper bound for columns (UBC)
DECLARE <identifier>: ARRAY[LBR:UBR, LBC:UBC] OF <data type>
= |nthisexample a 2D array can be declared as:
DECLARE Letters : ARRAY[0:2, 0:4] OF CHAR
= Anexample complete program could be:

DECLARE Letters : ARRAY[0:2, 0:4] OF CHAR

// Row 0

Grid[0,0] < 'B'
Grid[0,1] < 'E'
Grid[0,2] < 'A'
Grid[0,3] < 'D'

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 3
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Grid[0,4] < 'S’ ,

/1 Row 1 Your notes
Grid[1,0] — 'S’

Grid[1,1] « 'E'
Grid[1,2] < 'V'
Grid[1,3] « 'E'
Grid[1,4] — 'N'

// Row 2
Grid[2,0] < 'W'
Grid[2,1] < 'H'
Grid[2,2] < 'I'
Grid[2,3] < 'T'
Grid[2,4] < 'E'

= ARRAY[0:2, 0:4] creates 3rows and 5 columns
= Firstindexis therow, secondis the column: Letters[row, column]

= Allelements are of type CHAR

p
o
Worked Example
Aprogramreads data from a file and searches for specific data.
The main program needs to read 25 integer data items from the text file Data.txtinto a
local 1D array, DataArray
Write program code to declare the local array DataArray [1]
Answer
= 1D array with name DataArray (with 25 elements of type Integer) [1 mark]
Java
public static Integer[] DataArray = new Integer[25];
VB.NET
Dim DataArray(24) As Integer
Python
DataArray = [] #25 elements Integer
\
4 SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 4
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Array pseudocode /

Your notes

Whatis alinear search?

= Alinear search starts with the first value in a dataset and checks every value one at a

time until all values have been checked

= Alinearsearch canbe performed evenif the values are notin order
How do you performalinear search?

Step Instruction

1 Checkthe first value

2 IFitis the value you are looking for

= STOP!
3 ELSE move to the next value and check
4 REPEAT UNTIL you have checked all values and not found the value you are looking
for
= Alinearsearch canbe used to find elementsin an array
= Eachelementinthe array is checked in order, from the lower bound to the upper
bound, until the itemis found or the upper boundisreached

= Anexample pseudocode algorithm to perform alinear search on a 1D array could be:
DECLARE List : ARRAY[0:4] OF INTEGER
DECLARE Target : INTEGER
DECLARE Found : BOOLEAN
DECLARE Index : INTEGER
// Initialise array values
List[0] « 12
List[1] « 25
List[2] « 37
List[3] « 42
List[4] < 56
/I Input the value to search for
OUTPUT "Enter the value to search for:"
INPUT Target
Found « FALSE
Index « 0
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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WHILE Index <= 4 AND Found = FALSE DO ,

IF List[Index] = Target THEN Your notes
Found < TRUE
ELSE
Index « Index + 1
ENDIF
ENDWHILE
IF Found = TRUE THEN
OUTPUT "Item found at index ", Index
ELSE
OUTPUT "Item not found"
ENDIF
= Works on a fixed-size array List[0:4]
= UsesaWHILE loop for flexibility (early exit if found)
= Clearly separates input, processing, and output
Identifier table
Identifier | Datatype Description
List ARRAY[0:4] OF INTEGER | Storesthelist of numbers to search through
Target INTEGER The number the user wants to search for
Found BOOLEAN Tracks whether the target value has been found
Index INTEGER The current position being checkedin the array
Sorting arrays
Whatis abubble sort?
= Abubble sortis asimple sorting algorithm that starts at the beginning of a dataset and
checks values in 'pairs' and swaps them if they are not in the correct order
= One fullrun of comparisons from beginning to endis called a 'pass’, a bubble sort may
require multiple 'passes' to sort the dataset
= Thealgorithmis finished when there are no more swaps to make
How do you perform a bubble sort?
Step Instruction
1 Compare the first two values in the dataset
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 6
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2 IF they are in the wrong order... ,

= Swap them Your notes

3 Compare the next two values

4 REPEAT step 2 & 3untilyoureach the end of the dataset (pass 1)

5 IF you have made any swaps...

= REPEAT from the start(pass 2,3,4...)

6 ELSE you have not made any swaps...

= STOP!thelistisinthe correct order

Example

= Performabubble sort on the following dataset

Step Instruction

1 Compare the first two values in the dataset

2 IF they are in the wrong order...

= Swap them

2 5 4 1 6 3
3 Compare the next two values
2 5 4 1 6 3

4 REPEAT step 2 & 3 until youreach the end of the dataset

= 5&4SWAP!
2 4 5 1 6 3
1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 7
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5 & 1SWAP! ,

5 4 1 5 6 3 Your notes
= 5&6NO SWAP!

2 4 1 5 6 3

= 6&3SWAP!

2 4 1 5 3 6

= Endofpassl

5 IF you have made any swaps...
= REPEAT from the start

= Endof pass2(swaps made)

= Endof pass 3 (swaps made)

= Endof pass4(noswaps)

6 ELSE you have not made any swaps...

= STOP!thelistisinthe correct order

= Abubble sort canbe used to put elementsin an array in order

= Apseudocode algorithm for a bubble sort ona1D array could be:

DECLARE Numbers : ARRAY[0:5] OF INTEGER
DECLARE Temp : INTEGER

DECLARE Pass : INTEGER

DECLARE Index : INTEGER

DECLARE Swapped : BOOLEAN

// Initialise the array
Numbers[0] < 5
Numbers[1] « 2
Numbers[2] < 4

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 8
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Numbers[3] « 1
Numbers[4] < 6
Numbers[5] < 3

// Bubble sort algorithm
FORPass —1TO5
Swapped « FALSE
FORIndex «+—0TO 4
IF Numbers[Index] > Numbers[index + 1] THEN
Temp « Numbers[index]
Numbers[Index] < Numbers[Index + 1]
Numbers[index + 1] « Temp
Swapped «— TRUE
ENDIF
NEXT Index
IF Swapped = FALSE THEN
// List is already sorted
EXIT
ENDIF
NEXT Pass

// Output the sorted array
FOR Index — 0TO 5

OUTPUT Numbers[Index]
NEXT Index

= Usesafixed array of size 6

4

Your notes

= |ncludes an optimisation to exit early if no swaps were made on a pass

Identifier table
Identifier | Data type Description
Numbers | ARRAY[O:5] OF Stores the list of numbers to be sorted
INTEGER
Temp INTEGER Temporary variable used for swapping two elementsin
the array
Pass INTEGER Tracks the number of passes through the array
Index INTEGER Tracks the current position being comparedin the array
Swapped BOOLEAN Indicates whether a swap occurred during a pass (used
to optimise sorting)
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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File handling

4

Your notes

Purpose of files
What is file handling?

= File handling is the use of programming techniques to work with information stored in
text files

= Examples of file handing techniques are:

opening text files
reading text files
writing text files

closing text files

Concept CIEA Level Pseudocode

Open file for OPENFILE fruit.txt FOR READ

reading

Open file for OPENFILE Shopping.txt FOR WRITE

writing

Close file CLOSEFILE fruit.txt

Readline READFILE fruit.txt, line

Write line WRITE fruit.txt, "Oranges"

Check end of file IF NOT EOF(fruit.txt) THEN

Create new file OPENFILE Shopping.txt FOR WRITE (same as writing - it overwrites or
creates)

Append to file OPENFILE Shopping.txt FOR APPEND

= Anexample program writtenin pseudocode to:

= Opens atext file forreading

= Readseachline (a fruit name)

= Counts how many fruits are in the file

= Qutputs the total

1, SaveMyExams
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= Closesthefile
DECLARE FruitName : STRING

DECLARE FruitCount : INTEGER

FruitCount < 0

OPENFILE FruitFile FOR READ

WHILE NOT EOF(FruitFile) DO

READFILE FruitFile, FruitName

FruitCount < FruitCount + 1

ENDWHILE

CLOSEFILE FruitFile

OUTPUT "Total number of fruits: ", FruitCount

Identifier table

Identifier Data type Description

FruitName STRING Stores the name of each fruit read from the file
FruitCount INTEGER Keeps track of how many fruits have beenread
FruitFile FILE The file containing the fruit names (e.g. "fruit.txt")
p

o

Java

try{

}

Answer

Worked Example

Integer Counter = 0;

Scanner1.close();
}catch(FileNotFoundException ex){

1, SaveMyExams

Write program code to read the contents of Data.txt into DataArray

= Opening file Data.txt toread [1 mark]
= | oopingthrough all the 25/EOF ... [Tmark]
= .readingeachline and storing/appendinginto array [1 mark]
= Exception handling with appropriate output [1mark]
= Closing the file (inan appropriate place) [1 mark]
Example program code:

Scanner Scanner1 = new Scanner(new File("Data.txt"));
while(Scanner1.hasNextLine(){
DataArray[Counter] = Integer.parselnt(Scanner1.next());
Counter++;

© 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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System.out.printin("No data file found"); ,
}

Your notes
VB.NET

try
Dim DataReader As New System.|O.StreamReader("Data.txt")
Dim X As Integer =0
Do Until DataReader.EndOfStream
DataArray(X) = DataReader.ReadLine()
X=X+1
Loop
DataReader.Close()
Catch ex As Exception
Console.WriteLine("Invalid file")
End Try

Python

try:
DataFile = open("Data.txt",'r')
for Line in DataFile:
DataArray.append(int(Line))
DataFile.close()
except IOError:
print("Could not find file")
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ADT overview /

Your notes
Whatis an abstract data type (ADT)?
= Anabstract data type (ADT)is a collection of data and a set of operations on that data
= Three commonADT's are:
= Stacks
= Queues
= Linkedlists
Stack operations
Whatis a stack?
= Astackisanabstract datatype that stores data using the Last In, First Out (LIFO)
principle
= Astackislike a pile of plates, the lastitem you put onis the first one you take off
= PUSH: Add anitemto the top of the stack
= POP:Remove theitem from the top
= The firstitem pushed onto the stack will be the last one popped off
= Astackusestwo pointers:
= Abase pointer - points to the firstitemin the stack
= Atop pointer - points to the lastitemin the stack
Main operations
Operation | Description
isEmpty() This checks is the stackis empty by checking the value of the top pointer
push(value) | This adds a new value to the end of the list, it willneed to check the stack s
not fullbefore pushing to the stack.
peek() This returns the top value of the stack. First check the stackis notempty by
looking at the value of the top pointer.
pop() This removes and returns the top value of the stack. This first checksif the
stackis not empty by looking at the value of the top pointer.
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 2
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size()

Returns the size of the stack /

isFull()

Your notes
Checks if the stackis full and returns the Boolean value, this compares the

stack size to the top pointer.

= Stacksuse a pointer which points to the top of the stack, where the next piece of data
willbe added (pushed) or the current piece of data can be removed (popped)

PUSH ()

POP

—{7or]

Pushing data to a stack

= When pushing (adding) data to a stack, the datais pushed to the position of the pointer

= Once pushed, the pointer willincrement by 1, signifying the top of the stack

= Sincethe stackis a static data structure, an attempt to push anitemonto a full stackis
called a stack overflow

= Thiswould push 'Bunny' onto the empty stack

=

Copyright © Save My Exams. All Rights Reserved
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= Thiswould push 'Dog' to the top of the stack /

Your notes
{707
= This would push'Ant' to the top of the stack
7o
Popping data from a stack
= When popping (removing) data from a stack, the datais popped from the position of
the pointer
= Once popped, the pointer will decrement by 1, to point at the new top of the stack
= Since the stackis a static data structure, an attempt to pop an item from an empty stack
is called a stack underflow
= This would pop 'Ant' from the top of the stack
= The new top of the stack would become 'Dog'
4 SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 4
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Your notes
{7
= Note that the datathatis ‘popped’isn’t necessarily erased
= The pointer'top' moves to show that 'Ant'is no longerin the stack and depending on the
implementation, 'Ant' can be deleted orreplaced with a null value, or left to be
overwritten
Queue operations
Whatis aqueue?
= Aqueueisanabstract data type that stores datain the order it arrives, using the FirstIn,
First Out (FIFO) principle
= Aqueue works like aline of people waiting at a shop, the first one inis the first one
served
= ENQUEUE: Add anitem to the back of the queue
= DEQUEUE: Remove the item from the front
= The firstitem added to the queue is the first one removed
Main operations
Operation Description
enQueue(value) | Adding anelement to the back of the queue
deQueue() Returning an element from the front of the queue
peek() Return the value of the item from the front of the queue without
removing it from the queue
isEmpty() Checkwhetherthe queueis empty
4 SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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isFull() Check whether the queue is full (if the size has a constraint) ,

Your notes
Linear queues
= Alinearqueueis a data structure that consists of an array
= |tems are added to the next available space in the queue starting from the front
= |tems are thenremoved from the front of the queue
FRONT
ENQUEUE
DEQUEUE
BACK
= Before adding anitem to the queue you need to check that the queue is not full
= |fthe end of the array has not beenreached, the rearindex pointer is incremented and
the newitemis addedto the queue
= |nthe example below, you can see the queue as the data Adam, Brian and Linda are
enqueued.
FRONT BACK
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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4

ADAM Your notes

T 1

FRONT BACK

ADAM BRIAN

(N

FRONT BACK

ADAM BRIAN LINDA

) )

FRONT BACK

= Beforeremoving anitem from the queue, you need to make sure that the queue is not
empty

= |fthe queueis not empty theitem at the front of the queue isreturned and the frontis
incremented by 1

= |nthe example below, you can see the queue as the data Adamis dequeued

—ABAM- || BRIAN LINDA

T

FRONT BACK

Circular queues

= Acircularqueue is a static array that has a fixed capacity
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= |tmeansthatasyouadditems to the queue you will eventually reach the end of the ,

array
Your notes
= Whenitems are dequeued, space is freed up at the start of the array

= |twould take time to move items up to the start of the array to free up space at the end,
so a Circular queue (or circular buffer) isimplemented

= |treuses empty slots at the front of the array that are caused when items are dequeued

= Asitems are enqueued and the rearindex pointerreaches the last position of the array, it
wraps around to point to the start of the array aslong asitisn’t full

= Whenitems are dequeued the frontindex pointer willwrap around until it passes the rear

index points which would show the queue is empty

FRONT

<1
W

REAR
Ny

s

= Before adding anitem to the circular queue you need to check that the array is not full

= |twillbe fullif the next position to be used is already occupied by the item at the front of
the queue

= |fthe queueis not full then the rearindex pointer must be adjusted to reference the next
free position so that the newitem can be added

= |nthe example below, you can see the circular queue as the data Laurenis enqueued.
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Your notes

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 9

Study copy distributed by EduResource ZA | eduresourcza.com


https://www.savemyexams.com/?utm_source=pdf
https://eduresourcza.com

4

/7 Your notes
FRONT
‘ ,]
BRIAN
REAR
BARB
A
= Beforeremoving anitem from the queue, you need to make sure that the queue is not
empty
= |fthe queueis not empty the item at the front of the queue is returned
= |fthisis the onlyitem that wasin the queue the rear and front pointers are reset,
otherwise the pointer moves to reference the nextitemin the queue
= |nthe example below, you can see the queue as the data Adamis dequeued
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 10
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Your notes
REAR
7 /4
A
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~
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4

Your notes
Linked list operations
Whatis alinked list?
= Alinkedlistis an abstract data type where eachitem, ornode, contains a data field and a
pointer to the next node in the sequence
= Alinked listis a chain of items, where eachitem stores two things:
= The actual data
= Apointerto the nextiteminthelist
= Newitems are usually added to the start of the list, and each one links to the next
= Like ascavenger hunt where each clue tells you where to go next
= Eachitemiscalled anode and contains a data field alongside another address whichiis
called apointer
= Forexample:
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Index Data Pointer ,

Your notes

0 '‘Apple’ 2

1 'Pineapple’ 0

2 'Melon' -

Start=1 NextFree=3
= The data field contains the value of the actual data whichis part of the list

= The pointer field contains the address of the nextitemin the list

o

Examiner Tips and Tricks

(

= Linkedlists canonly be traversed by following each item’s next pointer until the
end of the listis located

\

Traverse alinked list
= Checkif thelinked listis empty
= Startatthe node the pointeris pointing to (Start =1)
= Qutput theitem at the current node (‘Pineapple’)

= Follow the pointer to the next node repeating through each node until the end of the
linked list.

= Whenthe pointer field is empty/null it signals that the end of the linked list has been
reached

= Traversing the example above would produce: ‘Pineapple’, ‘Apple’, ‘Melon’

Addinganode

= Anadvantage of using linked lists is that values can easily be added orremoved by
editing the points

= The following example will add the word ‘Orange’ after the word ‘Pineapple’
1. Check thereis free memory toinsert datainto the node

2. Add the new value to the end of the linked list and update the ‘NextFree’ pointer

3 'Orange’

1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com
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Start=1 NextFree=4 ,

3.The pointer field of the word ‘Pineapple’ is updated to point to ‘Orange’, at position 3 Your notes

1 'Pineapple’ 3

4.The pointer field of the word ‘Orange’ is updated to point to ‘Apple’ at position O

3 'Orange’ 0

4. When traversed this linked list will now output: ‘Pineapple’, ‘Orange’, ‘Apple’, ‘Melon’

Removing anode
= Removing anode also involves updating nodes, this time to bypass the deleted node
= The following example willremove the word ‘Apple’ from the original linked list

1. Update the pointer field of ‘Pineapple’ to point to ‘Melon’ atindex 2

Index Data Pointer
0] '‘Apple’ 2
1 'Pineapple' 2
2 ‘Melon' -

2. When traversed this linked list will now output: ‘Pineapple’, ‘Melon’
= Thenodeisnottruly removed from the list; itis only ignored
= Althoughthisis easierit does waste memory

= Storing pointers themselves also means that more memory is required compared to an
array

= |temsinalinkedlistare also storedin a sequence, they can only be traversed within that
orderso anitem cannot be directly accessed asis possibleinan array
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Pseudocode basics /

Your notes

Variables & Constants

What s a variable?
= Avariableis anidentifier that can change in the lifetime of a program
= |dentifiers should be:
= |nmixed case (Pascal case)
= Only containletters (A-Z, a-2)
= Only contain digits (0-9)
= Start with a capital letterand not a digit
= Avariable canbe associated a datatype whenitis declared

= Whenavariable is declared, memory is allocated based on the data type indicated

Pseudocode

DECLARE <identifier> : <datatype>

= Todeclare avariable, use the DECLARE keyword followed by the name and data type:

DECLARE Age : INTEGER
DECLARE Name : STRING
DECLARE IsLoggedIn : BOOLEAN
DECLARE Temperature : REAL
DECLARE DOB : DATE

= You canthen assign a value using the assignment operator « :

Age — 18
Name « "Alice"
IsLoggedIn < TRUE

Whatis a constant?
= Aconstantis anidentifier set oncein the lifetime of a program
= Constants are generally namedin alluppercase characters

= Constants aid the readability and maintainability

Pseudocode

CONSTANT <identifier> « <value>
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= Todeclare aconstant, use the CONSTANT keyword:

CONSTANT Pi « 3.14159
CONSTANT MaxScore « 100
CONSTANT SchoolName « "Meridian Academy"

= Constants are not reassigned during execution - they are fixed values used throughout

the algorithm

Example

= Youare writing a program to calculate the area of a circle using the formula:

Area « Tt x radius®

= isaconstant (it never changes)

= radius and area are variables (they change depending on the input)

CONSTANT Pi « 3.14159

DECLARE Radius : REAL

DECLARE Area : REAL

OUTPUT "Enter the radius of the circle:"

INPUT Radius

Area « Pi * Radius * Radius

OUTPUT "The area of the circle is: ", Area

Variables and constants in differentlanguages

Your notes

radius

Feature Python VB.NET Java

Declare Just assignit (no keyword Dim radius As double radius;
variable needed) Double

Assign variable | radius=5 radius = 5 radius = 5;
Declare Convention: use UPPERCASE (Pl = | Const Pi As Double | final double Pl =
constant 3.14) (not enforced) =3.14159 3.14159;
Reassign Yes (not truly constant unless Cannotchange | Cannotchange
constant? enforced) once set once set
Useincalc. area =PI * radius * radius area = Pi *radius * | area =PI * radius *

radius;

Arithmetic & logical operators

Arithmetic operators

1, SaveMyExams
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= Arithmetic operators are used to perform basic maths operations in a program ,

= Theseinclude adding, subtracting, multiplying and dividing values Your notes

Common arithmetic operators

Operator Purpose Example Result
+ Addition or string concatenation 5+3 8
"John" +" "+ "Doe" "John Doe"
Subtraction 10-4 6
* Multiplication 3*5 15
/ Division 10/2 5
A Exponentiation (power of) 373 27
MOD Modulus (remainder after division) 10 MOD 3 1

Operator precedence (BODMAS / BIDMAS)

= Arithmetic operators follow operator precedence

= Multiplication and division happen before addition and subtraction unless brackets are
used

result—2+3*4 /1 gives 14
result — (2+3)*4 // gives 20

Logical operators
= | ogical operators are used to compare values

= Theyreturn either TRUE or FALSE and are commonly used in conditions and loops

Commonlogical operators

Operator Purpose Example Result
= Equalto 5=6 FALSE
<> Not equal to 51=7 TRUE
> Greaterthan 5>10 FALSE
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 4
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< Lessthan 5<10 TRUE
>= Greaterthan orequalto 5>=10 FALSE
<= Lessthanorequalto 5<=10 TRUE

Example code

X5

y <10

OUTPUT x ==y // FALSE
OUTPUT x <>y // TRUE
OUTPUT x <y // TRUE

OUTPUT x>y // FALSE
OUTPUT x <=y // TRUE
OUTPUT x >=y // FALSE

1, SaveMyExams © 2026 Save My Exams, Ltd.
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Selection /

Your notes
= Selectionis when the flow of a program is changed, depending on a set of conditions
= The outcome of this condition will then determine which lines or block of code is run

next
= Selectionisused forvalidation, calculation and making sense of auser's choices
= There are two ways to write selection statements:
= if...then...else...
= case...
Whatis anif statement?
= Anlf statements allow you to execute a set of instructions if a condition is true
= They have the following syntax:
Pseudocode
IF <condition> THEN IF <condition> THEN
<statement(s)> <statement(s)>
ENDIF ELSE
<statement(s)>
ENDIF
Without an ELSE clause With an ELSE clause
Nested if statements
= Nestedif statements are an if statement within an if statement
= Nested means to be 'storedinside the other
Example code
IF Player2Score > Player1Score THEN
IF Player2Score > HighScore THEN
OUTPUT Player2, " is champion and highest scorer"
ELSE
OUTPUT Player2, " is the new champion"
ENDIF
ELSE
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 2
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OUTPUT Player1, " is still the champion"
IF Player1Score > HighScore THEN ,
OUTPUT Player1, " is also the highest scorer"
ENDIF
ENDIF

Your notes

If statements in differentlanguages

Python VB.net

weather = input("What is the weather like today? (sunny, rainy, snowy): ") | Module WeatherCheck
Sub Main()
if weather =="sunny": Dim weather As String
print("Don't forget your sunglasses!")
elif weather == "rainy":
print("Take an umbrella with you.")
elif weather == "snowy":
print("Wear warm clothes!") If weather = "sunny" Ther
else: Console.WriteLine("Dor
print("Not sure what to suggest for that kind of weather.") Elself weather = "rainy" Tl
Console.WriteLine("Tak
Elself weather = "snowy""
Console.WriteLine("We.
Else
Console.WriteLine("Not
End If

Console.Write("What is th
weather = Console.ReadL

Console.ReadLine() ' Keef
End Sub
End Module

Case statements

Whatis a case statement?

= Acase statement can meanless code butit only useful when comparing multiple values
of the same variable

= |f statements are more flexible and are generally used more inlanguages such as Python

= The format of a CASE statementiis:

Pseudocode

CASE of <identifier>
<value 1> : <statement1>
<statement2>

<value 2> : <statement1>
<statement2>

1, SaveMyExams

CASE of <identifier>
<value 1> : <statement1>
<statement2>

<value 2> : <statement1>
<statement2>
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OTHERWISE : <statement1>
ENDCASE <statement2>
Your notes
ENDCASE
An OTHERWISE clause can be the last clause
Example code
DECLARE Direction : STRING
OUTPUT "Enter a direction (N, S, E, W):"
INPUT Direction
CASE OF Direction
"N": OUTPUT "You are heading North"
"S": OUTPUT "You are heading South"
"E" : OUTPUT "You are heading East"
"W": OUTPUT "You are heading West"
OTHERWISE : OUTPUT "Invalid direction entered"
ENDCASE
Case statementsin differentlanguages
Python VB.net
weather = input("What is the weather like today? (sunny, rainy, snowy): ") | Module WeatherCheck
Sub Main()
match weather: Dim weather As String
case "sunny":
print("Don't forget your sunglasses!") Console.Write("What is th
case "rainy": weather = Console.ReadlL
print("Take an umbrella with you.")
case "snowy": Select Case weather
print("Wear warm clothes!") Case "sunny"
case _: Console.WriteLine("C
print("Not sure what to suggest for that kind of weather.") Case "rainy"
Console.WriteLine("T
Case "snowy"
Console.WriteLine("V'
Case Else
Console.WriteLine("N
End Select
Console.ReadLine() ' Keef
End Sub
End Module
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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Iteration /

Your notes
= |terationisrepeating aline or a block of code using aloop
= |terationcanbe:
= Count-controlled
= Condition-controlled
Whatis a count-controlled loop?
= Acount-controlledloopis whenthe codeisrepeated a fixed number of times (e.g.
usinga FORloop)
= Acount-controlledloop canbe written as:
Pseudocode
FOR <identifier> « <value1> TO <value2> | FOR <identifier> « <value1> TO <value2> STEP <increment>
<statements(s)> <statements(s)>
NEXT <identifier> NEXT <identifier>
= InaFORIloop, theincrement must be an expression that evaluates to aninteger
= Theloop starts atvalue1
= Theidentifieris updated by the increment value on eachiteration
= Theloop continues until the identifier passes value2
= Theincrement can be positive or negative, depending on the direction you want the
loop to count
Nested count-controlled loops
FORi«—1TO3
FORj«—1TO3
OUTPUT, "x",j,"="i%*]
NEXT j
NEXT i
= Theouterlooprunsifrom1to3
= Foreachvalue of i, theinnerloop runsjfrom1to 3
= |toutputsallcombinations of i x
1x1=1
1x2=2
1’ SaveMyExams © 2026 Save My Exams, Ltd.  Get more and ace your exams at savemyexams.com 5
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1x3=3
2x1=2

Your notes
3x3=9
Count-controlled loops in differentlanguages
Python VB.net Java
Print the numbers1to 5
foriinrange(1, 6): ForiAs Integer=1To5 for (inti=1;i<=5;i++){
print(i) Console.WriteLine(i) System.out.printIn(i);
Next }
Condition-controlledloops
What is a condition controlled loop?
= Acondition controlledloopis when the code is repeated until a condition is met
= There are two types of condition controlled loops:
= Post-condition (REPEAT)
= Pre-condition (WHILE)
Post-conditionloops (REPEAT)
= Apost-conditionloop is executed at least once
= The condition must be an expression that evaluates to a Boolean (True/False)
= The conditionis tested after the statements are executed and only stops once the
conditionis evaluated to True
= |tcanbewrittenas:
Pseudocode
REPEAT
<statement(s)>
UNTIL <condition>
Pre-conditionloops (WHILE)
= The condition must be an expression that evaluates to a Boolean (True/False)
= Theconditionis tested and statements are only executed if the condition evaluates to
True
= Afterstatements have been executed the conditionis tested again
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com
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= Theloop ends when the condition evaluates to False ,

= |tcanbewrittenas: Your notes

Pseudocode

WHILE <condition> DO
<statement(s)>
ENDWHILE

Nested condition-controlled loops

DECLARE Username : STRING
DECLARE Count : INTEGER

Count <0

WHILE Count <3
Username « ""

WHILE Username =""
OUTPUT "Enter a username: "
INPUT Username

IF Username ="" THEN
OUTPUT "Username cannot be blank."
ENDIF
ENDWHILE

OUTPUT "Username accepted: ", Username
Count « Count + 1
ENDWHILE
= Askthe userto enterup to 3 usernames
= Foreachone, keep asking untilanon-empty nameis entered

= Quter WHILE runs 3 times (for 3usernames)

= Inner WHILE ensures that each username is not blank

Condition-controlled loops in different languages

Python VB.net Java

Keep asking the userto entera password until they type "ac
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password ="" Module PasswordCheck import ,
Sub Main()
while password != "admin": Dim password As String ="" public ¢ Your notes
password = input("Enter the password: ") publi
While password <> "admin" Sci
if password !="admin": Console.Write("Enter the password: ") Str
print("Incorrect, try again.") password = Console.ReadLine()
wk
print("Access granted!") If password <> "admin" Then ¢
Console.WriteLine("Incorrect, try again.") |
End If
End While
Console.WriteLine("Access granted!") )
Console.ReadLine() ' Keeps the console open }
End Sub
End Module Sy
SCe¢
}
}
When to use each type of loop
Loop type When to use Example scenario
Count-controlled | Whenyouknow inadvance how Repeating an action 5 times,
loop (FOR) many times you want theloop torun | generating a multiplication
table
Pre-condition Whenyouwant to check a Keep asking foravalid
loop (WHILE) condition before running the loop. It | password before granting
may run O or more times access
Post-condition When youwant the loop torunat Ask the userforinput and
loop (REPEAT ... least once, and then stopwhena validateit afterfirstrun
UNTIL) condition becomes true
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Procedures & functions /

Your notes

What are functions and procedures?

= Functions and procedures are a type of sub program, a sequence of instructions that
perform a specific task or set of tasks

= Procedures and functions are defined at the start of the code

= Sub programs are often used to simplify a program by breaking it into smaller, more
manageable parts

= Sub programs canbe usedto:

= Avoid duplicating code and can be reused throughout a program

= Improve the readability and maintainability of code

= Perform calculations, to retrieve data, or to make decisions based oninput
= Parameters are values that are passed into a sub program

= Parameters canbe variables orvalues and they are located in brackets after the
name of the sub program

= Example: FUNCTION TaxCalculator(pay,taxcode) OR PROCEDURE TaxCalculator(pay,taxcode)
= Sub programs can have multiple parameters
= Touse asub programyou 'call' it from the main program

What's the difference between a function and
procedure?

=  AFunctionreturns a value whereas a procedure does not

Procedures

= Procedures are defined using the PROCEDURE keyword in pseudocode

= Aprocedure canbe written as:

Pseudocode

PROCEDURE <identifier>() [ PROCEDURE <identifier>(<param1>:<data type>, <param2>:<data type>...)
<statement(s)> <statement(s)>
ENDPROCEDURE ENDPROCEDURE

= Theidentifieris used to call the procedure

= Tocallaprocedure, it canbe written as:
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CALL <identifier>()
CALL <identifier>(Value1,Value2,...)

, Your notes
= \When parameters are used, value1, value2... must be of the correct data type andin the
same sequence
Example code
PROCEDURE GreetUser(Name : STRING)
OUTPUT "Hello, ", Name, "!"
ENDPROCEDURE
DECLARE UserName : STRING
OUTPUT "Enter your name: "
INPUT UserName
CALL GreetUser(UserName)
= PROCEDURE GreetUser defines the procedure, which takes one parameter: Name
= The procedure prints a personalised greeting
= The main program asks for the user’'s name and then calls the procedure using CALL
Functions
= Functions are defined using the FUNCTION keyword in pseudocode or def keyword in
Python
= Functions always return a value so they do not use the CALL function, instead they are
called within an expression
= Afunctioncanbe written as:
Pseudocode
FUNCTION <identifier> RETURNS <data type> [ FUNCTION <identifier>(<param1>:<data type>, <param2>
<statement(s)> <statement(s)>
ENDFUNCTION ENDFUNCTION
Example code
FUNCTION calculate_area(length: INTEGER, width: INTEGER)
area < length * width
RETURN area
ENDFUNCTION
# Output the value returned from the function
OUTPUT(calculate_area(5,3))
= Defines afunction called calculate_area
= |ttakestwo parameters: length and width, both of type INTEGER
= Alocalvariable areais declared and assigned the result of length x width
1’ SaveMyExams © 2026 Save My Exams, Ltd. Get more and ace your exams at savemyexams.com 3
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= The functionreturns the result to whereverit was called from ,

Parameter passing Your notes

What is parameter passing?

= Parameter passing is the method by which values or references are given to procedures
orfunctions so they can use or modify data during execution

= Whenwriting procedures, you can control how parameters are passed using:
= BYVAL - pass a copy of the value (default behaviour)

= BYREF - pass the actual variable, so changes inside the procedure affect the original

Keyword Whatit does
BYVAL Passes a copy of the value (ho change to original)
BYREF Passes areference to the variable (can be modified)

= |[fnokeywordisused,itisassumedtobe BYVAL

= Functions should not use BYREF parameters - only procedures should

Example - Swapping two values (Procedure with BYREF)

PROCEDURE Swap(BYREF X : INTEGER, Y : INTEGER)
DECLARE Temp : INTEGER
Temp « X
XY
Y — Temp
ENDPROCEDURE

= Xispassedby reference, soitcanbe changed

= Yispassedby value, so any change to Yinside the procedure does not affect the
original value

o

Worked Example

Avideo-conferencing program supports up to six users. Speech from each useris
sampled and digitised (converted from analogue to digital). Digitised values are
storedinarray Sample.

The array Sample consists of 6 rows by 128 columns and is of type integer. Each row
contains 128 digitised sound samples from one user.

The digitised sound samples from each user are to be processed to produce a single
value which willbe stored in a 1D array Result of type integer. This process will be
implemented by procedure Mix().
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A procedure Mix() will: ,

= calculate the average of each of the 6 sound samplesina column Your notes
= ignore sound sample values of 10 orless
= store the average value in the corresponding positionin Result
= repeatforeach columninarray Sample
The diagram uses example values toillustrate the process:

1 2 3 126 127 128

1 [20] 20] 20 30]30] 2

2 [ 20 20| 30 50 | 30 | 3

3 [ 20| 20 | 40 20 | 40 | &

Sample: 4 [ 20 20 50 40 | 50 | 20
5 [20 3 | s 6 | 60 | &

6 [20 ¢ | 2 2 | 70 | 30
111 - - 11l
Result: | 20| 20 [ 35 | | 40| 46 [ 25 |

Write pseudocode for procedure Mix().
Assume Sample and Result are global. [6]

Answer

PROCEDURE Mix()
DECLARE Count, Total ThisNum : INTEGER
DECLARE ThisUser, ThisSample : INTEGER

FOR ThisSample «— 1 TO 128
Count <0
Total « 0
FOR ThisUser < 1 TO 6
IF Sample[ThisUser, ThisSample] > 10 THEN
Count « Count + 1
Total « Total + Sample[ThisUser, ThisSample]
ENDIF
NEXT ThisUser
Result[ThisSample] « INT(Total / Count)
NEXT ThisSample

ENDPROCEDURE

= Declarationand initialisation before innerloop of Countand Total [1 mark]

= QuterLoop for128iterations [1 mark]

= |nnerloop forsixiterations [1 mark]

= Testforsample>10inaloop [1 mark]

= andif true sum Total and increment Count [1 mark]

= Calculate average value and assign to Result array afterinner loop and within
outerloop [1 mark]

= Use of INT()/ DIVto convert average to integer [1 mark]
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Development models 4

Your notes

Waterfall

What s the waterfall model?

= The WaterfallModel is a sequential software development process divided into distinct
phases

= Eachphase must be completed before the next one begins

Steps

1. Requirement Gathering and Analysis: All possible system requirements to be
developed are captured and documented clearly

2.System Design: The requirements are translated into a design. Architects and designers
define the overall architecture and identify the main components

3. Implementation: The actual code is writtenin this phase based on the design
documents, turning the system designinto a functional program

4. Integration and Testing: All the components and modules are integrated and tested to
ensure that the entire system works as expected

5. Deployment: The product is released to the market orhanded over to the client. It may
involve installation, customization, and training

6. Maintenance: Post-release, the system needs regular maintenance to fixbugs, improve
performance, or add new features

| WATERFALL MODEL IN SOFTWARE ENGINEERING

REQUIREMENTS |

DEVELOPMENT

MAINTENANCE
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The Waterfall Model in Software Engineering ,

Benefits and drawbacks Your notes

Benefits

Drawbacks

Simple andlinear - easy to understand
and follow

Inflexible - difficult to make changes once
development begins

Clear stages and milestones - easy to
track progress

Expensive to fix late problems - issues
found late are harder toresolve

Ideal for well-defined projects - works
best when requirements are fixed

Long development cycle - each stage must
be completed before moving on

Suitability

= The WaterfallModelis most suitable for projects where requirements are well
understood and unlikely to change

= |tworks well when high quality and compliance are essential, and thereis a clear
understanding of the project's goals and constraints

Iterative (Agile)

Whatis the iterative model?

= Theiterative models a type of Agile software development methodology that
promotes adaptability and high customerinvolvement

Steps
1. Identify user stories and requirements

1. Work closely with stakeholders to gather functional and non-functional
requirements

2.Requirements are often written as user stories (e.g. As a user, I want to...)
2.Plan the sprint (Sprint Planning)
1. Break downrequirements into tasks

2.Choose a set of tasks (features) for the current sprint (a short time-boxed
development period, usually 1-4 weeks)

3. Define the sprint goal
3. Design the solution
1. Decide how the selected features will be built

2.Focusis on simple and adaptable design, not heavy upfront documentation
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4. Develop the features ,
1. Write code for the selected tasks in the sprint Your notes
2.Developers often work in pairs or small teams (e.g. pair programming)

5. Test continuously
1. Perform unit testing, integration testing, and acceptance testing during the sprint
2.Testingis ongoing, not saved for the end

6. Review progress (Sprint Review)

1. Demo the working software to stakeholders
2. Collect feedback and identify changes orimprovements

7.Reflect on process (Sprint Retrospective)

1. The teamreflects on what went well and what needs improving in the next sprint
2.Focusis onteam performance and process optimisation

8. Release (may happen after every sprint or set of sprints)

1. Deploy working software to users or staging environment
9. Repeat

1. Move to the next sprint with updated priorities and feedback

3. DEVELOPMENT

6. REVIEW
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Benefits and drawbacks

4

Benefits

Drawbacks Your notes

Highly adaptable - responds quickly to
changingrequirements

Requires experienced team members - may
be hard to manage without expertise

Frequent communication - promotes
constant collaboration

Risk of burnout - intense collaboration can tire
the team

Focus on quality - encourages good
design and continuous testing

May lack documentation - flexibility can
reduce writtenrecords

Customer collaboration - ensures the
product meetsreal needs

Scope creep - changing goals may lead to
uncontrolled growth

Suitability

= Theiterative modelis most suitable for small to medium-sized projects where
requirements can change and customerinvolvement is high

Rapid Application Development (RAD)

Whatis RAD?

= Rapid Application Development (RAD)is a software development methodology that
emphasises fast and iterative development

Steps

1. Requirement planning: Gather general systemrequirements, define constraints and

assumptions

2. User design and prototyping: Collaborate with users to develop prototypes, ensuring

alignment with user needs

3. Construction or iterative development: Build the systemincrementally, with

continuous user feedback and adaptation

4. Cutover or deployment: Transition the productinto the live environment, including user

training, support, and documentation

5. Maintenance and updates: Continue to adapt and improve the system based on user

feedback and needs
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s

Your notes
RAPID FINALISE
—CONSTRUCTIONEY PRODUCT/ >
& FEEDBACK IMPLEMENTATION
Rapid Application Development (RAD) Model of Software Development
Benefits and drawbacks
Benefits Drawbacks
Speed - fast development and delivery | Requires strong team collaboration - skilled
atrelatively low cost and cohesive teams are essential
Userinvolvement - client feedback Potential quality issues - speed may reduce
shapes the system throughout testing and documentation
Flexibility - adapts quickly to changing | Notideal for small projects - may be too
requirements complexforsimple systems
Incremental development - builds in Scope creeprisk - flexibility can lead to ever-
small, testable parts expanding requirements
Suitability
= Rapid Application Development is most suitable for projects where rapid delivery is
required and where requirements can be developed and refined on the go
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Structure charts /

Your notes
Structure charts
Whatis a structure chart?
= Astructure chartis amodelling tool used in the design stage of program development
= |thelpstodecompose aproblem into smaller, manageable sub-tasks, representing
each asamodule
= Structure charts focus on what the program does, not how it doesiit
Example
= Aprogram that asks auserto enter theirusername and password
= Checksif the password matches the stored password and uses a counter to track how
many times itis checked
= |fthe password matches, a successful message is displayed, else after three failed
attempts a 'denied' message is displayed
= Astructure chart mightlook like:
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Login

Until password = StoredPass

\/v OR NoAttempts = 3
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g $ s
z
Input username Input password Check password
password =
StoredPass
Output NoAttempts
“Login successful” =3?
False

Output

“Access denied”
Key features
Feature Explanation

Top-down design

The chart starts with the main program and breaks it into sub-
modules

Decomposition

Each module represents a specific task or function

Module boxes

Each module is shown as a box

Verticallines

Show control flow - which module calls which

Parameter arrows Arrows pointing into modules show data being passedin or
returned
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Stepwise
refinement

Eachlevel adds more detail to the task above

Diamond shape

Shows a condition that could be true or false

Semi-circular arrow

Indicates repetition

Pseudocode from structure chart

= The first stepis to create anidentifier table

Identifier Datatype | Description

Username STRING Stores the username entered by the user

Password STRING Stores the password entered by the user

StoredPass STRING The correct password stored in the system for comparison
NoAttempts INTEGER Counts the number of failed login attempts

LoginSuccess | BOOLEAN | Indicates whetherthe login was successful

= Next, identify is any functions or procedures could be used

Module Type Purpose

GetCredentials PROCEDURE | Asksthe usertoinputusername and password

CheckPassword FUNCTION Compares input password with stored password and
returns TRUE/FALSE

ShowAccessMessage | PROCEDURE | Displays success or failure message

= Any finally, write the pseudocode

DECLARE Username : STRING
DECLARE Password : STRING
DECLARE StoredPass : STRING
DECLARE NoAttempts : INTEGER
DECLARE LoginSuccess : BOOLEAN

StoredPass « "admin123"

NoAttempts — 0

LoginSuccess < FALSE
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PROCEDURE GetCredentials()
OUTPUT "Enter username: "
INPUT Username
OUTPUT "Enter password: "
INPUT Password

ENDPROCEDURE

FUNCTION CheckPassword(P : STRING) RETURNS BOOLEAN

IF P = StoredPass THEN
RETURN TRUE
ELSE
RETURN FALSE
ENDIF
ENDFUNCTION

PROCEDURE ShowAccessMessage(Success : BOOLEAN)
IF Success = TRUE THEN
OUTPUT "Login successful"
ELSE
OUTPUT "Access denied"
ENDIF
ENDPROCEDURE

WHILE NoAttempts < 3 AND LoginSuccess = FALSE
CALL GetCredentials()
LoginSuccess « CheckPassword(Password)

IF LoginSuccess = FALSE THEN
OUTPUT "Incorrect password"
NoAttempts < NoAttempts + 1

ENDIF

ENDWHILE

CALL ShowAccessMessage(LoginSuccess)
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State-Transition Diagrams 4

Your notes

State-Transition Diagrams

What are state-transition diagrams?

= Astate-transition diagram shows how a system moves between different states based
oninputs

= Eachstaterepresents a condition or situation of the system
= Transitions are arrows that show movement between states when certaininputs occur
= Transitions may also produce outputs, shown as labels on the arrows

= These diagrams model finite-state machines (FSMs), which are widely usedin
computing

Key elements

Element Description

State Circle labelled with aname (e.g. S1, S2) showing a situation the system can
bein

Initial Starting point, sometimes marked with an arrow pointing to it
state

Transition | Arrow from one state to another, labelled with input and output

Input Event ordata that causes a transition (e.g. Button-Y pressed)

Output Action or signal produced by a transition (e.g. Output-A)

Next state | The state the system movesinto after the transition

How toreadlabels on transitions

= Labels are often written as Input | Output
= [fnooutputisproduced, “none” may be written

= Example: Button-Y | Output-B means pressing Button-Y in the current state produces
Output-B and causes a transition to the next state

= The diagram below shows the key features of a state-transition diagram:
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og @ ] Y t
State-Transition Diagrams ournotes

State Transition

Transition

Input | Output

State Next state

= Statesare circleslabelled S1,S2, etc
= Transitions are arrows between states, labelled with Input | Output

= Theinitial state is marked with anincoming arrow

Completing transition tables
= Exam questions often ask you to convert a diagraminto a table
= The table normally has columns for Current state, Input, Output, Next state
= Work through the diagram row by row, following the arrows for each possible input

Example table structure:

Current state Input Output Next state

S1 Button-Y Output-A S2

Sl Button-Z Output-B S3

=

Examiner Tips and Tricks

= Alwaysidentify the initial state before tracing

= Highlight ormarkinputs and outputs on your diagram to avoid missing one
= Fortables, keep the order consistent: Input — Output — Next state

= Usearrows systematically, avoid guessing paths
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= Remember: more than one sequence can sometimes reach the same state, but ,
exams often ask for the minimum changes

L Your notes

o

Worked Example

Part of aprogramis represented by the following state-transition diagram

Input-B | Output-W

Input-B
START

Input-A Input-A | Output-W

Input-B | Output-Y
Input-A | Output-X nput-B | Outpu

A. Complete the table to show the inputs, outputs and next states.

Assume that the current state foreach row is given by the ‘Next state’ on the previous
row. Forexample, the first Input-Ais made whenin state S1.

If there is no output for a given transition, then the output cell should contain ‘none’.

The first two rows have been completed.

Input Output Next state
S1
Input-A none S3
Output-W
none

Input-B

Input-A
sS4

[5]

B. Identify the input sequence that will cause the minimum number of state changesin
the transition from S1to S4
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Answers Your notes
A.
Input Output Next state
S1
Input-A none S3
Input-A Output-W S3
Input-B none S2
Input-B none S5
Input-A none S2
Input-A Output-X S4
= Onemarkperrow 3to7[5marks]
B. Input-B, Input-A[1mark]
\
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Faults & errors

Errortypes

What are the common types of error?

= Designing algorithms is a skill that must be developed and when designing algorithms,
mistakes and issues will occur

= Trace tables can also help to find any kind of errorin a program or algorithm

= There are three main categories of errors that when designing algorithms a programmer
must be able to identify & fix, they are:

= Syntaxerrors
= Logicerrors

= Runtime errors

Syntax errors

Whatis a syntax error?

= Asyntaxerroris an error that breaks the grammatical rules of a programming language
and stops it from running

= Examples of syntax errors are:
= Typos and spelling errors
= Missing or extra brackets or quotes
= Misplaced or missing semicolons
= |nvalid variable or function names
= Incorrectuse of operators

= Incorrectly nested loops & blocks of code

Pseudocode - with syntax errors

FUNCTION generate_username(first_name STRING, last_name STRING) RETURNS STRING
DECLARE username : STRING
username = SUBSTRING(first_name, 1, 1) + SUBSTRING(last_name, 1, 1) + SUBSTRING(last_name, 1, 3)
RETURN username

ENDFUNCTION

PROCEDURE main()
DECLARE first_name : STRING
DECLARE last_name : STRING
DECLARE username : STRING
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OUTPUT "Enter your first name: "
INPUT first_name

OUTPUT "Enter your last name: "
INPUT last_name

username « generate_username[first_name, last_name]

OUTPUT "Here's a suggested username:" + username
ENDPROCEDURE

// Main program
CALL Main

4

Your notes

Pseudocode - without syntax errors

DECLARE username : STRING

RETURN username
ENDFUNCTION

PROCEDURE main()
DECLARE first_name : STRING
DECLARE last_name : STRING
DECLARE username : STRING

OUTPUT "Enter your first name: "
INPUT first_name

OUTPUT "Enter your last name: "
INPUT last_name

username « generate_username(first_name, last_name)

OUTPUT "Here's a suggested username: ", username
ENDPROCEDURE

// Main program
CALL main()

FUNCTION generate_username(first_name : STRING, last_name : STRING) RETURNS STRING

username « SUBSTRING(first_name, 1, 1) + SUBSTRING(last_name, 1, 1) + SUBSTRING(last_name, 1, 3)

Syntax errors

= FUNCTION generate_username(first_name STRING...)
= Missing colon: between parameter name and type
= first_name : STRING and last_name : STRING
= ysername = SUBSTRING(...)
= Uses = instead of correct assignment operator «
= Should be username « ...

= username « generate_usernamel[first_name, last_name]
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= |ncorrectuse of square brackets [] instead of parentheses () for function call

= Should be generate_username(first_name, last_name)
= CALL Main

= Incorrect capitalisation and missing parentheses — procedure name is case-
sensitive

= Shouldbe CALL main()

Logic errors

Whatis alogic error?

= Alogicerroris where incorrect code is used that causes the program to run, but
produces anincorrect output or result

= |ogic errors can be difficult to identify by the person who wrote the program, so one
method of finding themis to use 'Trace Tables'

= Examples of logic errors are:
= Incorrectuse of operators (< and >)
= Logical operator confusion (AND for OR)
= Looping one extratime
= Indexing arrays incorrectly (arrays indexing starts from 0)
= Using variables before they are assigned

= [nfinite loops

Pseudocode

FUNCTION calculate_area(length : REAL, width : REAL) RETURNS REAL
// Checks for valid dimensions and calculates area
IF length > 0 OR width > 0 THEN
DECLARE area : REAL
area «— width - length
RETURN area
ELSE
OUTPUT "Length and width must be positive values."
ENDIF
ENDFUNCTION

PROCEDURE main()
DECLARE length : REAL
DECLARE width : REAL
DECLARE area : REAL

OUTPUT "Enter the length of the rectangle: "
INPUT length
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OUTPUT "Enter the width of the rectangle: "
INPUT width

Your notes
area « calculate_area(length, width)

OUTPUT "The area of the rectangle is approximately ", area, " square units."
ENDPROCEDURE

// Main program
CALL main()

Logic errors

Line Error Correction

IF length > 0 OR The check allows one value to be Should be IF length > 0 AND
width > 0 THEN negative, whichis not valid width > 0 THEN

area « width - Incorrect calculation - subtracts instead Should be area « length *
length of multiplying to find the area width

Runtime errors

Whatis aruntime error?
= Aruntime erroris where an error causes a program to crash
= Examples of runtime errors are:
= Dividing anumberby O
= |ndex out of the range of an array

= Unable toread or write adrive

Pseudocode

FUNCTION calculate_area(length : REAL, width : REAL) RETURNS REAL
// Calculates area of a rectangle after input validation
IF length <0 OR width <0 THEN
OUTPUT "Length and width must be positive values."
ENDIF

DECLARE area : REAL

area « length * width

RETURN area
ENDFUNCTION

PROCEDURE main()
DECLARE length : REAL
DECLARE width : REAL
DECLARE area : REAL
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OUTPUT "Enter the length of the rectangle: " ,

OUTPUT "Enter the width of the rectangle: "

INPUT width

area « calculate_area(length, width)

OUTPUT "The area of the rectangle is approximately ", area, " square units."

ENDPROCEDURE
// Main program
CALL main()
Runtime error
Line Error Correction
area «— Only one parameteris passed Should be area «
calculate_area(length) instead of two - will crash at calculate_area(length, width)
runtime
p

Worked Example

Each pseudocode statement in the following table may contain an error due to the
incorrect use of the function or operator.

Describe the errorin each case, orwrite ‘NO ERROR’ if the statement contains no

error.

You can assume that none of the variables referenced are of anincorrect type.[5]
Statement Error
Result «+— 2 & 4
SubString < MID("pseudocode", 4, 1)
IFx =3 OR4THEN
Result « Status AND INT(x/2)
Message « "Done" + LENGTH(MyString)

Answer
Statement Error
Result «— 2 & 4 Should be arithmetic
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operator(not &) OR2 and 4

should be CHAR /STRING

SubString — MID("pseudocode”, 4, 1)

NO ERROR

IFx=3OR4THEN

Not Booleanvalues /
incorrect operator OR

Conditionincorrect

Result « Status AND INT(x/2)

INT(X/2) doesn't evaluate
toaBooleanvalue/

incorrect operator

Message « "Done" + LENGTH(MyString)

Can’t add string to number /

"Done"isnot anumber
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Testing methods 4

Your notes
Testing methods
What are the different methods of testing?
= Testing takes place during the testing stage of the program development life cycle,
once the program has been written and compiled
= Syntax errors are usually detected during compilation
= Testing focuses on checking forlogic errors, unexpected behaviour, and
operational integrity
= Adetailedtest plan, outlining test cases and expected results, should be created
during the analysis stage
Sample test plan
= Scenario: Aprogram accepts auser's age between O and 120 inclusive
Test | Description Input Expected output | Type of test | Actual
No. data outcome
1 Valid age within 25 "Age accepted"” Normal
acceptedrange
2 Inputisnota "twenty" | "Invalidinput: Abnormal
number enteranumber”
3 Age above the 130 "Age out of Extreme
maximum allowed range"
4 Age exactly at the 120 "Age accepted"” Boundary
upperboundary
5 Age exactly at the 0 "Age accepted" Boundary
lower boundary
6 Agejust below -1 "Age out of Extreme
lower boundary range"
7 Blank input (blank) "Please enter Abnormal
yourage"
Common methods of testing
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Testing method

Description

Dry run Manually trace through the code (e.g. on paper) to predict output
and trackvariables

Walkthrough Step-by-step review of the code with others to identify issues early

White-box Tests the internal logic and code structure; the tester knows how the

testing program works

Black-box testing

Tests the inputs and expected outputs without knowing the internal
workings

Integration
testing

Checks that different modules or components work correctly
together

Alpha testing

Performedin-house by the developers during early testing

Beta testing

Carried out by external users in real-world environments

Acceptance
testing

Final check to ensure the program meets the original client
requirements

Stub testing

Uses temporary modules (stubs) to simulate missing components
during early testing

Choosing suitable test data
Whatis suitable test data?

Suitable test datais specially chosen to test the functionality of a program or design

= Developers ortest-users would pick a selection of test data from the following

categories
= Normal
= Abnormal
= Extreme

= Boundary

= Theresults would be compared to the expected results to checkif the
algorithm/program works as intended

= Theresults would be stored in the test plan

= Eachcategoryis explained within the context of a simple pseudocode program below
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Pseudocode ,
Your notes
DECLARE name : STRING
DECLARE age : INTEGER
OUTPUT "What is your name? "
INPUT name
OUTPUT "How old are you? "
INPUT age
IF age >= 12 AND age <= 18 THEN
OUTPUT "Welcome, " + name + "I Your age is accepted."
ELSE
OUTPUT "Sorry, " + name + ". Your age is not accepted."
ENDIF
Normal data
= Normaltestdatais datathat should be accepted inthe program
= Anexample would be a user entering theirage as 16 into the age field of the program
Abnormal data
= Abnormaltest datais data thatis the wrong data type
= Anexample would be auserentering theirage as "F" into the age field of the program
Extreme data
= Extreme test datais the maximum and minimum values of normal data that are
accepted by the system
= Anexample would be a user entering theirage as 18 or 12 into the age field of the
program
Boundary data
= Boundary test datais similar to extreme data except that the values on either side of the
maximum and minimum values are tested
= Thelargestand smallestunacceptable values
= Anexample would be a user entering theirage as 11 or 19 into the age field of the program
Selecting suitable test data
Type of Test Input Expected Output
Normal 14 Accepted
Normal 16 Accepted
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Extreme 12 Accepted ,
Your notes
Extreme 18 Accepted
Abnormal H Rejected
Abnormal @ Rejected
Boundary n Rejected
Boundary 19 Rejected
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Maintenance /

Your notes
Types of maintenance
What is program maintenance?
= Program maintenance s the process of updating orimproving a program after it has
been delivered to the user
= Unlike physical equipment, programs don’t wear out, but they may need to be changed
due to errors, changing requirements, or new technology
Why maintenance is needed
= To fix errors that were missed during testing
= Toimprove performance based onuserfeedback
= To adapt the software to new uses or platforms
Types of program maintenance
Type Purpose Example
Corrective | Fixes bugs orerrors found during Fixing abug that causes the program
real-world use to crash when special characters are
entered
Perfective | Improves performance oradds Replacing aloading screenwith a
smallenhancements progress barto give betteruser
feedback
Adaptive Modifies the program to support Modifying the program toworkon a
new environments orrequirements | tabletinstead of just a desktop
computer
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